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1.0 INTRODUCTION 
 

The Democracy Suite 4.14-A.1 was submitted for 2005 Voluntary Voting System Guidelines Standards 
(2005 VVSG) certification.  The modifications submitted were tested to the latest voting system 
standards, the 2005 Voluntary Voting System Guidelines (2005 VVSG), based on the requirements set 
forth in section 4.4.2.3 of the EAC Testing and Certification Program Manual. 
 

 
 
 
 
 
1.1 Scope 
 

This report presents the test results for testing of the Dominion Voting Systems Democracy Suite 4.14-
A.1 Voting System. Dominion Voting Systems submitted the voting system to NTS Huntsville for 
compliance testing to the Election Assistance Commission (EAC) 2005 Voluntary Voting System 
Guidelines (VVSG).  The Democracy Suite 4.14-A.1 Voting System is a modification to the previously 
certified Democracy Suite 4.14 (Certification number: DemSuite-4-14) and Democracy Suite 4.14-A 
(Certification number: DemSuite-4-14-A) voting systems. All testing completed on the submitted 
modifications was conducted in accordance with the EAC 2005 VVSG. 
 
The focus of this test campaign was to test the submitted modifications to the system since the last 
certification.  NTS Huntsville performed functional testing and Engineering Change Order (ECO) 
Analysis to verify all changes submitted for this upgrade. 
 
This report is valid only for the system modifications identified below.  Any changes, revisions, or 
corrections made to the system after this evaluation shall be submitted to the EAC to determine if the 
system modification requires a new application, or can be re-submitted as a newly-modified system.  The 
scope of testing required was determined based upon the degree of modification. 
  
The upgraded features submitted as part of the Democracy Suite 4.14-A.1 Voting System modification 
are listed below:  
 
1. Introduction of source code obfuscation of the EMS software suite to conceal its purpose in order to 

prevent tampering and reverse engineering 
2. Addition of a new tamper-proof bracket for the ICE service switch (ECO 100216) in order to prevent 

tampering 
3. Additional language support for the ICE tabulator to improve product marketability 
4. Introduction of a new hardware RAID controller for the EMS Standard Server computer to improve 

performance 
 
This modification also includes additional system capabilities that were included as a response to the 
requirements of individual states.  The scope of testing for these additional capabilities, along with the test 
results, are included in Appendix C of this report. 
 
 
 

(The remainder of this page intentionally left blank) 

 
Democracy Suite 4.0 

2005 VVSG 
Certification 

 
Democracy Suite 4.14-A.1 
2005 VVSG Certification 

 
Democracy Suite 4.14 

2005 VVSG 
Certification 

 
Democracy Suite 4.14-A 

2005 VVSG 
Certification 



Page No. 2 of 30 
Test Report No. T71615.01-01 Rev B 

 
 

National Technical Systems 
Huntsville Facility 

1.0 INTRODUCTION (Continued) 
 
1.2 Objective 
 

The objective of this system modification test program was to test and determine if the system was 
compliant or not compliant with the EAC 2005 VVSG requirements. The scope and detail of the 
requirements tested in the certification were selected to correspond to the scope of the system detailed in 
the application submitted by Dominion Voting Systems. An in-depth examination of the system further 
confirmed the applicable requirements selected for compliance testing. This included the inspection and 
evaluation of system documentation and the execution of functional tests to verify system functionality 
and performance.     

 
1.3 Test Report Overview 
 

This test report consists of four main sections and appendices: 
 

• 1.0 Introduction – Provides the architecture of the National Certification Test Report (hereafter 
referred to as Test Report); a brief overview of the testing scope of the Test Report; a list of 
documentation, customer information, and references applicable to the voting system hardware, 
software and this test report. 

 
• 2.0 System Identification and Overview – Provides information about the system tested that includes 

the system’s name and major subsystems, test support hardware, and specific documentation provided 
by the vendor used to support testing. 

 
• 3.0 Test Background – Provides information about the certification test process and a list of terms and 

nomenclature pertinent to the Test Report and system tested. 
 
• 4.0 Test Procedures and Results – Provides a summary of the procedures and results of the testing 

process. 
 
• Appendices– Information supporting reviews and testing of the voting system are included as 

appendices to this report.  These include Photographs, the as-run Certification Test Plan, and Notices 
of Anomaly. 

 
1.4 Customer 
 
 Dominion Voting Systems 

1201 18th Street, Suite 210 
Denver, Colorado 80202 
 
 
 
 
 
 

(The remainder of this page intentionally left blank) 
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1.0 INTRODUCTION (Continued) 
 
1.5 References (Continued) 
 

• Election Assistance Commission 2005 Voluntary Voting System Guidelines, Volume I, Version 1.0, 
“Voting System Performance Guidelines,” and Volume II, Version 1.0, “National Certification 
Testing Guidelines,” dated December 2005 

• Election Assistance Commission Testing and Certification Program Manual, Version 1.0, effective 
date June 1, 2011 

• Election Assistance Commission Voting System Test laboratory Program Manual, Version 1.0, 
expires November 2014 

 
• National Voluntary Laboratory Accreditation Program NIST Handbook 150, 2006 Edition, “NVLAP 

Procedures and General Requirements (NIST Handbook 150),” dated February 2006 

• National Voluntary Laboratory Accreditation Program NIST Handbook 150-22, 2008 Edition, 
“Voting System Testing (NIST Handbook 150-22),” dated May 2008 

• United States 107th Congress Help America Vote Act (HAVA) of 2002 (Public Law 107-252), dated 
October 2002 

• Quality Assurance Program Manual, Revision 5 

• ANSI/NCSL Z540-1, “Calibration Laboratories and Measuring and Test Equipment, General 
Requirements” 

• ISO 10012-1, “Quality Assurance Requirements for Measuring Equipment” 

• EAC Requests for Interpretation and Notices of Clarification (listed on www.eac.gov) 

• EAC Quality Monitoring Program residing on: 
http://www.eac.gov/testing_and_certification/quality_monitoring_program.aspx 

• Dominion Voting Systems’ Democracy Suite 4.0 VSTL Certification Test Report Rev. A (listed on 
www.eac.gov) 

• Dominion Voting Systems Democracy Suite 4.0 Technical Data Package  

• Dominion Voting Systems’ Democracy Suite 4.14 Modification VSTL Certification Test Report Rev. 
C (listed on www.eac.gov) 

• Dominion Voting Systems’ Democracy Suite 4.14-A Modification VSTL Certification Test Report 
Rev. B (listed on www.eac.gov) 

• Dominion Voting Systems Democracy Suite 4.14 Technical Data Package 

• Dominion Voting Systems Democracy Suite 4.14-A Technical Data Package 

 
A listing of the Democracy Suite 4.14-A.1 Voting System Technical Data Package (TDP) Documents 
submitted for this test effort is listed in Section 2.6, “Vendor Technical Data Package.” 
 
 

(The remainder of this page intentionally left blank) 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW 
 

2.1 System Overview 
 

Dominion Voting Systems’ Democracy Suite 4.14-A.1 Voting System is a paper-based, optical scan 
voting system.  The voting system hardware consists of four major components: 

1. Election Management System 
 
The EMS consists of eight components deployed as either front-end (client) applications or back-end 
(server) applications: 

• Election Event Designer (client) - Integrates election definition functionality and represents a 
main pre-voting phase end-user application. 

• Results Tally and Reporting (client) - Integrates election results acquisition, validation, 
tabulation, reporting and publishing capabilities and represents a main post-voting phase end-user 
application. 

• Audio Studio (client) - Represents an end-user helper application used to record audio files for a 
given election project. As such, it is utilized during the pre-voting phase of the election cycle. 

• Data Center Manager (client) - Represents a system-level configuration application used in EMS 
back-end data center configuration. 

• Election Data Translator (client) – Exports and imports data in a format suitable for rapid 
interaction with the Election Event Designer (EED). 
 

• Application Server (server) - Responsible for executing long running processes, such as rendering 
ballots, generating audio files and election files. 

• Network Attached Storage (NAS) Server application (server) - Represents a file repository for 
election project file based artifacts, such as ballots, audio files, reports, log files, and election files. 

• Database Server application (server) - An RDBMS repository of the election project database 
which holds all the election project data such as districts, precincts, candidates, contests, ballot 
layouts, tabulators, vote totals, and status of polls. 

The EMS is certified to be deployed in two separate physical hardware configurations: 
 

• EMS Express hardware configuration – A stand-alone EMS system consisting of all software 
components installed on a single PC or laptop. 

 
• EMS Standard hardware configuration – A closed-network EMS configuration consisting of 

EMS server components installed on a single server, Local Area Network (LAN) switch devices, 
and EMS client components installed on one or more PCs or laptops. In this configuration, all 
system components are interconnected in a client-server LAN environment. 

 
 
 

(The remainder of this page intentionally left blank) 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 

2.1 System Overview (Continued) 
   
2. ImageCast Evolution (ICE) Precinct Ballot Tabulator 

 
The ImageCast Evolution employs a precinct-level optical scan ballot counter (tabulator) in 
conjunction with an external ballot box.  This tabulator is designed to mark and/or scan paper 
ballots, interpret voting marks, communicate these interpretations back to the voter (either 
visually through the integrated LCD display or audibly via integrated headphones), and upon the 
voter’s acceptance, deposit the ballots into the secure ballot box.  The tabulator also features 
binary input devices which permit voters who cannot negotiate a paper ballot to generate a 
synchronously human and machine-readable ballot from elector-input vote selections.  The 
supported binary input devices include a Sip and Puff device, Foot Pedals, and Audio Tactile 
Interface (ATI).  In this sense, the ImageCast Evolution acts as a ballot marking device.  These 
devices are interchangeable and may be shared between the ICE and ICP units.  Additionally, 
ballots marked by the ImageCast Evolution may be subsequently scanned on the ImageCast 
Precinct or the ImageCast Central if a recount is required. 

 

 
                 

Figure No. 1 
ImageCast Evolution 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 

2.1 System Overview (Continued) 
 
3. ImageCast Precinct (ICP) Precinct Ballot Tabulator 
 

The ImageCast Precinct is a precinct-based optical scan ballot tabulator that is used in 
conjunction with ImageCast-compatible ballot storage boxes.  The system is designed to scan 
marked paper ballots, interpret voter marks on the paper ballot, and safely store and tabulate each 
vote from the paper ballot. Like the ImageCast Evolution, the ImageCast Precinct also supports 
enhanced accessibility voting which is enabled by connecting the interchangeable Sip-and-Puff 
device, Foot Pedals, or Audio Tactile Interface (ATI). 

 

 
 

   Figure No. 2 
          ImageCast Precinct 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 

2.1 System Overview (Continued) 
 
4. ImageCast Central Count (ICC) 
 

The ImageCast Central Count system is a high-speed, central ballot scan tabulator based on 
Commercial off the Shelf (COTS) hardware, coupled with a custom-made ballot processing 
software application.  It is used for high-speed scanning and counting of paper ballots.  The ICC 
system hardware consists of the following two COTS devices working together to provide 
accurate ballot processing functionality: 

 
• Canon DR-X10C Scanner:   Provides high-speed ballot scanning functionality, transferring 

the scanned images to the connected ImageCast Central Workstation. 

• ImageCast Central Workstation:  An all-in-one PC workstation used for ballot image and 
election rules processing.  The workstation can be deployed in a stand-alone or networked 
configuration, allowing for automatic results transfers to the EMS Datacenter.  The 
ImageCast Central workstation is COTS hardware which executes software for both image-
processing and election rules application, such as “Vote for 2.” 

             
 

                             Figure No. 3 
                           Canon DR-X10C Scanner and ImageCast Central Workstation 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.1 System Overview (Continued) 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure No. 4  
System Overview Diagram 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.2 System Limits 
 

Table 2-1 Democracy Suite 4.14-A.1 System Limits 
 

Limit 
(Maximum Number of) 

Value (by configuration) 
Limiting Component Express Standard 

Ballot Positions 462 462 22 Inch Portrait Ballot 
Precincts in Election 250 1000 Memory 
Contests in Election 250 4000 Memory 

Candidates/Counters in Election 2500 40000 Memory 
Candidates/Counters in Precinct 462 462 22 Inch Portrait Ballot 

Candidates/Counters in 
Tabulator 2500 10000 Memory 

Ballot Styles in Election 750 4000 Memory 
Contests in a Ballot Style 156 156 22 Inch Portrait Ballot 

Candidates in a Contests 231 462 22 Inch Portrait Ballot 
(Column Span 3) 

Ballot Styles in a Precinct 5 5 Memory 
Number of Parties 30 30 22 Inch Portrait Ballot 

Vote For in Contest 30 30 22 Inch Portrait Ballot 
Supported Languages per 

Election 5 5 Memory 

Number of Write-ins 462 462 22 Inch Portrait Ballot 
 
 
 
 
 
 
 
 
 
 

(The remainder of this page intentionally left blank) 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.3 Hardware 
 

The hardware components identified in Table 2-2 were utilized for certification testing of the Democracy 
Suite 4.14-A.1 System. 
 

Table 2-2 Democracy Suite 4.14-A.1 Voting System Equipment Description 
 

Equipment Manufacturer Model Specifications Serial Number 

EMS Server PC Dell PowerEdge 1620 

Intel Xeon CPU E5-2640 

v2  @ 2.00GHz, 

8GB RAM, 500GB HD 

J8H9H02 

EMS Client PC Dell Precision T1500 

Intel Core i7-860 @ 

2.8GHz, 4GB RAM, 500 

GB HD 

61TPNM1 

Central Count 

All-in-One PC 
Dell Optiplex 9010 

Intel Core i3-3220 @ 

3.30GHz, 4GB RAM, 

500GB HD 

627BRW1 

Build Server 
 

SuperMicro 
 

SuperServer 7045 

 
Dual Intel 64-bit Xeon @ 

3.6GHz, 8GB RAM, 
125GB solid-state HD 

 

BM-57381-001 

High-Speed 

Scanner 
Canon DR-X10C 

Scanning Speeds:  130 

ppm and 260 ipm 
ED300880 

 
 
 
 
 
 
 
 
 

 
 
 

(The remainder of this page intentionally left blank) 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.3 Hardware (Continued) 

 
Table 2-3 Democracy Suite 4.14-A.1 COTS Voting System Support Equipment Description 

 
Test Material Make Model Quantity Serial Number(s) 

iButton (SHA-1) 
with USB 

reader/Writer 
Maxim 

USB R/W:  
DS9490R 

iButton:  DS1963S 
1 51DFD 

iButton (SHA-1) Maxim DS1963S 20 N/A 

LCD Monitor Soyo 18.5” wide LCD 1 DYLM19R6-KLE-
10202 

LCD Monitor Samsung 23” wide LCD 1 MY23HVMS701197B 

Networking Switch D-Link D-Link DES-1105 
5-Port Switch 1 DRL728A001397 

Mouse Dell USB w/rollerball 1 G1A00M0M 

Mouse Microsoft USB w/rollerball 1 X800898 

Headphones Sony MDR-G45LP-01 2 T70251-Sony-01 

Sip & Puff Origin Instruments Air Voter 2 AV-57381-001 thru 
002 

Compact Flash 
Cards SanDisk 8 GB 40 SDCFAA-008G; DVS 

123-000189 
 

Table 2-4 Democracy Suite 4.14-A.1 Voting System Equipment  
 

Equipment Manufacturer Serial Number(s) 
ImageCast Precinct (ICP) Dominion Voting Systems WLDAFBH0023 
ImageCast Precinct (ICP) Dominion Voting Systems WLDAFBH0018 
ImageCast Precinct (ICP) Dominion Voting Systems AANAGCP0265 

ImageCast Evolution (ICE) Dominion Voting Systems CAFEBDC0015 
ImageCast Evolution (ICE) Dominion Voting Systems AAFEBDW0117 
ImageCast Evolution (ICE) Dominion Voting Systems ICE2P200004 
ImageCast Evolution (ICE) Dominion Voting Systems ICE2P200002 

ICE Plastic Ballot Box Dominion Voting Systems AAUCBDQ0074, T70251-
BOX-01 

ICE Metal Ballot Box Dominion Voting Systems BOX-57381-007, BOX-
57381-15 

ICP Metal Ballot Box Dominion Voting Systems BOX-57381-011, BOX-
57381-016, BOX-57381-014 

 
 
 

(The remainder of this page intentionally left blank) 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.4 Software 

 
The software components identified in Table 2-5 were utilized for certification testing of the Democracy 
Suite 4.14-A.1 System. 

 
Table 2-5 Democracy Suite 4.14-A.1 EMS Software Platform Components  

 

Software Required For Testing Software 
Version Filename 

EMS Election Event Designer (EED) 4.14.2301 EED_FED_CERT.Setup_64b.msi 

EMS Results Tally and Reporting (RTR) 4.14.2301 RTR_FED_CERT.Setup_x64.Setup.msi 

EMS File System Service (FSS) 4.14.2301 DemocracySuiteEMS_FSS_Setup.msi 

EMS Audio Studio (AS) 4.14.2301 EMSAS2010Setup.msi 

EMS Data Center Manager (DCM) 4.14.2301 DemocracySuiteEMS_DCM.exe 

EMS Election Data Translator (EDT) 4.14.2301 ElectionDataTranslatorSetup_x64.msi 

EMS Application Server (APPS) 4.14.2301 EMSApplicationServer_FED_CERT.Setup
_x64.Setup.msi 

 
Table 2-6 Democracy Suite 4.14-A.1 EMS Software Platform Third Party Software Components 

 

Software Required For Testing Software 
Version Filename 

Infragistics NetAdvanatage Win Forms 
2011.1 2011 Vol.1 NetAdvantage_WinForms_20111.msi 

TX Text Control Library for .NET 16.0 TX Text Control.NET for Windows Forms 
16.0.exe 

 
 
 
 
 
 
 
 

(The remainder of this page intentionally left blank) 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.4 Software (Continued) 

 
Table 2-7 Democracy Suite 4.14-A.1 EMS Client Application Software Components 

 
Software Required For Testing Software Version Filename 

Microsoft Windows 7 x64 6.1 Microsoft DVD provided 
Windows Server 2008 R2 x64 6.1 Microsoft DVD provided 

Adobe Reader 10.1.1 AdbeRdr1011_en_US.exe 

Microsoft .NET Framework 4.0 4.0 dotNetFx40_Full_x86_x64.exe 
 

Microsoft SQL Server 2008 R2 x64 10.0 Microsoft DVD provided 
 

Microsoft SQL Server 2008 Express 
R2 x64 10.50.4000.0 SQLEXPRADV_x64_ENU.exe 

Microsoft SQL Server 
2008 R2 SP1x64 10.50.4000.0 SQLServer2008R2SP2-KB2630458-x64-

ENU.exe 
Microsoft Visual J# 2.0 

Redistributable Package – Second 
Edition (x64) 

2.0 vjredist64.exe 

1-Wire Driver version 4.0.3b x64 4.0.3 install_1_wire_drivers_x64_v403beta.msi 
Java Runtime Environment 6.0 x64 6.0.290 jre-6u29-windows-x64.exe 

Microsoft Visual C++ 2010 SP1 
Redistributable Package(x86) 10.0.40219 vcredist_x86.exe 

Microsoft Access Database Engine 
2010 Redistributable 

1 (published 
12/16/2010) 

AccessDatabaseEngine.exe 
AccessDatabaseEngine_x64.exe 

 
Table 2-8 Democracy Suite 4.14-A.1 EMS Software Platform Unmodified COTS Components 

 
Software Required 

For Testing 
Software 
Version Filename 

Infragistics 
NetAdvanatage Win 

Forms 2011.1 

2011 
Vol.1 

NetAdvantage_WinForms_20111.msi 
(for details see document Components_3rdParty_1.0.xlsx) 

TX Text Control 
Library for .NET 16.0 TX Text Control.NET for Windows Forms 16.0.exe 

(for details see document Components_3rdParty_1.0.xlsx) 
Microsoft.Net 

Framework  Library 4.0 dotNetFx40_Full_x86_x64.exe 
(for details see document Components_3rdParty_1.0.xlsx) 

Sox 14.3.1 sox.exe,libgomp-1.dll,pthreadgc2.dll,zlib1.dll 
(for details see document Components_3rdParty_1.0.xlsx) 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.4 Software (Continued) 

 
Table 2-8 Democracy Suite 4.14-A.1 EMS Software Platform Unmodified COTS Components 

(Continued) 
 

Software Required 
For Testing 

Software 
Version Filename 

Log4net 1.2.10 log4net.dll, log4net.xml 
(for details see document Components_3rdParty_1.0.xlsx) 

NLog 1.0.0.505 NLog.dll 
(for details see document Components_3rdParty_1.0.xlsx) 

iTextSharp 5.0.5.0 itextsharp.dll 
(for details see document Components_3rdParty_1.0.xlsx) 

OpenSSL 1.1.2 openssl.exe, lebeay32.dll, ssleay32.dll 
(for details see document Components_3rdParty_1.0.xlsx) 

SQLite 1.0.65.0 
 

System.Data.SQLite.DLL 32-bit and 64-bit 
(for details see document Components_3rdParty_1.0.xlsx) 

Lame 3.99.4 lame.exe 
(for details see document Components_3rdParty_1.0.xlsx) 

Speex 1.0.4 speexdec.exe and speexenc.exe 
(for details see document Components_3rdParty_1.0.xlsx) 

Ghostscript 9.04 gsdll32.dll – both 32-bit and 64-bit 
(for details see document Components_3rdParty_1.0.xlsx) 

PdfToImage 1.2 PdfToImage.dll 
(for details see document Components_3rdParty_1.0.xlsx) 

SharpSSh package 1.1.1.13 Tamir.SharpSSH.dll, Diffie.Hellman.dll, Org.Mentalis.Security.dll 
(for details see document Components_3rdParty_1.0.xlsx) 

One Wire API for 
.NET 4.0.2.0 OneWireAPI.NET.dll 

(for details see document Components_3rdParty_1.0.xlsx) 
Avalon-framework-

cvs-20020806 20020806 avalon-framework-cvs-20020806.jar 
(for details see document Components_3rdParty_1.0.xlsx) 

Batik 0.20-5 batik.jar 
(for details see document Components_3rdParty_1.0.xlsx) 

Fop 0.20-5 fop.jar 
(for details see document Components_3rdParty_1.0.xlsx) 

Microsoft Visual J# 
2.0 Redistributable 
Package – Second 

Edition (x64) 

2.0 vjc.dll,vjsjbc.dll,vjslibcw.dll,vjsnativ.dll,vjssupuilib.dll,vjsvwaux.dll 
(for details see document Components_3rdParty_1.0.xlsx) 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.4 Software (Continued) 

 
Table 2-9 Democracy Suite 4.14-A.1 EMS Software Build Environment Components 

 
Software Required For 

Testing 
Software 
Version Filename 

Microsoft Windows 
Server 2008 R2 x64 6.1 Microsoft DVD provided 

7-Zip 9.20 7z920-x64.msi 
Microsoft Visual Studio 

2010 10.0 Microsoft DVD provided 
 

Microsoft SDK for 
Windows 7 7.1 GRMSDKX_EN_DVD.iso 

Microsoft.NET 
Framework Library 4.0 dotNetFx40_Full_x86_x64 

Microsoft Visual Studio 
2010 Service Pack 1 

10.0 
SP1 VS2010SP1dvd1.iso 

Microsoft patch 
KB2286556 N/A VS10-KB2286556-x86.exe 

ImgBurn 2.5.7.0 SetupImgBurn_2.5.7.0.exe 
Infragistics 

NetAdvanatage Win 
Forms 2011.1 

2011 
Vol.1 NetAdvantage_WinForms_20111.msi 

TX Text Control Library 
for .NET 16.0 TX Text Control.NET for Windows Forms 16.0.exe 

Speex 1.0.4 speex_win32_1.0.4_setup.exe 
Microsoft Visual J# 2.0 
Redistributable Package 
– Second Edition (x64) 

2.0 vjredist64.exe 

ActivePerl 5.14.3 ActivePerl-5.14.3.1404-MSWin32-x64-296513.msi 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.4 Software (Continued) 

 
Table 2-10 Democracy Suite 4.14-A.1 ImageCast Evolution Software Components 

 
Software Required 

For Testing Software Version Filename 

Voting Machine 4.14.10A1 GApplication-4.14.10.vhd.7z 
Election Application 4.14.10A1 dvs 

Linux Kernel 2.6.30.9-dvs-21 uImage 
Linux Device File 1.3 mpc8347dvs.dtb 
Root File System 1.0.14 rfs 

Ram Disk 1.0.1 initrd.img 
Boot Startup Logo 4.0.0 logo_platform.bmp 
Linux Startup Logo 4.0.0 logo_os.bmp 

Boot Loader 1.3.4.29 u-boot.bin 
Motherboard FPGA 1.1.5 ice2_mc_p1.bit 

Scanner Board FPGA 1.1.2 ice2_scb_p2.bit 
Logger Controller 1.0.11 logger.bin 
Power Controller 2.0.7 power.bin 
Integrated Printer 4.1.6 integratedPrinter.hex, printerFont.hex 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.4 Software (Continued) 

 
Table 2-11 Democracy Suite 4.14-A.1 ImageCast Evolution Unmodified COTS Software 

Components 
 

Software Required For 
Testing 

Software 
Version Filename 

busybox 1.20.2 busybox-1.20.2.tar.bz2 
e2fsprogs 1.42.4 e2fsprogs-1.42.4.tar.gz 

expat 2.1.0 expat-2.1.0.tar.gz 
fontconfig 2.9.0 fontconfig-2.9.0.tar.gz 
freetype 2.4.9 freetype-2.4.9.tar.bz2 
i2c-tools 3.1.0 i2c-tools-3.1.0.tar.bz2 
libjpeg v8d jpegsrc.v8d.tar.gz 
libogg 1.3.0 libogg-1.3.0.tar.gz 
libpng 1.5.10 libpng-1.5.10.tar.gz 
libusb 1.0.8 libusb-1.0.8.tar.bz2 

libusb-compat 0.1.3 libusb-compat-0.1.3.tar.bz2 
linux 2.6.30.9 linux-2.6.30.9.tar.bz2 

openssl-fips 1.2.3 openssl-fips-1.2.3.tar.gz 
ppp 2.4.5 ppp-2.4.5.tar.gz 

qt-everywhere 4.7.3 qt-everywhere-opensource-src-4.7.3.tar.gz 
skell 1.19 skell-1.19.tar.gz 

soundtouch 1.6.0 soundtouch-1.6.0.tar.gz 
speex 1.2rc1 speex-1.2rc1.tar.gz 
sqlite 3.7.13 sqlite-autoconf-3071300.tar.gz 

sysfsutils 2.1.0 sysfsutils-2.1.0.tar.gz 
libtiff 4.0.1 tiff-4.0.1.tar.gz 
tzcode 2012b tzcode2012b.tar.gz 
tzdata 2012c tzdata2012c.tar.gz 

usb-modeswitch 1.2.4 usb-modeswitch-1.2.4.tar.bz2 
usb-modeswitch-data 20120815 usb-modeswitch-data-20120815.tar.bz2 

zlib 1.2.7 zlib-1.2.7.tar.bz2 
log4cplus 1.0.4.1 log4cplus-1.0.4.1.tar.bz2 

quazip 0.5 quazip-0.5.tar.gz 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.4 Software (Continued) 
 

Table 2-12 Democracy Suite 4.14-A.1 ImageCast Evolution Modified COTS Software Components 
 

Software Required For 
Testing 

Software 
Version Filename 

Kernel 2.6.30.9-dvs-21 uImage 
U-BOOT 1.3.4.29 u-boot.bin 

 
Table 2-13 Democracy Suite 4.14-A.1 ImageCast Evolution Election Firmware Compiler 

 
Software Required For 

Testing 
Software 
Version Filename 

g++ (GNU C++ 
compiler) 

gcc-4.5.38-
eglibc-2.11.38 freescale-powerpc-linux-gnu-2011.03-38.i686.rpm 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.4 Software (Continued) 

 
Table 2-14 Democracy Suite 4.14-A.1 ImageCast Evolution Firmware Build Environment 

Components 
 

Software Required For 
Testing 

Software 
Version Filename 

Ubuntu 10.04 LTS ubuntu-10.04.4-desktop-i386.iso 
LTIB 10.1.1a ltib-10-1-1a-sv.tar.gz 

g++ (GNU C++ 
compiler) 

gcc-4.5.38-
eglibc-2.11.38 freescale-powerpc-linux-gnu-2011.03-38.i686.rpm 

autoconf 2.57 autoconf-2.57.tar.bz2 
bison 2.3 bison-2.3.tar.bz2 

ccache 2.4 ccache-2.4.tar.gz 
cksum 19990607 cksum-19990607.tar.gz 
cramfs 20081121 cramfs-20081121.tar.gz 
distcc 2.18.3 distcc-2.18.3.tar.bz2 

dtc 1.2.0 dtc-1.2.0.tar.gz 
flex 2.5.33 flex-2.5.33.tar.gz 

genext2fs 1.4.1 genext2fs-1.4.1.tar.gz 
gen_init_cpio 2.6.25-rc7 gen_init_cpio-2.6.25-rc7.tar.gz 

genromfs 0.5.1 genromfs-0.5.1.tar.gz 
git 1.5.6.5 git-1.5.6.5.tar.gz 

libtool 1.5 libtool-1.5.tar.gz 
lkc 1.4 lkc-1.4.tar.gz 

mkspooflinks 3.4 mkspooflinks-3.4.tar.gz 
mtd-utils 20060302 mtd-utils-20060302.tar.bz2 

mux_server 1.0 mux_server.c 
pkg-config 0.21 pkg-config-0.21.tar.gz 

sparse 0.4 sparse-0.4.tar.gz 
texinfo 4.8 texinfo-4.8.tar.bz2 
tunctl 1.5 tunctl-1.5.tar.gz 

u-boot-tools 1.1.6 u-boot-tools-1.1.6.tar.bz2 
unifdef 1.0 unifdef-1.0.tar.gz 
wget 1.9.1 wget-1.9.1.tar.gz 

yaffs_utils 20060418 yaffs_utils-20060418.tar.gz 
rpm 4.0.4 rpm-4.0.4.tar.gz 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.4 Software (Continued) 

 
Table 2-15 Democracy Suite 4.14-A.1 ImageCast Precinct Software Components  

 
Software Required For Testing Software Version Filename 

Election Firmware 4.14.5-US cf2xx.sig 
Firmware Updater 4.14.5-US firmUp.enc 
Firmware Extractor 4.14.5-US FirmwareExtract.enc 
Kernel (uClinux) 4.14.5-US Image.bin.gz 

Boot Loader (COLILO) 20040221 colilo.bin 
 

Table 2-16 Democracy Suite 4.14-A.1 ImageCast Central Software Components 
 

Software Required For 
Testing 

Software 
Version Filename 

ImageCast Central 
Application 4.14.4 ImageCast Central.exe 

Image-Analysis DLL 4.14.4 ImgProc.dll 

Windows 7 Professional x64 
or X86 with SP1 

Operating System for COTS ICC workstation when 
using Canon DR-X10C scanner 

 
Table 2-17 Democracy Suite 4.14-A.1 - ImageCast Central Runtime Software Components 

 (Unmodified COTS) 
 

Software Required For 
Testing ICC application 

Software 
Version Filename 

Imgcomp.dll 2.11 apiman.zip 
1-Wire driver 64-bit 4.03 install_1_wire_drivers_x64_v403.msi 

Kofax VRS 4.50 Full CD from Kofax 
VCredist 4/10/2006 vcredist_x86.exe 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.5 Test Support Materials 
 

This subsection identifies all test materials required to perform voting system testing. The scope of testing 
was used to determine the quantity required.   
 
The test materials listed in Table 2-18 were required to support the Democracy Suite 4.14-A.1 
certification testing: 

 
Table 2-18 Democracy Suite 4.14-A.1 Test Support Materials 

 
Test Material Manufacturer/Description Quantity 
ATI Handset Dominion 2 

Memory Flash Cards RiData 12 
Standard Paper Ballots Dominion 30 

Permanent Markers p/n SHARPIE1 BK 2 
Thermal Printer Rolls ICP/ICE Paper Rolls 10 

Sanitary Headphone Cover Dominion 2 
 
2.6 Vendor Technical Data Package 
 

The Technical Data Package (TDP) contains information about requirements, design, configuration 
management, quality assurance, and system operations.  The EAC 2005 VVSG  requirements state, that at 
a minimum, the TDP shall contain the following documentation: system configuration overview; system 
functionality description; system hardware specifications; software design and specifications; system test 
and verification specifications; system security specifications; user/system operations procedures; system 
maintenance procedures; personnel deployment and training requirements; configuration management 
plan; quality assurance program; and system change notes. 
 
The documents listed in Table 2-19 comprise the Democracy Suite 4.14-A.1Voting System TDP.  These 
documents are considered an addition to the Democracy Suite 4.14 voting system’s TDP, certified by the 
EAC on July 18, 2013 (Dem-Suite-4-14). 

 
Table 2-19 Democracy Suite 4.14-A.1 Voting System TDP 

 

Democracy Suite 4.14-A.1 TDP Documents System Version Date Document 
Number 

Democracy Suite System Overview All 1.2.0::283 03/26/14 2.02 
Democracy Suite Configuration Management Plan All 1.2.0::188 03/25/14 2.11 

Switch Shield Installation Instructions ICE Rev2 04/02/14 N/A 
EMS Build Environment Procedure EMS 2.1.0::14 03/31/14 N/A 

EMS-4.14.2301-Build-Addendum-20140401 EMS 1.0.0::0 04/02/14 N/A 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.7 Deliverable Materials 
 

The materials listed in Table 2-20 are identified by Dominion Voting Systems to be delivered as part of 
the Democracy Suite 4.14-A.1 Voting System to the end users. 

 
Table 2-20 Democracy Suite 4.14-A.1 Voting System Deliverables 

 
Deliverable Material Version Description 

ImageCast Evolution Firmware 4.14.10A1 ICE Software 

Election Event Designer 4.14.2301 EMS Software 
Results Tally and Reporting 4.14.2301 EMS Software 

File System Service 4.14.2301 EMS Software 

Audio Studio 4.14.2301 EMS Software 

Data Center Manager 4.14.2301 EMS Software 

Application Server 4.14.2301 EMS Software 

Democracy Suite System Overview 1.2.0::283, 
dated 03/26/14 TDP Document 

Democracy Suite Configuration 
Management Plan 

1.2.0::188, 
dated 03/25/14 TDP Document 

D-Suite 4.14.A1 Change Notes 4.14-A.1::57, 
dated 04/01/14 TDP Document 

Democracy Suite System Overview 1.2.0::283, 
dated 03/26/14 TDP Document 

Switch Shield Installation Instructions Rev2 TDP Document 
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3.0 TEST BACKGROUND 
 
 NTS Huntsville is an independent testing laboratory for systems and components under harsh 

environments, including dynamic and climatic extremes as well as the testing of electronic voting 
systems.  NTS Huntsville holds the following accreditations: 

• ISO-9001:2000 

• NVLAP Accredited ISO 17025:2005 

• EAC Accredited VSTL, NIST 150,150-22 

• A2LA Accredited (Certification No.’s 845.01, 845.02, and 845.03) 

• FCC Approved Contractor Test Site (Part 15, 18, 68) 
 
3.1 General Information 
 

All testing performed as part of the test effort was performed at the NTS Huntsville facility.  Certification 
testing included:  the inspection and evaluation of voting system documentation, and operational tests 
verifying system performance and function under normal and abnormal conditions. 
Qualification/Certification testing was limited to the Democracy Suite Version 4.14-A.1 Voting System 
which includes the items listed in Section 2.0 of this test report. 

 
3.2 Certification Testing Scope 
 

To evaluate the system test requirements and the scope of the test campaign, each section of the EAC 
2005 VVSG was analyzed to determine the applicable tests.  The EAC 2005 VVSG Volume I Sections, 
along with the strategy for evaluation, are described below: 
 
• Section 2: Functional Requirements – The requirements in this section were tested during the FCA 

and System Integration test utilizing test cases specifically designed to target the modifications 
submitted for the Democracy Suite 4.14-A.1 System. 
 

• Section 3: Usability and Accessibility – The requirements in this section were deemed not 
applicable, and therefore, were not tested during this test campaign. 

 
• Section 4: Hardware Requirements – The requirements in this section were deemed not applicable, 

and therefore, were not tested during this test campaign. 
 

• Section 5: Software Requirements – The requirements in this section were tested during source 
code review, TDP review, and FCA. A combination of review and functional testing was performed 
to ensure these requirements were met. 
 

• Section 6: Telecommunication – The requirements in this section were deemed not applicable, and 
therefore, were not tested during this test campaign. 
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3.0 TEST BACKGROUND (Continued) 
 

3.2 Certification Testing Scope (Continued) 
 

• Section 7: Security Requirements – The requirements in this section were deemed not applicable, 
and therefore, were not tested during this test campaign. 

 
• Section 8: Quality Assurance (QA) Requirements – The requirements in this section were deemed 

not applicable, and therefore, were not tested during this test campaign. 
 

• Section 9: Configuration Management (CM) Requirements – The CM requirements were spot-
checked within the modified TDP and Source Code. Based on no source code changes other than 
obfuscation, minimal TDP changes, and minor system modifications this was very limited in scope. 

3.3 Quality Assurance  
 

All work performed on this program was in accordance to the NTS Huntsville Quality Assurance 
Program and the NTS Huntsville Quality Program Manual, which conforms to the applicable portions of 
International Standard Organization (ISO) Guide 17025. 

 
The NTS Huntsville Facility, Quality Management System is registered in compliance with the ISO-9001 
International Quality Standard. Registration has been completed by Quality Management Institute (QMI), 
a Division of Canadian Standards Association (CSA). 

 
3.4 Test Equipment and Instrumentation  
 

All instrumentation, measuring, and test equipment used in the performance of this test program was 
calibrated in accordance with NTS Huntsville’s Quality Assurance Program, which complies with the 
requirements of ANSI/NCSL 2540-1, ISO 10012-1, and ISO/IEC 17025. Standards used in performing all 
calibrations are traceable to the National Institute of Standards and Technology (NIST) by report number 
and date. When no national standards exist, the standards are traceable to international standards, or the 
basis for calibration is otherwise documented. 
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3.0 TEST BACKGROUND (Continued) 
 
3.5 Terms and Abbreviations 
 

Table 3-1 defines all terms and abbreviations applicable to this Test Report. 
 

Table 3-1 Terms and Abbreviations 
 

Term Abbreviation Definition 

Americans with Disabilities Act 
of 1990 ADA 

ADA is a wide-ranging civil rights law that 
prohibits, under certain circumstances, 

discrimination based on disability. 

Audio Studio AS EMS application used to record audio files. 

Audio Tactile Interface ATI 
Voter interface designed to not require visual 
reading of a ballot. The same ATI is utilized 

for both the ICP and ICE. 

Configuration Management CM --- 

Commercial Off the Shelf COTS 

Commercial, readily available hardware 
devices (such as card readers, printers or 

personal computers) or software products (such 
as operating systems, programming language 
compilers, or database management systems) 

Direct Record Electronic DRE 

An electronic voting system that utilizes 
electronic components for the functions of 

ballot presentation, vote capture, vote 
recording, and tabulation which are logically 
and physically integrated into a single unit. A 
DRE produces a tabulation of the voting data 

stored in a removable memory component and 
in printed hardcopy. 

United  States Election Assistance 
Commission EAC 

Commission created per the Help America 
Vote Act of 2002, assigned the responsibility 

for setting voting system standards and 
providing for the voluntary testing and 

certification of voting systems. 

EMS Election Event Designer EED EMS application used for election definition 
functionality. 

Election Management System EMS An umbrella term for the software application 
used to define and report election projects. 

Functional Configuration Audit FCA 
Exhaustive verification of every system 

function and combination of functions cited in 
the manufacturer’s documentation. 

Help America Vote Act HAVA Act created by United States Congress in 2002. 
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3.0 TEST BACKGROUND (Continued) 
 
3.5 Terms and Abbreviations (Continued) 
 

Table 3-1 Terms and Abbreviations (Continued) 
 

Term Abbreviation Definition 

ImageCast Precinct ICP Precinct-level optical scanner and tabulator 
with audio voting capabilities. 

ImageCast Evolution ICE 
Precinct-level optical scanner, tabulator with 
audio voting and integrated Ballot-marking 

Device 
ImageCast Central ICC COTS High-speed central ballot scan tabulator. 

National Institute of Standards 
and Technology NIST 

Government organization created to promote 
U.S. innovation and industrial competitiveness 
by advancing measurement science, standards, 

and technology in ways that enhances 
economic security and improves our quality of 

life. 
Operating Procedure OP Test Method or Test Procedure. 

Relational Database Management 
System RDBMS A database management system (DBMS) that 

is based on the relational model 

Physical Configuration Audit PCA 

Review by accredited test laboratory to 
compare voting system components submitted 
for certification testing to the manufacturer’s 

technical documentation, and confirmation the 
documentation meets national certification 

requirements. 
Quality Assurance QA --- 

Results, Tally and Reporting RTR EMS application used to integrate election 
results and reporting. 

Technical Data Package TDP 
Manufacturer documentation related to the 
voting system required to be submitted as a 

precondition of certification testing. 

Trusted Build --- 

Final build of source code performed by a 
trusted source and overseen by the 

manufacturer which is delivered to the EAC 
designated repository; also referred to as a 

“Witness Build”. 
Voluntary Voting System 

Guidelines 
EAC 2005 

VVSG 
Published by the EAC, the third iteration of 

national level voting system standards. 
Voting System Test Laboratory VSTL An independent, non-federal laboratory 

qualified to test voting systems to Federal 
standards. 
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4.0 TEST PROCEDURES AND RESULTS 
 

The Dominion Voting Systems Democracy Suite 4.14-A.1 Voting System, as identified in Section 2.0 of 
this report, was subjected to the tests as summarized in this section. 

  
4.1 Source Code Review 
 

As part of testing activities, the EMS and ICE source code submitted for the Democracy Suite 4.14-A.1 
System were compared to the baseline versions included in the Democracy Suite 4.14 System to confirm 
the code was unmodified. A SHA256 hash value was created for the source code received, and these 
values were confirmed to match the existing hash values for the baseline source code. 
 
Summary Findings 
 
No deficiencies were found during the source code review. 

 
4.2 Trusted Builds 

 
Trusted Builds of the EMS and ICE software were performed by utilizing Dominion Voting Systems’ 
trusted build documentation.  A Trusted Build review confirmed the changes included in the software 
build components included the addition of a COTS code obfuscation software tool for the EMS and ICE 
software builds, and a process added to include the additional languages to the ICE software. 
 
The following steps were performed in the order listed by NTS Huntsville to complete the Trusted Builds: 

 
• Clear hard drive of existing data 
• Retrieve the compliant source code 
• Retrieve the installation media for OS, compilers, and build software 
• Construct the build environment 
• Create disk image of the build environment 
• Load the compliant source code into the build environment 
• Create a disk image of the pre-build environment 
• Create a digital signature of the pre-build environment 
• Build executable code 
• Create a disk image of the post-build environment 
• Create a digital signature of executable code 
• Create installation media 
• Create a digital signature of the installation media 
• Install executable code onto the system and validate the software/firmware 
• Deliver source code with digital signature, disk image of pre-build environment with digital 

signatures, disk image of post-build environment with digital signatures, executable code with digital 
signatures, and installation media to the EAC Repository. 

 
 
 
 
 

(The remainder of this page intentionally left blank) 
 
 
 



Page No. 28 of 30 
Test Report No. T71615.01-01 Rev B 

 
 

National Technical Systems 
Huntsville Facility 

4.0 TEST PROCEDURES AND RESULTS (Continued) 
 
4.2 Trusted Builds (Continued) 
 

The Trusted Builds for the Democracy Suite 4.14-A.1 System included source code, data, and script files 
in clear text form. The builds included COTS software provided to NTS Huntsville on commercially 
available media, COTS software downloaded and verified by the VSTL, COTS software verified by 
SHA256 from the software supplier, and picture and sound files in binary format provided by Dominion 
Voting Systems. Each component required for the Trusted Build was verified by NTS Huntsville prior to 
performing the Trusted Build. 

 
Prior to performing the Trusted Builds, the PC hard drive was cleared of any existing data by writing data 
to every hard drive sector. The operating system identified for the Trusted Build was installed, followed 
by all prerequisite software, data files, and configurations identified in the build documentation.  Lastly, 
the software was built by performing the process provided by Dominion Voting Systems. 
 
Summary Findings  
 
NTS Huntsville performed Trusted Builds for the EMS and ICE software components of the Democracy 
Suite 4.14-A.1 System on March 27th and April 1st, 2014. The Dominion Voting Systems’ Technical 
Representatives for the Trusted Builds were Dragoljub Petrovic and Elena Spasic.  
 
For the EMS and ICE Trusted Builds, a 3rd-party code obfuscation software tool called .NET Reactor was 
introduced into the build process.  This application was executed during the final stages of each build 
process to assist Dominion Voting Systems in protecting their software assets.  The software products 
resulting from the Trusted Builds shall be supplied to the EAC at the conclusion of the certification effort. 
No deficiencies were noted during the performance of the Trusted Builds. 
 

 
4.3 Technical Data Package Review 
  

The Democracy Suite 4.14-A.1 Voting System Technical Data Package (TDP) was reviewed to the 2005 
VVSG.  This review was performed as part of the testing activities. The TDP review only included the 
revised and new documents submitted for this testing campaign. The documents were reviewed for 
accuracy, completeness, and compliance to the 2005VVSG. 
 
Summary Findings  
 
The TDP documents submitted and reviewed for the Democracy Suite 4.14-A.1 test campaign can be 
found in Section 2.5 of this report.  No deficiencies were noted for the TDP Review. 

 
4.4 System Level Testing 
 

System Level Testing was performed to evaluate the functionality of the modifications submitted for the 
Democracy Suite 4.14-A.1 Voting System as documented in the TDP.  The suite of tests that comprised 
the System level Testing included a Physical Configuration Audit, Functional testing and a System 
Integration Test. 
 
An overview of the tests performed during the System Level Testing is provided below, along with the 
summary findings for each test. 
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4.0 TEST PROCEDURES AND RESULTS (Continued) 
 
4.4 System Level Testing (Continued) 
 
4.4.1 Physical Configuration Audit 

 
A Physical Configuration Audit (PCA) of the Democracy Suite 4.14-A.1 Voting System was performed 
in accordance with Section 6.6 of Volume II of the 2005 VVSG.  The PCA compared the voting system 
components submitted for certification to the vendor’s technical documentation, and confirmed the 
submitted documentation met the Guidelines.  The PCA performed for the Democracy Suite 4.14-A.1 
System consisted of inspecting the baseline voting system and the following:  
 
• The Democracy Suite 4.14-A.1 ImageCast Evolution precinct ballot counter with applied ECO 

• The Democracy Suite 4.14-A.1 EMS Server PC (Dell PowerEdge 1620) 
 
Summary Findings 
 
A limited PCA was performed to baseline the system's hardware components that were utilized during the 
test campaign, along with the components submitted for the system modification. 
 

4.4.2 Functional Testing 
 

The Functional Testing encompassed an examination of the modifications submitted for the Democracy 
Suite 4.14-A.1 System.  The following tests were performed in accordance with the 2005 VVSG: 

 
1. Additional languages added to the ICE tabulator – Test cases were developed for the ICE tabulator to 

target the activation and deactivation of the newly added languages. 
 

2. New hardware RAID controller for EMS Standard server – The method of verifying that the hardware 
RAID controller had no adverse effects on the operation and functionality of the EMS server software 
components was accomplished by executing all functional tests throughout the certification campaign 
using the Standard server configuration.  Additionally, the system and application logs were analyzed 
throughout the campaign to ensure errors did not appear related to the new hardware or EMS 
software. 
 

3. EMS code obfuscation – This modification was verified by performing a full System Integration test 
as described in the following section.  The test utilized all tabulators (ICE/ICP/ICC) certified in the 
baseline Democracy Suite 4.14 Voting System, and encompassed the end-to-end functionality of the 
EMS application suite by confirming General and Primary election types can be created and results 
validated. 

Summary Findings 
 
Functional Tests were performed to ensure the system operates as described in the system’s technical 
documentation.  There were no deficiencies noted during the functional testing. 
 
 
 

(The remainder of this page intentionally left blank) 
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4.0 TEST PROCEDURES AND RESULTS (Continued) 
 
4.4 System Level Testing (Continued) 

 
4.4.3 System Integration Test 
 

The System Integration test was performed as the primary means of verifying the submitted modifications 
did not affect the functionality of the base system. The test deck created for system integration included 
hand-marked ballots and ICE-generated ballots, and all tabulators certified for the Democracy Suite 4.14 
System (ICE/ICP/ICC) were utilized.  The voting results were verified to match the expected results via 
the printed tapes from each tabulator and cumulative reports from the RTR application. 
 
The five election definitions exercised during the System Integration Testing are listed below: 

• GEN-01 

• GEN-02 

• GEN-03 

• PRIM-01 

• PRIM-03 

 
Summary Findings 
 
No discrepancies were noted during testing, although the test was briefly halted to replace the ICE printer 
cartridges and re-calibrate the scanners.  A representative from Dominion Voting Systems was present for 
this task, and the steps taken were documented and saved as raw data by NTS Huntsville personnel.  
Upon completion, the System Integration Test revealed the modifications submitted for the Democracy 
Suite 4.14-A.1 System had no adverse effect on the system’s hardware or software. 
 

4.5 Recommendation for Certification 
 

NTS Huntsville performed conformance/specification testing on the Dominion Voting Systems 
Democracy Suite 4.14-A.1 System to the EAC 2005 VVSG (Version 1.0).  During the test campaign, all 
data from pre-testing and functional testing activities was combined to ensure all VVSG requirements that 
are supported by the Democracy Suite 4.14-A.1 had been tested.  NTS Huntsville also used discretion as 
granted by the VVSG to design and exercise Functional Test Cases. 

 
NTS Huntsville concludes that the Democracy Suite 4.14-A.1, submitted by Dominion Voting Systems, 
meets all applicable requirements for certification as set forth in the Election Assistance Commission 
(EAC) 2005 Voluntary Voting Systems Guidelines, Version 1.0.  As such, NTS Huntsville recommends 
that the EAC grant the Dominion Voting Systems Democracy Suite 4.14-A.1 certification to the VVSG. 
 
This test report is valid only for the system identified in Section 2.0 of this test report.  Any changes, 
revisions, or corrections made to the system after this evaluation shall be submitted to the EAC to 
determine if the modified system requires a new application, or can be submitted as a modified system. 
The scope of testing required will be determined based upon the degree of modification. 
 
Due to the varying requirements of individual jurisdictions, it is recommended by the VVSG that 
local jurisdictions perform pre-election logic and accuracy tests on all systems prior to their use in 
an election within their jurisdiction. 
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Photograph 1 
System Integration Test:  ImageCast Evolution 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Page No. A-3 of 5 
Test Report No. T71615.01-01 Rev B 

 
 

National Technical Systems 
Huntsville Facility 

 
 

 
 

Photograph 2 
System Integration Test:  ImageCast Precinct 
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Photograph 3 
System Integration Test:  ImageCast Central 
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Photograph 4 
Functional Testing:  ImageCast Evolution 

 



Page No. B-1 of 32 
Test Report No. T71615.01-01 Rev B 

 

National Technical Systems 
Huntsville Facility 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

APPENDIX B 
 

NTS HUNTSVILLE’S CERTIFICATION TEST PLAN AS RUN NO. T71615.01, REV B 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Page No. B-2 of 32 
Test Report No. T71615.01-01 Rev B 

 

National Technical Systems 
Huntsville Facility 

CERTIFICATION TEST PLAN 

Prepared for: 

Manufat1urer Name Dominion Voting Systems, lnc. 
Manufacturer System Democracy Suite Version 4.14-A. l 
EAC Application No. DVS1401 
Manufacturer Address 1201 18111 Street, Suite 210 

Denver, Colorado 80202 



Page No. B-3 of 32 
Test Report No. T71615.01-01 Rev B 

 

National Technical Systems 
Huntsville Facility 

REV 

---
A 

A 

A 

A 

A 

A 

A 

A 

A 

A 

A 

B 

Page :,Jo. i 
Cerlilicutiun Tesl Pinn T71615.01 Rev. B 

1L':"~NTS REPORT :,JO. Test Plan No. T71G15.01 Rev B 
I►" "'fl 

~ .llo! WI!: ENel N l!:I!,. S LJ C:Ct!:!IS 

HUNTSVILLE OPERATIONS llAl'I-: April 19, 2014 

DATE 
l'A<;1,: 01{ l'Al{A(;RAl'II 

DESCRIPTION OF CHA:,JGES AFFE('.'J'l<:ll 

04-04-1 4 I 0:ntire I )ocument ( )riginal Release 

04-16-14 1.2 Updated Scope 

04- l G-14 1.5 Added ending parenthesis 

04-16-14 1.7.1 Changed the wording of System Overview section 

04-lG-14 1.7.1 Changed "D" to lowercase 

04-16-14 3.0 L"pdatcd paragraph 

04-lG-14 3.1 Changed tense of word "update" to present tense 

04-16-14 4.2 Removed ECO reference 

04-lG-14 4.2 l ~pdated paragraph 

04-16-14 4.2 Removed e>."tra period 

04-lG-14 4.4 
Updated Source Code Review section for further 

clarification 

04-16-14 Appendix A Clarified process of updating language files 

04-19-14 Appendix B 
Added Appendix n to include description of additional 

testing 
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1.0 INTRODI JCTION 

The purpose uf this :::-Jalional Cerlifkatiun Test Plan (Tesl Plan) is lo d0i.:umenl lht: prucedurt:s Lhal :::-Jalional 
Te-:hnical Systems (NTS) will follow lo pt:rform cerlificalion lt:sling of lhe Dominion Voling Syskms (DVS) 
Demucra-:y Suite 4.14-A. l voting system to the requirements st:t furlh fur vo ting systems in tht: U.S. Election 
Assistance Commission 2005 Voluntary Voting System Guidelines (EAC 2005 VVSG). Prior to submitting the 
syskm fur certification testing, DVS submitted an application tu the EAC fur certifo:ation oftht: Demm:racy Suite 
4.14-A. l voting system modification to the previously certified Democracy Suite 4.14 (Certification number: 
DcmSuitc-4-14) and Democracy Suite 4.14-A (Certification number: DcmSuitc--4--14-A) voting systems. This test 
plan follows Notice of Clarification 09-005: Development and Submission of Test Plans for Modifications to 
EAC Certified Systems and Koticc of Clarification 13-02: Detailed Description of Changes for Modifications. 

At test conclusion, the results of all testing performed as part of this test campaign will be submitted to the EAC 
in the fo1m of a final report. 

I. 1 Estahlished Baseline System 

The baseli ne system for this modification is the Democracy Suite 4.14-A voting system. Tables 1-1 , 1-2, and 1-3 
describe the certified equipment and firmware versions. For full details about the Democracy Suite 4.1 4-A 
system, refer to the Dominion Voting Systems Democracy Suite 4.14-A Modification's liinal Test Report (Rev H) 
located on the 1;,AC's website at http://www.eac.!wv. 

ICC 

Table 1-1 Democracy Suite 4.14 Voting System Hardware Components 

Component Hardware Version 
Software/Firmware 

Version 
ICP Precinct ballot scanner 320A and 320C 4.14.5 

31 OA (metal), 330A (plastic), 
lCP- 1 !all ot box 340C (coroplast)and 341C N!A 

(coroplast with latch) 
ICE - Precinct ballot scanner 400Aand 410A 4.14.10 

ICE - Ballot bux 
400A (metal), 410A (plastic), 

N/A 420A (coroplast) 
ICC - Ballot scanner Canon DR-XlOC N/A 

PC workstation confornred with ICC software Dell OotiPlex 9010 4.14.4 

Table 1-2 Democracy Suite 4.14 Voting System Sonware Components 

Component Version 
Election Event Designer (EED) 4.14.23 

Results Tal1',,- and Reporting (RTR) 4.14.23 
File Svstem Service (FSS) 4.14.23 

Audio Studio (AS) 4.14,23 
Data Center l\1anager 4.14.23 

Application Server 4. 14.21 

Table 1-3 Democracy Suite 4,14 Voting System E~lS Components 

Equipment 
Server PC 
Client PC 

Description 
Dell PowerE<lge T620 
Dell Precision Tl 500 

National Technical Systems 
HunlsYille Facility 

Serial Number 
J8H9H02 
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1.0 INTRODI JCTION (Continued) 

1.2 Scope of Modification 

The scope of this modification includes four system changes to address the security and marketability of the 
Democracy Suite system. These changes include: 

1. Introduction of source code obfuscation of the EMS software suite to conceal it~ purpose in order to prevent 
tampering and reverse engineering 

2. Addition of a new tamper-proof bracket for the ICI ·'. service switch (ECO 100216) in order to prevent 
tampering 

3. Additional language support for the ICE tabulator to improve product marketability 
4. Introduction of a new h.1rdware RAID controller for the EMS Standard Server computer to improve 

performance 

1.3 Initial assessment 

A.II versions of the precinct tabulators and central count components were submitted for testing in previous EAC 
campaigns. NTS personnel have analyzed the results of the Democracy Suite 4.14 and Democracy Suite 4.14-A 
testing to cletennine prior testing acceptance (Wyle Test Report T70251.01-01 and T71120.01-01) . Based on this 
analysis, NTS is applying for reuse for all prior testing within the Democracy Suite 4.14 and Democracy Suite 
4.14-A EAC test campaigns unless otherwise notated within this document. In addition, to verify that the 
modifications to the voting system do not introduce any nonconformities or instabilities , the Democracy Suite 
4.14-A.1 voting system shall be subjected to a system integration test to ertsure all components internet properly. 

1.4 References 

The documents listed below were used m the development of the Test P1111 and are utilized to pedorm 
ce1tification testing. 

• Election Assistance Commission 2005 Voluntary Voting System (iuidelines , Volume I, Version 1.0, "Voting 
System Pe1formance Guidelines," and Volume II, Version 1.0, "National Ce1tification Testing Guidelines," 
dated December 2005 

• Election Assistance Commission Testing and Certification Program Manual, Version 1.0, effective date June 
1, 2011 

• Election Assistance Commission Voting System Test Laboratory Program !Vlanual, Version 1.0, expires 
::--Jovcmber 2014 

• ::--Jational Voluntary Laboratory Accreditation Program NIST Handbook 150, 2006 Edition, "NVLAP 
Procedures and Gener·al Requirernents (NIST Handbook 150)," elated Febrnary 200G 

• ::--Jational Voluntary Laboratory Accreditation Program ::--JIST Handbook 150-22, 2008 Edition, "Voting 
System T csting (NIST Handbook 150-22)," dated May 200 8 

• United States 107°' Congress Help America Vote Act (HA.VA) of2002 (Public Law 107-252), dated October 
2002 

• Quality Assurance Program l\fanual, Revision 5 

• ANSI/::--JCSL Z540-1, "Calibraliun Laburaturiec:s md !Vkasuring and T~sl Equipme;:nl, Ge;:ne;:ral Rt:quircrm:nls" 

• ISO 10012-1, ''Quality A55urance Requirements for Measuring Equipment" 

National Technical Systems 
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1.0 INTRODI JCTION (Continued) 

1.4 l~eferences (Continued) 

• EAC Requests for Interpretation (listed on http://www.eac.gov) 

• EAC Notices of Clarification (listed on http://½ww.cac.gov) 

• EAC Quality Monitoring Program residing at: 
http://www.eac.2ov/testirn! and certification/qualitv monitoring program.aspx 

• Dominion Voting Systems' Democracy Suite 4.14 Modification VSTL Certification Test Report Rev. C 
{listed on http://www.cac.gov) 

• Dominion Voting Systems Democracy Suite 4.14 Technical Data Package 

• Dominion Voting Systems' Democracy Suite 4.14-A Modification VSTL Certification Test Report Rev. B 
{listed on www.cac.gov) 

• Dominion Voting Systems Democracy Suite 4.14-A Technical Data Pack.1ge 

(The remainder of this page intentionally left blank) 
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1.0 INTRODI JCTION (Continued) 

1.5 Terms and Ahhreviations 

Tahle 1-4 defines all te1,ns and ahhreviations applicahle to the development of this Test Plan. 

Tenn 
Americans with Disabilities Act of 

1990 (Amended 2008) 
Audi0 Studio 

Audi0 Tacti le l11terfuce 

C011figurnt.i on Ma11agement 
Commercial Off the Shelf 

Direcl Kecurd Elecl.runic 

United States Election Assistance 
Commission 

E\1S Election Event Desil!;ller 

F.lectin11 \famge me11t. System 

Ec1uiim1enl Under 'J'e,l 

Functional Configuration Audit 

F~deral Communications Commission 
Helo America Vote Act 

l 111ageCast Ce:11tral 

lmugeCasl Evululio11 

lmageCast Precinct 

National Institute of Standards and 
'J'edmc•k•gy 

National Teclmical Systems, Inc. 

)JT S Ooeratina Procedure 
SysLem L.nJer l'esl 

Test Case JJruceJure ~'pecifieutiun:i 

Technical Data Package 

U11der'½1ilers LaU<...'ntLLu-ies lrLc. 

Unim~rruptiblc Power Supply 

V olnntary Voting System Guidelines 

Table 1-4 Terms and Abbreviations 

Abbreviation Definition 
ADA ADA is a wide-ranging civil rights law that prohibits, under certain 

circumstances, discrimination based on disability. 
-'IS RMS appl icatirn1 11sed tc, record audi0 files. 

Eledn..mic V<...'leT inlerface Uu.1 l ,:_k.,e=:; nol 1e4.L1ire visual reading of u UuJluL. 
.-'\Tl Anrli n is n~erl t0 convey i 11fnrnrn.ti 011 tn the voter a11d sem;itive tacti le 

controls allow the voter to convey information to the system 
CM ---

COTS Commercial, readily availabl~ hardware or software. 
An electronic voting system that utilizes electronic components fur the 
functions of ballot pr~scntation, vote capture, vote recording, and tabulation 

LJKE which are k•gicaUy and physicully inLeg:rnLed inlo u single ,11 Lil. ,\ LJKE 
pr0duces a tahubtirn1 of the v0ting cL1ta storer! in a re1110vahle 111e111my 
component and in printed hardcopy. 
Cbrnnissirn created per the Help A 111erica V0te .-'let of 2002, assig ned the 

EAC responsibility for setting voting system standards and providing for the 
voluntary testing and certification of voting syst~ms. 

EED EMS application used for election definition functionalitv. 

EMS 
An umhrella term fo r the software ap1>licatirn user! to define anrl reprnt 
election projects 

EU'J' ---

FCA 
Exhaustiv~ verification of every system function and combination of 
fundium; t:i led in Ute 1ItaJ1L1faclL1rer's .:.k.,ta1menl.alion 

FCC ... 
HAVA Act created bv United States Con(!fess in 2002. 

rec High-s1,eecl cent.ml ballot. scan tabnl at.or 

ICE 
Precinct-level optical scanner, ballot marker, and tabulator "~th audio 
volinl! 

ICP Precinct-level optical scanner and tabulator with audio voting capabiliti~s. 

Government orgarLization created to promote U.S. innovation and industrial 

KIST 
competitiveness by advancing measurement science, standards, and 
l.edmolugy in Wi.!YS lhul. en.h.am;es et:UIL<...'Hrit: seeuri Ly und impn...'ves our 
rprality ofl ife. 

)ITS ---
OP 1\TS Test Method or Test Procedure. 
SU'J ---

NTS-developed document that specifies test items, input specifications, 

'J'C!'S 
ULI IJJLII specifieuliurL'i, eJ 1 virornneJ 1Lal needs., special pn...'i:..:edllful 
reqni re111e:11ts? i11ter-m1se: depende11cie:-., a11rl all vali<lated te:-;t cases that will 
be executed dnrinc: the area 1J11der test. 

TfJP 
l\1a11ufuch11"er rl0cnme::11tati 011 relater! t.o the voting system re~ni red to he 
submitted as a vrecondition of certification testing , 

UL ---

CPS ... 
EAC2005 Published by the EAC, the third iteration of national level voting system 

VVSG standards. 
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1.0 INTRODI JCTION (Continued) 

1.6 Testing l~esponsihilities 

All core and non-core software and hardware certification testing will he conducted under the guidance of \JTS 
hy personnel verified hy t\TS to he qualified to pertom1 the testing. 

1.6.1 TestCaseDevelopment 

\JTS will utilize the "t\TS Haseline Test Cases" for the Functional and System Integration Tests. These will he 
augmented with specially designed test cases tailored to the Dominion 4.14-A.1 system. 

1.6.2 Test Procedure Development and Validation 

:-JTS will utilize the :-JTS Operating Procedures (OPs) during the duration of this test program. 

1.6.3 Third-Party Tests 

:-JTS will not utilize any 3rd pa1ty testing during pe1formance of the Democracy Suite 4.14-A.1 test campaign. 

1. 7 Target of Evaluation Description 

The following sections address the design methodology and product description of the Democracy Suite 4.14-A.1 
Voting System, as taken from the Dominion Voting Systems technical documentation. 

1. 7.1 System Oveniew 

The Dominion Voling Syslems Democracy Suite 4.14-A. l System is a paper-base<l oplical sc.:an voting system, 
an<l a modificalion Lo Lhe previously-cerlifie<l Democracy Suite 4.14-A Syslem. 

The cerlified syslem consists of four major components: Lhe Election Management System (BvfS), ImageCas l 
Evolulion (ICE) precinct scanner and balloL marking <levice, ImageCas l ProcincL (ICP) precinct scanner with 
au<lio ballot, an<l ImageCast Central (ICC) cenlral count scanner. 

(lhe remainder of this page intentionally left hlank) 
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1.0 INTRODI JCTION (Continued) 

I. 7.1 System Overview (Continued) 

Election :Vlanagement System 

The l•,MS consists of eight components running as either a front-end/client application or as a 
hack-end/server application. Below is an overview and hrief description of each. This listing is for infonnational 
and verification purposes only and not all areas will he included in testing hased on the limited modifications 
included in this test campaign. 

• El1actiun Evlal1l Desigm:r !EEDl clit:nt applii.:alion - inkgrates declion wafinilion functionality and represt:nls a 
main pre-voling phase t:nd-ust:r application. 

• Result~ Tally and Reporting client application - integrates election results acquisition, validation, tabulation, 
reporting and puhlishing capabilities and represent~ a main post-voting phase end-user application. 

• Audio Studio di1ant application - rt:presenls an ~d-ust:r hdp~ application used tu r1acurd audio files for a 
givlal1 declion project. All such, it is utilized during the prt:-vuting phase of the d1aclion cycle. 

• Data Center Manager client application - represents a system level configuration application used in F\.1S 
back-end data center configuration. 

• Application S1arvt:r applii.:ation - n:pr1as1a11Ls a serviar sidia application rnspunsible fur executing lung running 
process1as, such as rendering ballots, gt:niarating audio fifos and diactiun fifos, de. 

• :-Jetwork Attached Storage (NAS) Server application - represents a server side file repository for election 
project file based a1til'acts, such as ballots, audio files , repo1ts, log files, election files, etc. 

• Database St:rwr applii.:alion - rt:prt:St:nls a server side RDBMS rt:positury of Lhia declion pr~i1act databas1a 
which holds all Lhia d1action pr~jiad data, induding pm-voting and post-voting data. 

• Election Data Translator (EDT) - exports and impoits data in a format suitable for usage in the Election Event 
Designer (EED) application. 

Precinct Ballot Tabulator: ImageCast Evolution (ICE) 

The Dominion Democracy Suite ImageCast Evolution System employs a precinct-level optical scan ballot counter 
(tabulator) in cOitiunction with ImageCast compatible ballot storage boxes . This tabulator is designed to mark 
and/or scan paper ballots, interpret voting marks, communicate these inte1pretations back to the voter (either 
visually through the integrated LCD display or audibly via integrated headphones), and upon the voter's 
acceptance, deposit the ballots into the ballot box. The unit also features an Audio Tactile Interface (ATI) which 
pennits voters who cannot negotiate a paper ballot to generate a S)Uchronously human and machine-readable 
ballot from elector-input vote selections. In this sense, the ImageCast Evolution acts as a ballot marking device. 

(Th1a riamaindiar oflhis pagia inl~tionally left blank) 
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1.0 TNTRODTTCTTO'I (Continued) 

1.7 Target of Evaluation Description (Continued) 

1.7.1 System Overview (Continued) 

Precinct Ballot Tabulator: lmageCast Evolution {ICE} (Continued) 

Photograph 1: InmgcCast Evolution (ICE) on Plastic Ballot Box 
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1.0 INTRODI JCTION (Continued) 

I. 7 Target ofl(valuation Description (Continued) 

I. 7.1 System Overview (Continued) 

Precinct Ballot Tabulator: ImageCast Precinct (ICP) 

The l)ominion l)emocracy Suite ImageCa8t Precinct hallot counter is a precinct-hased optical scan ballot 
tabulator that is used in conjunction with ImageCast compatihle hallot storage hoxes. The system is designed to 
scan marked paper hallot~, interpret voter marks on the paper hallot and 8tore and tabulate each vote from each 
paper ballot. The ICP contains a small touch-screen LCD to allow the poll worker to access diagnostic and 
configuration settings. 

In addition, enhanced accessibility voting may be accomplished via optional accessories co1111ected to the 
In1ageCast unit. The ICP utilizes an ATI device to allow voters with disabilities to navigate and submit a voted 
ballot. This is accomplished by presenting the ballot to the voter in an audio format. The ATI is co1111ected to the 
tabulator, and allows the voter to listen to an audio voting session consisting of contest and candidate names. The 
ATI also allows a voter to adjust the volume and speed of audio playback. The cast vote record is recorded 
electronically when the ATI is used to cast a ballot. There is no contemporaneous paper ballot or paper record 
produced when the ATI is utilized for voting. A ballot representing the voter's choices may be printed from E~fS 
at a later time. 

(Th~ n:maindiar uflhis pagia inknlionally ldl blank) 
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1.0 TNTRODl:CTTO'I (Continued) 

1.7 Target of Evaluation Description (Continued) 

1.7.1 System Overview (Continued) 

Photogra(lh 2: TmageCast Precinct (TCP) on Metal Rallot Rox 

National Technical Systems 
Huntsville Facility 



Page No. B-14 of 32 
Test Report No. T71615.01-01 Rev B 

 

National Technical Systems 
Huntsville Facility 

Page Ko. 10 of24 
Certification Test Plan T71615.01 Rev. R 

1.0 TNTRODTTCTTO'I (Continued) 

1.7 Target of Evaluation Description (Continued) 

1.7.1 System Overview (Continued) 

Central Tabulator: ImageCast Central Count (ICC) 

The Dominion Democracy Suite ImageCast Central Count ballot counter system is a high-speed, central ballot 
scan tabulator based on COTS hardware, coupled with the custom-made ballot processing application software. lt 
is used for hi gh speed scanning and counting of paper ballots. Central Count scanning system hardware consists 
of a combination of two COTS devices used together to provide the .required ballot scanning processing 
functionality: 

• lmageCast Central Workstation: a COTS computer which hosts the lmageCast Central application used for 
ballot image processing, election rules processing, and results transfer to the EMS datacenter. 

• Canon DR-XlOC Scanner: a COTS scanner used to provide ballot scanning and image transfers to the local 
TmagcCast c_,111ral Workstation. 

Photograph 3: Canon DR-XlOC Scanner and ImageCast Central Worl<Station 
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2.0 PRE-Cl(RTIFICATION Tl(STIN(; AND ISSIJl(S 

:::-JTS has conducl~l a pre-c(:!Lifo.:alion n,view, an<l findings indicate lhal all system changes are consistent with Lh~ 
change items docu1mmted in Lhe EAC Application DVS-1401. 

2.1 Evaluation of Prior VSTL Testing 

::--JTS will rcutilizc all testing from the previously-certified systems submitted by Dominion Voting Systems. The 
testing of these systems was conducted by Wylc Laboratories in accordance with the EAC 2005 VVSG, and the 
EAC Certification Kumbers arc DVS-40-G-10, DVS-DcmSuito-4-14, and DVS-DcmSuite-4-14-A. 

2.2 Known Field Issues 

This system is a modification to previously-certified systems. There were no systemic or significant issues 
traceable to any of the previously certified systems. 

3.0 \,lATERIALS IH:QIJIIH:I) FOR Tl•:s'l'IN<~ 

The materials required for certification testing of the l)em ocracy Suite 4. 14-A. 1 Voting System in elude software, 
hardware, test materials, and deliverable materials. These items were shipped directly to N'l'S by Dominion 
Voting Systems to enable the test campaign to occur. The equipment used during this test is the same equipment 
used during the original certification campaign. 

3.1 Software 

The Democracy Suite Version 4.14-A software will be utilized during the Democracy Suite 4.14-A.1 
modification, although a new software build will be performed to include obtimcation of the source code. The 
software for the ImageCast Precinct and ImageCast Central will be utilized with no modifications since the 
Democracy Suite 4.14-A test campaign. The software for ImageCast Evolution precinct ballot tabulators will be 
updated to include new languages and fonts. The update is handled within the build process as no source code has 
been changed within this campaign from the certified Democracy Suite 4.14-A system. 

Table 3-1 Software rtilized fur Testing 

Software Reauired For Testin~ Software Ver.~ion 
Democracv Suite EMS Application Suite 4.14.2301 

ImageCast Precinct (ICP) 4.14.5 
Imao:eCast Central (ICC) 4.14.4 

ImageCast Evolution (ICE) 4.14 .lOAl 

3.2 Equipment 

This subsection categori7.es the equipment the manufacturer submitted for testing listed in Table 3-2. 1,:ach test 
element is included in the list of equipment required for testing of that element, including system hardware, 
general purpose data processing and communications equipment, and any required test instrumentation. 

(TI1e remainder ofthis page intentionally left. bfa.nk) 
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3.0 \,lATERIALS REQIJIIH:D FOi{ '1'10:STIN(~ (Continued) 

3.2 Equipment (Continued) 

Tahle 3-2 Test l(quipment 

Equipment Description 
ICP - Precinct C.)Unt Optical Seamier Dominion Voting Svstems 
ICP - Priacincl Counl Optical Scanniar Dominion Voling Syskms 
ICP - Precinct C-01mt Optical Sca1mer Dominion Voting Svstems 

ICE - Precinct Count Optical Scanner Dominion Voting Svstcms 
ICE - Precinct Count Optical Scanner Dominion Voting Systems 

ICE - Precinct Count Optical Scanner Dominion Voting Svstems 

ICE - Precinct Count Optical Scanner Dominion Voting Svstcms 

ICE Plastic Ballot Box Dominion Voting Systems 

ICE !Vletal Ballot Box Dominion Voting Systems 

ICP !Vfotal Ballot Box Dominion Voling Syskms 

Dell PowerEdge 1620 EMS Server PC 

Dell Precision Tl500 EMS Client PC 
Canon DR-XlOC Central Count Digital Hi!!h Speed Scanner 

l)ell Optiplex 9010 Central Count All -in-One PC 
iBulton (SHA-1) with USB R~a~r.iWrikr Maxim 

RiData CFC-14A Compact Flash cards 

SanDisk CF Card Reader Compact Flash Card Reader 

(Th~ riamaindiar oflhis pagia inkntionally ldl blank) 
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\VLDAFBH0023 
\VLDAFBH00 18 
AA '\J AGCP0265 

CAFEBDC0015 
AAFEBDW0117 

ICE2P200004 
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T70251-BOX--O 1 
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BOX-57381-15 
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BOX-57381-014 
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ED300880 
627l!R\Vl 
514DFD 
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3.0 \,lATERIALS REQIJIIH:D FOi{ '1'10:STIN(~ (Continued) 

3.3 Test Tools/Materials 

This subsection enumerates any and all test materials needed to perfonn voter 8ystem testing in Table ::;. ::;. The 
scope of testing detem1ines the quantity of a specific material required. 

Table 3-3 Test Tools!Ylaterial 

Test Tool/Material Quantity 
100 lb. Stock Ballot Paper as required 

Sharpie Markers as required 
Printer Thermal Paper Rolls as :required 

Ballot Box Securitv Seals/I !asp l ,ocks as required 

3.4 Ddivernble Materials 

Al tesl cundusiun, NTS shall deliver a final report lo Dominion Voling Systems and the EAC that indudes the 
following: 

• A description of the functional testing results 
• ECO analysis :results 
• Tl )P documentation showing changes 
• A list of any anomalies discovered during testing on ]\TS form WlilOGG, l\otice of Anomaly 

All supplied equipment and software furnished to NTS fur this modifo:aliun shall be returned tu the customer al 
the cum:lusion uftesting unless otherwise agreed in writing. 

( !he remainder of this page intentionally left blank) 
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4.0 TEST Sl'ECIFICATIONS 

Modification testing of the DVS 4.14-A.l will be performed on the configuration submitted in the EAC 
application DVS1401. NTS' qualified personnel will ensure that all certification testing pcrfonncd on the 
manufacturer's voting system follows NI'S' procedures for testing, and the specific test cases developed for this 
campaign meet the requirements of the l•,AC 2005 VVS(i and l•,AC Testing and Certification Program Manual. 

All Requests for Interpretation (RF!s) and Notices of Clarification (NOCs) applicable as of the date of this 
document shall apply to this test campaign unless otherwise noted. 

4.1 Requirements (Strategy of Evaluation) 

:-JTS personnel shall maintain a test log of the procedure(s) employed. This log identifies the system and 
equipment by model and serial number. In the event that the project engineer deems it necessary to deviate from 
:-JTS Test Cases or NTS Operating Procedures (OP) pertaining to the test environment, the equipment 
arrangement and method of operation, the specified test procedure, or the provision of test instmmentation and 
facilities shall be recorded in the test log. A discussion of the reasons for the deviation and the effect of the 
deviation on the validity of the test procedure shall also be completed by the Project Engineer and Program 
~fanager. 

:-JTS perso1mel utilize an internal issue tracking system in order to capture and track all issues and discrepancies 
found during the testing campaign. 11,is allows for all issues and discrepancies to be monitored for reoccunence, 
tracks the root cause analysis, and provides a resolution status. ]\ "TS perso1mel sha ll verify all items logged into 
the bug tracking system are resolved prior to the completion of testing and before any reconnnendation may be 
made for ceitification. 

The specific NTS OPs to be used during testing include the following: 

OP 1 Operations Status Checks 

OP 2 Receipt Inspection 

OP 3 Technical Data Paclutgt: Review 

OP 4 Test Plan Preparation (This document) 

OP 7 Trusted Build 

OP 25 Physical Configuration Audit 

OP 26 Functional Requirements 

OP 30 System lntt:gration Test 

OP 34 Test Report 

(lhe remainder of this page intentionally left blank) 
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4.0 TEST Sl'ECIFICATIONS (Continued) 

4.2 I Iardware Configuration and Design 

The l)ominion Voting Systems l)emocracy Suite is a paper-hased optical scan voting system. The l)emocracy 
Suite system consists of four major component~: the E\1S, ICE precinct scanner and hallot marking device, ICP 
precinct scanner, and ICC central count scanner. The l)emocracy Suite is comprised of two proprietary pieces of 
hardware (ICl i and ICP) and one piece of COTS hardware (ICC). All !'.MS functions are handled hy proprietary 
software running on COTS PC/laptops/servers. 

The hardware modifications suhmitted for this test campaign include the addition of a hardware RAIi) controller 
for the E:'vfS computing environment, and the addition of a hardware bracket to the ICE service switch housing. 
:-JTS performed an engineering analysis of the Dominion documents, as well as a visual inspection of the changes, 
and determined the changes to be ":'vfinor ~fodifications" with some testing required to confirm that these changes 
did not affect the system's timctional operation. This will be accomplished by pe1forming a System Integration 
test to confirm that the RAID controller does not negatively impact the timctionality of the filvfS . 

4.3 Software System Functions 

The modifications shall be tested using targeted functional tests designed to verify specific changes made to the 
voting system. Operationa l status checks will be performed before and after each test to confirm system readiness. 

4.4 Source Cude Revie~ 

The strategy for evaluating Dominion Democracy Suite 4.14-A.1 will be based on the previously identified 
modification to the system. There are no source code changes cfa imed from the Democracy Suite 4.14A to the 
Democracy Suite 4.14-A. l. A compMison will be completed by l\"TS qualified personnel to verify nu changes tu 
the source code and the only changes are within the build documentation. All prior source code reviews were 
reviewed Lo the EAC 2005 VVSG coding standards and the rrumufacturer supplied coding standards (Dominion 
Voting CC-+ Coding Standard). 

The next step in the source code review will be to create a "Trusted Build" from the approved source code. 

(The remainder of this page intentionally left blank) 
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4.0 TEST Sl'ECIFICATIONS (Continued) 

4.4 Source Code Review (Continued) 

Trusted I !uild Process 

• Clean the build machine of existing software 

• Retrieve the compliant source code 

• Construct the build environment 

• Create digital signatures of the build environment 

• Load the oompliant suun.:e code into the build environmt:n.L 

• Create a digital signature of the pre build enviromnent 

• Create a disk image of the pre-build environment 

• Build executable code 

• Create a digital signature of executable code 

• Crt:ale a disk irnagt: of Lhe post-build t:nviromnent 

• Build installation media 

• Create a digital signaturn of the installation media 

• Install executable code onto the system and validate the software/firmware 

• Deliver source code with digital signature, disk image of pre-build environment with digital signatures, disk 
image of post-build environment with digital signatures, executable code with digital signatures, and installation 
media with signatures to the EAC Approved Repository. 

The '"l'rusted Build" for the Dominion Democracy Suite 4.14-A. 1 includes source code, data, and script files , in 
clear text fonn. The build also includes COTS software on commercially available media, COTS software 
downloaded hy the VSTI ,, CC HS software verified hy SI IA 1 from the software supplier, and picture and sound 
files in hinary fonnat provided hy Dominion Voting Systems. 'Jhe first step of the process is to clean the hard 
drives by writing data to every spot on the hard drive, so the drive is cleared of existing data. The appropriate 
operating system will then he loaded and the applications from the VSTI . reviewed source along with the VSTI, 
verified COTS software will he huilt. The final step is installing the applications on the hardware. 

5.0 TEST DATA 

5.1 Test Data Recording 

A.Il equipment utilized for test data recording shall be identified in the test data package. For hardware 
environmental and operational testing, the equipment shall be listed on the Instmmentation Equipment Sheet for 
each test. The output test data shall be recorded in an appropriate manner as to allow for data analysis. For source 
code and TDP reviews, results shall be compiled in output repo1ts and submitted to Dominion Voting Systems for 
resolution. 

Additionally, all test results , including functional test data, will be recorded on the relevant NTS Operating 
Procedure and Test Cases. Results will also be recorded real-time in engineering log books. Incren,ental reports 
will be submitted to Dominion Voting Systems and the EAC at the completion of major test areas to communicate 
progress and results as deemed necessary by the stakeholders. 
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5.2 Test Data Reduction 
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Test data shall be pruciassed and recurdiad in t.hia reliavant :::-:ITS Operating Pruciadures and Test Casias. Riasults will 
also be recorded rnal-lime in engineering log books. 

6.0 TEST PROCEDURE AND CONDITIONS 

The following subsections describe test procedures and a statement of the criteria bv which readiness and 
successful completion shall be indicated and measured. 

6. 1 Facility lfoquirements 

All testing will be conducted at t\TS I luntsville, Al, facility unless otherwise annotated. 

Unless otherwise specified herein, all remaining test~, including system level functional testing, shall be 
perfom1ed at standard ambient conditions: 

• Temperature: 
• Relative Humidity: 
• Atmospheric Pressure: 

68 to 75 degrees Fahrenheit(= 4°F) 
20 to 90?/o 
Local Site Pressure 

Unless otherwise specified herein , the following tolerances shall be used: 

• Time 
• Temperature ± 3.G"F (2c.C) 

Deviations tu thia above tolerances may bt: submitted by I.ht: rnspunsibfo test laboratory with suffidiant enginet:ring 
information to substantiate the deviation request, but only when best effort technique and system limitations 
indicate the need for a deviation. 

6.2 Test Set-lJp 

All voting machine equipment (hardware and software), shall be received and documented utilizing NTS' 
Receiving Ticket (WL-218, Nov. '85) and proper QA procedures. \\-'hen voting system hardware is received, NTS 
personnel will notify NTS QA personnel. With NTS ()A personnel present, each test article will he unpacked and 
inspected for obvious signs of degradation and/or damage that may have occurred during transit. Noticeable 
degradation and/or damage, if present, shall he recorded, photographed, and the Dominion Voting Systems' 
Representative shall he notified . NTS QA personnel shall record the serial numbers and part numbers. 
Comparison shall he made between those numbers recorded and those listed on the shipper's manifest. Any 
discrepancies noted shall he brought to the attention of the Dominion Voting Systems' representative for 
resolution. All TDP and source code modules received will he inventoried and maintained by the \JTS Project 
Engineer assigned to testing. 

For test setup, the system will be configured as it would for normal field use. This includes connecting all 
suppo1ting equipment and peripherals. NTS persomtel will properly configure and initialize the system, and verify 
that it is ready to be tested by following the procedures detailed in the Democracy Suite 4.14-A.1 voting system 
technical documentation. :::-:ITS personnel will develop an Operational Status Check to be performed prior to and 
immediately following each hardware test. NTS perso1mel will develop the system pedormance level~ to be 
measured during operational test~. 

:::-:ITS perso1mel have developed six election definitions that shall be used during this test campaign: 
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6.0 TEST PIWCIO:DlJRI( AND CONlllTIONS (CONTll\lJED) 

6.2 Test Set-lJp (Continued) 

Operational Status Check 

This election definition will he used to verify that the equipment operates properly prior to and immediately 
following the execution of all tests. 

General Election: GEN-01 

The Gen-01 is a basic election held in four precincts, one of which is a split precinct, containing nineteen contests 
compiled into four ballot styles. Five of the contests are in all four ballot styles. The other fourt.een contests are 
split between at least two of the precincts with a maxi.mum of four different contests spread across the four 
precincts. TI1is election was designed to fonctionally test the handling of multiple ballot styles, support for at least 
two languages, support for common voting variations, and audio supp01t for at least two languages . 

The parameters of this election are listed below: 

• Closed Primary: No 
• Open Primary: Nu 
• Partisan offices: Yes 
• )Jon-Partisan offices: Yes 
• Write-in voting: Yes 
• Primary presidential delegation nominations: No 
• Ballot Rotation: Y cs 
• Straight Party voting: Yes 
• Cross-party endorsement: No 
• Split Precincts: Yes 
• Vote fur K ofM: Yes 
• Recall issues, with options: No 
• Cumulative voting: )Ju 
• Ranked order voting: No 
• Provisional ur challenged ballots: Yes 
• I •'.arly Voting: \Jo 

In addition to the parameters listed above, the following will also be tested: 

• Audio input in an alternative language for basic voting pattern using an ADA device 
• Audio input for write-in voting using an ADA device 
• Spanish language input for a basic voting pattern 
• Input for write-in voting using Spanish language 

(The remainder of this page intentionally left blank) 
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6.0 TEST PIWCIO:DlJRl(S Al\D CONDITIOI\S (Continued) 

6.2 Test Set-lJp (Continued) 

(;eneral 10:Iection: (iEN-02 

The (,en-02 is a basic election held in three precincts. '!his election contains fifteen contest~ compiled into three 
ballot styles. Ten of the con lest~ are in all three ballot styles with the other five split across the three precincts. 
This election was designed to functionally test the handling of multiple ballot styles, support for ballot rotation, 
support for two languages, support for cmnplex voting variations, and audio support for multiple languages. 

The parameters of this election are listed below: 

• Closed Primary: No 
• Open Primary: No 
• Partisan offices: Y cs 
• :-Jon-Pattisan offices: Yes 
• Write-in voting: Yes 
• Primary presidential delegation nominations: No 
• Ballot Rotation: Y r.:s 
• Straight Pa1ty voting: Ko 
• Cross-party r.:ndursr.:mr.:nl: Nu 
• Split Precinct~: No 
• VoteforKofM:Yes 
• Recall issues, with options: Yes 
• Cumulative voting: )Jo 
• Ranked order voting: Yes 
• Provisional or challenged ballots: No 
• Early Voting: Y cs 

In addition to the parameters listed above, the following will also be tested: 

• Early voling dt:ction with al least une unit in all prt:cini.:ls 
• Voting options for over-voting 
• Voling options for under-voting 
• Spanish language ballots 
• Audio ballots utilizing ADA capabilitir.:s 
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6.0 TEST PIWCIO:DlJRl(S Al\D CONDITIOI\S (Continued) 

6.2 Test Set-lJp (Continued) 

(;eneral 10:Iection: (iEN-03 

The (ien-0:, is a hasic election held in two precincts. This election contains eight contest~ compiled into two ballot 
styles. Four of the contest~ are in both ballot styles. The other four contests are split hehveen the two precinct~. 
This election was designed to functionally test the handling of multiple ballot styles, support for at least three 
languages including a character-hased language, support for common voting variations , and audio support for at 
least three languages and an ADA hinary input device. 

The parameters of this election are listed below: 

• Closed Primary: No 
• Open Primary: No 
• Partisan offices: Y cs 
• )Jon-Partisan offices: Yes 
• Write-in voting: Y cs 
• Primary presidential delegation nominations: No 
• Ballot Rotation: No 
• Straight Party voting: Ko 
• Cross-party t:ndursemenl: Nu 
• Split Precincts: No 
• Vote fur K ufM: Yes 
• Recall issues, with options: No 
• Cumulative voting: )Jo 
• Ranked order voting: No 
• Provisional or challenged ballots: Yes 
• Early Voting: )Jo 

In addition to the parameters listed above, the following will also be tested: 

• Spanish language ballot with a basic voting pattern and write-in candidates 
• Spanish audio input to simulate ADA device with write-in option 
• Characl~ basiad languagt: wilh basil.: voling pattern 
• Character based language utilizing an ADA option 
• Binary input lo support ADA opliun 
• I ~inary input to support Al )A audio device 

(The remainder of this page intentionally left. bla.nk) 
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6.0 TEST PIWCIO:DlJRl(S Al\D CONDITlOI\S (Continued) 

6.2 Test Set-lJp (Continued) 

l'rimarv Election: l'RlM-01 

The Prim-01 i8 a clo8ed primary election in two precinct8 (one precinct is a 8plit), containing thirty contests 
compiled into five hallot styles. l•,ach hallot style contains 8ix contests . 'lhis election wa8 de8igned to functionally 
test an open primary with multiple hallot style8, support for two languages , and mpport for common voting 
variations. 

The parameters of this election are listed below: 

• Closed Primary: Yes 
• Open Piimary: Ko 
• Partisan offices: Yes 
• Non-Partisan offices: Yes 
• Write-in voting: Y cs 
• Primary presidential delegation nominations: No 
• Ballot Rotation: Nu 
• Straight Pa1ty voting: No 
• Cross-party 1amlors1am1ant: :\lo 
• Split Precinct~: Yes 
• Vote for N of~f: Yes 
• Recall issues , with options: \Jo 
• Cumulative voting: No 
• Ranked order voting: l\ o 
• Provisional or challenged ballots : Yes 
• Early Voting: No 

In addition to the parameters listed above, the following will also be tested: 

• Alwmativ1a language utilized with a wriw-in option 
• ADA audio device utilized with a write-in option 

(The remainder of this page intentionally left bfank) 
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6.0 TEST PROCEDIJIH:S A~D CONl)JTJO~S (Continued) 

6.2 Test Set-lJp (Continued) 

Primary 11:lection : l'Rl:Vl-03 

The Prim-II:> is a hasic election held in two precincts. This election contains ten contest~ and is compiled into two 
hallot styles. Two of the contest~ are in both hallot styles. The other eight contest~ are split hehveen the two party 
hallots. This election was designed to functionally test the handling of multiple ballot styles, support for at least 
three languages including an Ideographic hased language, support for common voting variations , and audio 
support for at least three languages and an Al )A hinary input device. 

The parameters of this election are listed below: 

• Closed Primary: Yes 
• Open Primary: No 
• Partisan offices: Y cs 
• )Jon-Partisan offices: Yes 
• Write-in voting: Y cs 
• Primary presidential delegation nominations: No 
• Ballot Rotation: No 
• Straight Party voting: Ko 
• Cross-party t:ndursemenl: Nu 
• Split Precincts: No 
• Vote fur K ufM: Yes 
• Recall issues, with options: No 
• Cumulative voting: )Jo 
• Ranked order voting: No 
• Provisional or challenged ballots: Yes 
• Early Voting: )Jo 

In addition to the parameters listed above, the following will also be tested: 

• Spanish ballot with basic voting pattern and write-in option 
• Spanish language ballot using ADA audio device with write-n option 
• Characlt:r based language ballol with basic voling pattern 
• Character based language utilizing ADA device 
• Binary input lu support ADA opliun 
• I ~inary input to support Al )A audio device 

(The remainder of this page intentionally left. blank) 
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6.0 TEST PROCEDIJIH:S A~D CONl)JTJO~S (Continued) 

6.3 Test Sequence 

The components of the Democracy Suite 4.14-A. l voting system will undergo testing to verify that the 
modification perfonns as described by Dominion Voting Systems and meets the requirement~ of the 2005 VVS<i. 
The following sections provide a list of each test and a brief description of each test. NTS personnel will utilize a 
combination of functional testing and Tl )P reviews to evaluate the system perfonnance. ('[he tests are not in a 
specific sequence.) 

6.3.1 Hardware Test Descriptions 

A.11 of the hardware tests have been previously performed during prior VSTL test campaigns. 

6.3.2 Software Test Descriptions 

The soflware tests include lhe following: 

COTS Source Code Review - Unmodified, general purpose COTS non-voting software (e.g., operating systems, 
programming language compilers, database management systems, and web browsers) is not subject to the detailed 
examinations specified in this section; however, \JTS personnel will examine such software to ensure that the 
specific version of software being used is identical to the design specification in order to confim1 that the software 
has not been modified. NTS will verify by downloading the software directly from the manufacturer site, 
verifying against NRSI ,, or by being provided original 0)1,Jvl discs. 

If there is COTS generated software source code, \JTS qualified personnel will inspect the COTS generated 
software source code in preparation of test plans and to provide some minimal scanning or sampling to check for 
embedded code or unauthorized changes. For purposes of code analysis, the COTS units shall be treated as 
unexpanded macros. These will be identified in the Test Repo1t. 

The po1tions of COTS software that have been modified by the manufacturer in any maimer are subject to review. 
Source code generated by a COTS package and embedded in software modules for compilation or interpretation 
will be provided in human readable form to :-JTS personnel to enable review. 

Trusted Build The trnsted build is a process of converting the reviewed source code into machine-readable 
binary instructions for a computer. This test will follow Section 5.6 of the EAC Testing and Certification Program 
manual. 

6.3.3 System Testing 

TDP Review - The t.t:chnical data package must be submitted as a precondition of national cerli1foation testing. 
These items are necessary lo define the product and its method of operation; lo provide technical and test data 
supporting the manufacturer's claims of the syslt:m 's functional capabilities and performance levels; and lo 
document instructions and procedures governing system operation and field maintenance. Any information 
relevant lo the system evaluation shall be submitt.t:d lo include source code, object code, and sample output report 
formals. 
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6.0 TEST PROCEDIJIH:S A~D CONl)JTJO~S (Continued) 

6.3.3 System Testing (Continued) 

Phvsical Configuration Audit - 'lhe Physical Configuration Audit compares the voting system component~ 
submitted for qualification to the manufacturer's technical documentation, and shall include the following 
activities: 

• Establish a configuration baseline of software and hardware to be tested; confinn whether manufacturer's 
documentation is sufficient for the user to install, validate, operate, and maintain the voting system 

• Verify software confom1s to the manufacturer's specifications; inspect all records of manufacturer's 
release control system; if changes have been made to the baseline version, verit\ manufacturer's 
engineering and test data are for the software version submitted for ce1tification 

• If the hardware is non-COTS, N'l'S will review drawings, specifications, technical data, and test data 
associated with system hardware to establish system hardware baseline associated with software baseline 

• Review manufacturer 's documents of 11ser acceptance test procedtu-es and data against system's 
functional specifications; resolve any discrepancy or inadequacy in manufacturer's plan or data prior to 
begi1ming system integration functional and performance tests 

• Subsequent changes to baseline software configuration made during testing, as well as system hardware 
changes that may produce a change in software operation are subject to re-examination 

The components of the Dominion Voting Systems' Ver·sion 4.14-A. 1 sha ll only undergo the tests described in 
Table 6-1. 

Table 6-1 Dominion Vutin~ Systems version 4.14-A.l Test Sequence 

Test Proced ure/Descri oti on Specimen 
Documr;:n.taliun r.:view for 

TDP package submitted for 
Tiadmical Data Package (TDP) Review cumpliancia, com:cln.:ss, and 

cumplt:teniass Democracy Suite 4.14-A.1 

Audit hardware and software 
System hardware and test 

Physical Configuration Audit 
models and versions 

artifacts submitted for 
Democracy Suite 4.14-A.1 

Functional testing to the system System hardware and test 
Functional Tests documentation and EAC 2005 artifacts submitted for 

vvsc; requirements I )emocracv Suite 4.14-A. l 
Syskm liasting tu liasl th.: Sysliam hardwar.: and liasl 

S ysliam Inkgraliun intt:gral~l opiarnlion ufbuth artifacts submittiad fur 
hardware an<l sufiware. Diamocracv Suite 4.14-A.l 

7.0 TESTOPERATIONSPROCEDURES 

7.1 Proprietary Data 

All proprietary data that is marked will be distributed only to those persons that the manufa.chu-er or EAC 
identifies as needing the infommtion to conduct qualification testing. The manufacturer· is required to mark all 
proprietary documents as such. All organizations and individuals receiving proprietary documents will ensure 
those documents are not available to non-authorized per·sons. 
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Item Kumber 

l 

2 

3 

4 
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Module Affected 

EMS 

!Cl'. 

ICE 

EMS 

Version Number 

4.14.2301 

410A 

4.14.lOAl 

4.14.2301 

National Technical Systems 
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Modification 

Addiad m:w liavd of cod1a st:curity by 
imph:rnianling cod1a obfusr:alion during lht: 
build proct:ss. 

ECO 100216 - Introduced optional switch 
shield to protect the unit's on ioff switch 
from tampering. 

Added translation files to support ten 
languages by removing static file references 
in SVGfiles and updating software package 
to include language resources, as well as 
updating the application and root file system 
vers10ns. 

Specified use of a hardware RAIi) 
contrn lier. 
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The Voluntary Voting System Guiddines (VVSG) allows for vendors tu provide additional sysu:m 
capabilities in order to respond to the requirements of individual states. The scope of testing for these 
additional capabilities is defined by the vendor rather than the Election Assistance Commission's 2005 
Voluntary Voting System Guidelines. 

2.0 Scope ofTesling 

The scope of the additional capabilities of the Democracy Suite 4.14-A. l system includes the source code 
obfuscation of the Adjudication application. The purpose is to conceal the code's purpose in order to prevent 
tampering and reverse engineering. 

Like the source code obfuscation performed on the ElvIS application, there are no source code changes 
claimed for Adjudication l.0.14.17603_Sourcc_20130523. ::JTS qualified persormel will confinn this by 
pe1fonning a source code comparison. i\fteiwards, a Trnsted Build will be pe1formecl using the updated 
documentation. 

The scope of testing for Adjudication testing includes a subset of the tests previously conducted as patt of the 
Democracy Suite 4.14-A test campa ign. The intended purpose of the functional testing is to confirm the 
application does not encountei· any unexpected events, loss of data or changes in functionality. 

3.0 Deliverables 

The VSTL will provide a summary n,purt fur slate ~rtilication authorities detailing the fum:tiunality tested, 
along with lhe fum:tiuns nut tesu:d. Additionally, any fum:tional issues identifo,d during testing will be 
lugged and identified in the l.,tter. However, Dominion Voting Systems will be responsible for determining 
if the issues are n,solv.:d prior Lu rdeasing the applir.:ation. Alwmativdy, Dominion Voting Systems may 
chuus.: Lu curred lhese issues amt have the additional capabilities r.:-tested. 
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1.0  Introduction 
 

The Voluntary Voting System Guidelines (VVSG) provides guidelines for vendors to include additional 
system capabilities in order to respond to the requirements of individual states.  The scope of testing for 
these capabilities is defined by the vendor. 
 

2.0 Scope of Testing 
   

The scope of testing for the Democracy Suite 4.14-A.1 System’s additional capabilities included a Source 
Code Review, Trusted Build, and Functional Verification of the EMS Adjudication client application.  
The purpose of the source code obfuscation is to conceal the code’s purpose in order to prevent tampering 
and reverse engineering. 

 
3.0 Test Procedures and Results 

 
3.1 Source Code Review 
 

The Source Code Review for the Adjudication application was conducted in accordance with the 2005 
VVSG requirements, and included verifying the previously-reviewed Adjudication 
1.0.14.17603_Source_20130523 was not altered prior to obfuscation.  This was accomplished by creating 
a SHA256 hash value for the source code submitted and verifying the hash values matched those for the 
baseline source code. 
 
The Source Code Review for Adjudication 1.0.14.17603_Source_20130523 included the following 
verification: 
• Selection of programming languages 
• Software integrity 
• Software modularity and programming 
• Control constructs 
• Naming conventions 
• Coding conventions 
• Comment conventions 
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3.2 Trusted Build 
 
NTS qualified personnel performed a Trusted Build for the obfuscated Adjudication application in 
accordance with all EAC 2005 VVSG requirements.  The Trusted Build of the Adjudication client 
software was completed using Dominion’s Trusted Build documentation. The builds were performed 
according to the following steps:  

 
• Clear hard drive of existing data 
• Retrieve the compliant source code 
• Retrieve the installation media for OS, compilers, and build software 
• Construct the build environment 
• Create digital signatures of the pre-source build environment 
• Create a disk image of the pre-source build environment 
• Load the compliant source code into the build environment 
• Create a digital signature of the post-source build environment 
• Create a disk image of the post-source build environment 
• Build the executable code 
• Create the installation media 
• Create a digital signature of the final build environment 
• Create a disk image of the final build environment 
• Create a digital signature of the installation media 
• Install executable code onto the hardware and validate the software/firmware 
• Deliver source code with digital signature, disk image of pre-build environment with digital 

signatures, disk image of post-build environment with digital signatures, executable code with digital 
signatures, and installation media to the EAC Repository. 

 
The Trusted Build for the Dominion Democracy Suite 4.14-A.1 included source code, data, and script 
files in clear text form. Additionally, Dominion Voting Systems provided commercially available media 
and download links for the required COTS software.  NTS Huntsville verified all COTS software by 
generating and verifying hash values from each software supplier. Prior to performing the build, a 
commercially-available software tool was used to clear each sector of the disk drive of any existing data. 
Afterwards, the designated Operating System was loaded and the application was built using the 
previously-verified source code and COTS software. The final step in the process included verifying the 
functionality by installing the application and executing the tests described in the following section. 
 
The Trusted Build process was successfully completed for Adjudication 1.0.14.17603 Obfuscation. 
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3.3 Functionality Testing 
 

The purpose of functional testing was to confirm the application did not encounter any unexpected events, 
loss of data or changes in functionality. 
 
The Functionality Testing for the Adjudication application included verifying the functions listed below. 

 
• Installation and Uninstallation of the EMS Adjudication client application 
• Adding/Deleting application user accounts 
• Transmitting election results from the Central Count server 
• Removing a contest from adjudication 
• Adding/Removing Write-ins 
• Submitting a batch to tally 
• Removing a batch from tally 
• Reopening a ballot 
• Producing reports 
• General navigation throughout the application ensuring high-level error conditions are met 

 
4.0 Technical Data Package Review 

 
The following document submitted for Adjudication was confirmed to comply with the EAC 2005 VVSG 
requirements. The procedures contained in the Adjudication build document were followed to 
successfully perform a Trusted Build of the application. 

 
Democracy Suite 4.14- 
A.1 Adjudication Documents Version Date Document 

Number 
Build Adjudication_4 14_v0 10 0.10 4/7/14 N/A 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

<END OF TEST REPORT> 
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