





































































































































































































































































































































































































































































































































































































9/13/21, 3:26 PM State of Utah Mail - Update, 8/7: Statement from DNI, PPE, NASED Call, Federal Obligation Briefing Follow Up, USPS Updates, a...
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9/13/21, 3:13 PM State of Utah Mail - update
[Quoted text hidden]

Michelle Jackson Thu, Jan 28, 2021 at 5:02 PM
To: Justin Lee

That sounds great. Thanks.
[Quoted text hidden)

F

https://mail.google.com/maillb/ALdeOyeb_BnCSCNithYuHOsz-DQX8-w_vyBNquqVIQMaLnAo/u/O?ik=ce1SZeCB7a&view=pt&search=all&permthi... 2/2






































































































9/13/21, 3:33 PM State of Utah Mail - Base Cost for Presidential Primary

This message, including any attachments, may contain confidential and/or privileged information and is intended to be reviewed only by the individual(s)
named above. If you are not the intended recipient, you are hereby notified that any review, dissemination, or copying of this e-mail and its attachment, if any,
or the information contained herein, is prohibited. If you have received this e-mail in error, please notify the sender immediately by return e-mail and delete this

e-mail from your system, destroy the material in its entirety, whether in electronic or hard copy format.

Sent: Tuesday, August 27, 2019 2:32 PM
To: Brian McKenzie; Tueller, Pam; Rozan Mitchell; Marki Rowley; Abplanalp, Melanie; Cowley,Ryan
Subject: Base Cost for Presidential Primary

[Quoted text hidden]

Brian McKenzie

Justin,

For our county our licensing costs are based annually, so | don't see
any additional baseline costs. Our costs will be specific to the
administration of the election (ballots, postage, poll workers, etc.)
Brian McKenzie, CERA

Chief Deputy Clerk/Auditor

[Quoted text hidden]

| think the costs are more directly related to the numbers of ballots we send and process. All of us have annual
maintenance costs that we pay that are independent of the number of elections. ES&S does charge a programming
fee for counties that are not program your own (PYO); however, the PYO counties pay a much higher fee to be able to
program their own ballots and they have to pay their staff to program their elections for them. In short, | think a per
active voter would be a fairer way to distribute the funds for a presidential primary.

Ryan Cowley

Elections Director - MPA, CERA
https://mail.google.com/mail/b/ALGkdOyeb_6nCSCNidGtYuHOzkX-DQX8-w_vyBNOqdqVIQMaLnAo/u/0?ik=ce182ec37ad&view=pt&search=all&permthi... 2/4



9/—
Weber County
2380 Washington Blvd

Ogden, UT 84401

www.weberelections.com

From: Justin Lee <justinlee@utah.gov>

Sent: Tuesday, August 27, 2019 2:32 PM

To: Brian McKenzie <bmckenzie@co.davis.ut.us>; Tueller, Pam <ptueller@slco.org>; Rozan Mitchell
<RozanMit@utahcounty.gov>; Marki Rowley <mrowley@co.millard.ut.us>; Abplanalp, Melanie
<melanie.abplanalp@washco.utah.gov>; Cowley,Ryan <rcowley@co.weber.ut.us>

Subject: [EXTERNAL]Base Cost for Presidential Primary

CAUTION: This email originated from outside Weber County. Do not click links or open attachments unless you know the
sender and are expecting the link or attachment. Think Before You Click!

[Quoted text hidden]

Rozan Mitchell

| agree with Ryan. | like a per active voter allocation.

Rozan

Get Outlook for iOS

From: Cowley fyan ERREEEEE

Sent: Wednes

[Quoted text hidden]

Justin Lee
To: Marki Rowley

So if we simply based it on active voters, you would have $12,181 available for a presidential primary. Does that sound
like enough, more than enough, or not enough?

Justin Lee

Director of Elections

Office of the Lieutenant Governor

https://mail.google.com/mail/b/ALGkdOyeb_6nCSCNidGtYuHOzkX-DQX8-w_vyBNOqdqVIQMaLnAo/u/0?ik=ce182ec37ad&view=pt&search=all&permthi... 3/4



9/13/21, 3:33 PM State of Utah Mail - Base Cost for Presidential Primary

justinlee@utah.gov

[Quoted text hidden]

Marki Rowley
To: Justin Lee

That should be enough. | calculated our expenses from the 2018 primary and it was just over
$16,000.00 so if it would be similar to the same cost, | think that should be fair. :)

Marki Rowley

This message, including any attachments, may contain confidential and/or privileged information and is intended to be reviewed only by the individual(s)
named above. If you are not the intended recipient, you are hereby notified that any review, dissemination, or copying of this e-mail and its attachment, if any,
or the information contained herein, is prohibited. If you have received this e-mail in error, please notify the sender immediately by return e-mail and delete this

e-mail from your system, destroy the material in its entirety, whether in electronic or hard copy format.

From: Justin Lee
Sent: Wednesday, August 28, 2019 4:16 PM

To: Marki Rowley
Subject: Re: Base Cost for Presidential Primary

[Quoted text hidden]

https://mail.google.com/mail/b/ALGkdOyeb_6nCSCNidGtYuHOzkX-DQX8-w_vyBNOqdqVIQMaLnAo/u/0?ik=ce182ec37a&view=pt&search=all&permthi... 4/4






9/13/21, 3:55 PM State of Utah Mail - Dominion ECOs COTS Computers

[Quoted text hidden]

https://mail.google.com/mail/b/ALGkdOyeb_6nCSCNidGtYuHOzkX-DQX8-w_vyBNOqdqVIQMaLnAo/u/0?ik=ce182ec37a&view=pt&search=all&permthi... 2/2






9/13/21, 3:57 PM State of Utah Mail - Dominion Voting Software

Justin Lee <justinlee@utah.gov>

Dominion Voting Software
1 message

Justin Lee
To: Abby Osborne

Here's a statement you can use regarding questions around Dominion.

All voting equipment used in the state has to be certified by the Lt. Governor's Office. Before the Lt. Governor's office will
certify voting equipment, the company has to demonstrate that the equipment has undergone security testing and
certification from a laboratory accredited by the United States Election Assistance Commission Commission (EAC) and
that the EAC itself has certified the voting equipment.

On top of the accreditation all equipment used in the state undergoes public logic and accuracy testing before voting
begins, and the election results are also audited after the votes are tallied but before the results are certified.

Best,
Justin

Justin Lee

Director of Elections

Office of the Lieutenant Governor
State of Utah

https://mail.google.com/mail/b/ALGkdOyeb_6nCSCNidGtYuHOzkX-DQX8-w_vyBNOqdqVIQMaLnAo/u/0?ik=ce182ec37a&view=pt&search=all&permthi... 1/1









9/13/21, 3:35 PM State of Utah Mail - ES&S Transition from Windows 7 to Windows 10

Thanks Justin.

[Quoted text hidden]
Disclaimer

The information contained in this communication from the sender is confidential. It is intended solely for use by the recipient and
others authorized to receive it. If you are not the recipient, you are hereby notified that any disclosure, copying, distribution or
taking action in relation of the contents of this information is strictly prohibited and may be unlawful.

This email has been scanned for viruses and malware, and may have been automatically archived by Mimecast Ltd, an
innovator in Software as a Service (SaaS) for business. Providing a safer and more useful place for your human generated
data. Specializing in; Security, archiving and compliance. To find out more Click Here.

Mark Mitchell
To: Derek Brenghlev]|
Cc: Justin Lee

In what way do they want to "interface" them?

Mark B. Mitchell
Director of Elections Systems
Office of the Lt. Governor

[Quoted text hidden]

Justin Lee
To: Mark Mitchell
Cc: Derek Brenchle

Justin Lee
Director of Elections
Office of the Lieutenant Governor

[Quoted text hidden]

https://mail.google.com/mail/lb/ALGkdOyeb_6nCSCNidGtYuHOzkX-DQX8-w_vyBNOqdqVIQMalLnAo/u/0%ik=ce182ec37a&view=pt&search=all&permthi... 2/2












9/13/21, 3:37 PM State of Utah Mail - Follow-up Report Review

[Quoted text hidden]

Duncan Evans
To: Jennifer S
Cc: Justin Le

Do you know if Juab County is going to get their request in before June 307? If so, do you know how much that might be. |
just want to make sure we include it in the end of year estimate if we think it will come in.
Thanks,

Duncan Evans
Budget Manager

[Quoted text hidden]

Justin Lee
To: "Alexander
Cc: "Duncan Evans

Alex our response on all three is - The Lieutenant Governor's Office is neutral on policy matters which reside in the
discretion of the Utah Legislature.

Justin Lee

Director of Elections

Office of the Lieutenant Governor
State of Utah

[Quoted text hidden]

Duncan Evans
To: "Alexander
Cc: Justin Lee

Alex,

Here's what it looks like for the election equipment spending:

$2,095,400 as of June 5

+$725,100 for Utah County (I originally estimating a littte more. This still could end up being higher if any other counties
turn something in over the next 20 days, but | don't know if anything else will come in)

$2,820,500 total estimate as of June 30, 2019.

Thanks

Duncan Evans
Budget Manager
Governor's Office of Management and Budget

[Quoted text hidden]

https://mail.google.com/mail/b/ALGkdOyeb_6nCSCNidGtYuHOzkX-DQX8-w_vyBNOqdqVIQMaLnAo/u/0?ik=ce182ec37ad&view=pt&search=all&permthi... 4/5



9/13/21, 3:37 PM

Duncan Evans
To: "Alexander,
Cc: Justin Lee

Alex,

The $41,000 payment request for Juab County just came in. If you are still able to update the report, the total expected
expenditures on June 30, 2019 will be $2,861,500.
Thanks,

Duncan Evans
Budget Manager

https://mail.google.com/mail/b/ALGkdOyeb_6nCSCNidGtYuHOzkX-DQX8-w_vyBNOqdqVIQMaLnAo/u/0?ik=ce182ec37a&view=pt&search=all&permthi...
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9/13/21, 3:34 PM i ; ;
To: Justin Lee

Does that include the on going funds or just the one time funds? | thought those had to be used in the year and could not
be pushed forward.

Sent from my iPhone

On Jul 29, 2019, at 10:12 AM, Justin Lee <justinlee@utah.gov> wrote:

CAUTION: This email originated from outside Weber County. Do not click links or open attachments unless you
know the sender and are expecting the link or attachment. Think Before You Click!

[Quoted text hidden]

To: "Cowley,Ryan"

The ongoing funds have no parameters around them and are not tied to ES&S. Most counties have requested ongoing
funds for Knowlnk, | believe including Salt Lake.

Justin Lee

Director of Elections

Office of the Lieutenant Governor

[Quoted text hidden]

https://mail.google.com/mail/lb/ALGkdOyeb_6nCSCNidGtYuHOzkX-DQX8-w_vyBNOqdqVIQMalLnAo/u/0%ik=ce182ec37a&view=pt&search=all&permthi... 2/2






9/13/21, 3:30 PM

State of Utah Mail - Fwd: 2020 Democratic Primary Results - San Juan County

| apologize that you were not able to leave a message last week. We are working on getting
a new phone system.

With regards to the votes being counted, a preliminary county count was given to the state
on the night of the election which was put on their website elections.utah.gov. We had an
additional 600+ by-mail ballots to process following election day. San Juan County does not
have a large staff with multiple machines to process ballots. We are a small office of 3
people who all wear several hats and have other important responsibilities. Our procedure
for processing by-mail ballots requires multiple individuals, so yes, it does take a few days
to process additional ballots as we need to fit in our other responsibilites.

At this point, we have finished processing those ballots and are only waiting until the end of
canvas period to process a few additional ballots that may need a signature or further
verification. The updated results have been sent to the state to placed on their website and
are also on San Juan County's website.

You are always welcome to come to our office and view our procedure for processing
ballots to gain a better understanding of what we do.

On Tue, Mar 10, 2020 at 12:12 AM Andrew Aristeo Russell
Care to answer my question from several days ago?!!1??7?2???221111112??222211N72?7?7?7

Begin forwarded message:

From: Andrew Aristeo Russell
Da . .
To:
Subject:

Dear Mr. Nielson,

We tried calling your office all weekend and could not leave a message.
Why?

When will the votes finally be counted in San Juan County? You have a
population of 16,000 people. Why is it taking so long?

Our town that | live in has a larger population than your entire county and
we count our votes in a matter of hours. Why is it taking your county
DAYS?

Our next step will be to come down there to demand answers if you don’t
respond.

Please advise.
Thank you,

Andrew Russell

John David Nielson
San Juan County Clerk/Auditor
435.587.3223

John David Nielson
San Juan County Clerk/Auditor

https://mail.google.com/mail/b/ALGkdOyeb_6nCSCNidGtYuHOzkX-DQX8-w_vyBNOqdqVIQMaLnAo/u/0?ik=ce182ec37a&view=pt&search=all&permt... 2/10



9/13/21, 3:30 PM State of Utah Mail - Fwd: 2020 Democratic Primary Results - San Juan County
435.587.3223

John David Nielson
San Juan County Clerk/Auditor
435.587.3223

Justin Lee
To: "Nielson, John D
Cc: Derek Brenchley

I have never heard of them. Let me see if | can find anything out about them. Those are strange emails though.

On Mar 10, 2020, at 5:13 PM, Nielson, John David <jdnielson@sanjuancounty.org> wrote:

[Quoted text hidden]

Justin Lee
To: "Nielson, John
Cc: Derek Brenchley

These are certainly very strange. | can’t find anything on this group. | forwarded this to our election security group to get
their take.

Justin

On Mar 10, 2020, at 5:13 PM, Nielson, John David <jdnielson@sanjuancounty.org> wrote:

[Quoted text hidden]

Benjamin Meh
To: Justin Lee

Looks shady to me. His email address appears to be an individual account, not tied to any organization. There is no
reference to a website where you can get more information about his supposed organization. Organization does not show
up in any Google search.

| would not encourage any conversation with this organization. And | definitely not allow them any access to your
elections systems.

Cheers,
Ben Mehr
Privacy / Compliance Officer

State of Utah
Department of Technology Services

Good evening,

San Juan county received emails from an individual claiming to be from an organization called ClearVoteUSA. No one
in the election community has heard of this group and the email string seems suspicious.

https://mail.google.com/mail/lb/ALGkd0Oyeb_6nCSCNidGtYuHOzkX-DQX8-w_vyBNOqdqVIQMalLnAo/u/0%ik=ce182ec37a&view=pt&search=all&permt... 3/10



9/13/21, 3:30 PM State of Utah Mail - Fwd: 2020 Democratic Primary Results - San Juan County

Curious what anyone is this group thinks of these emails.

Thanks,
Justin

Begin forwarded message:

From: "Nielson, John David"
Date: March 1 ;

Subject: Fwd: 2020 Democratic Primary Results - San Juan County

[Quoted text hidden]

Footlik, Seth
To: Justin Lee

Hey Justin,

My initial impression is that these emails are way too confrontational, and unnecessarily aggressive, for the group to be a
legitimate organization that actually accomplishes anything. I've asked around here, and some folks will try to figure out
what his deal is.

rrom: susin oo I

Sent: Tuesday, March 10, 2020 10:04 PM

To: Election Security |
Subject: Fwd: 2020 Democratic Primary Results - San Juan County

Good evening,

San Juan county received emails from an individual claiming to be from an organization called ClearVoteUSA. No one in
the election community has heard of this group and the email string seems suspicious.

Curious what anyone is this group thinks of these emails.

Thanks,

Justin

Begin forwarded message:

Date: March 1 it
To: Justin Lee

https://mail.google.com/mail/lb/ALGkdOyeb_6nCSCNidGtYuHOzkX-DQX8-w_vyBNOqdqVIQMalLnAo/u/0%ik=ce182ec37a&view=pt&search=all&permt... 4/10




Subject: Fwd: 2020 Democratic Primary Results - San Juan County

[Quoted text hidden]

Mark Mitchell
To: "Nielson, John David"
Cc: Justin Lee

John David,

While we wait for responses to Justin's email to the elections security group, | suggest you forward this to Dan Clark and
Margaret to run up their chain. Since they seem focused on "potential programming that might have occurred with the
central tabulators on the night of the election", ES&S may have other customers that have insight into this group.

Just a thought,
Mark B. Mitchell

Director of Elections Systems
Office of the Lieutenant Governor

Nielson, John Dapgi
To: Mark Mitc
Cc: Justin Le

Hi Mark,

Good idea. Thank you for the advice
[Quoted text hidden]

Justin Le
To: Benjamin Mehr

Thanks Ben.

Justin Lee
Director of Elections
Office of the Lieutenant Governor

[Quoted text hidden]

https://mail.google.com/mail/b/ALGkdOyeb_6nCSCNidGtYuHOzkX-DQX8-w_vyBNOqdqVIQMaLnAo/u/0?ik=ce182ec37ad&view=pt&search=all&permt... 5/10



9/13/21, 3:30 PM State of Utah Mail - Fwd: 2020 Democratic Primary Results - San Juan County

Justin Lee
To: "Footlik, Seth (SU) (FBI)"

Agreed. Thanks much Seth.

Justin Lee
Director of Elections
Office of the Lieutenant Governor

[Quoted text hidden]

Justin Lee
To: "Nielson, John D
Cc: Derek Brenchley

John David,

Ricky and | have asked around to a lot of people and no one has ever heard of this group or individual. Both election and
security professionals are highly wary of this group and have suggested it would not be wise to meet with them both
because of the confrontational nature of the emails and the lack of information about the group.

| think you should respond and let him know you don't feel comfortable setting up a meeting until he provides more
specifics about his organization and the specifics about exactly who he would be bringing with him. If he will provide that
information that should allow us to better vet who they are, and if he won't provide that there is no way you would want to
have that meeting. You probably don't want to take the meeting anyway, but it would be good to get any info about who
this is.

Give me a call if you have any questions.

Thanks,
Justin

Justin Lee
Director of Elections
Office of the Lieutenant Governor

[Quoted text hidden]

Hatch,Ricky
To: Justin Lee
Cc: Derek Brenchley

Google doesn’t bring up any results when | typed in “clearvoteusa” or the author’s name. It brings up Clear Ballot
when | typed in “clear vote usa.” Definitely not the same thing. And no elections info comes up when | search
“Andrew Russell.”

The emails seem pretty antagonistic. The language makes me think they may be related to Verified Voting, who
advocates for all-paper elections. I've reached out to Barbara Simons, Chair Verified Voting’s Board of Directors, but

haven’t heard back.

https://mail.google.com/mail/lb/ALGkdOyeb_6nCSCNidGtYuHOzkX-DQX8-w_vyBNOqdqVIQMalLnAo/u/0%ik=ce182ec37a&view=pt&search=all&permt... 6/10



9/13/21, 3:30 PM State of Utah Mail - Fwd: 2020 Democratic Primary Results - San Juan County

| also emailed election officials from 11 different states, as well as representatives from ES&S, DHS and the
Democracy Fund. If anyone would know of a voting rights organization, these folks would. Eight of them have
responded so far, and none of them have heard of Clear Vote USA or Mr. Andrew Russell, and all of them urged
caution. Here’s what DHS’s CISA director of election security said, “No one on our team is familiar with this organization.

While google does not return anything about the organization, there are a few individuals with a political science or elections nexus
identified when searching for the name provided, that said, we don’t have any knowledge of the authenticity or intent.”

| hope this helps!

R.

Carpe Diem

Ricky Hatch, CPA, CPO
Clerk/Auditor

Weber County

2380 Washington Blvd., Suite 320 | Ogden UT | 84401 USA

#WinninginWeber

Sent: Tuesday, March
To: Nielson, John Davi
Cc: Derek Brenchley
Subject: [EXTERNAL]Re: 2020 Democratic Primary Results - San Juan County

CAUTION: This email originated from outside Weber County. Do not click links or open attachments unless you know the
sender and are expecting the link or attachment. Think Before You Click!

[Quoted text hidden]

You received this message because you are subscribed to the Google Groups "vsug@utah.gov" group.

To unsubscribe from this group and stop receiving emails from it, send an email to vsug+unsubscribe@utah.gov.
To view this discussion on the web visit https://urlprotection-sjl.global.sonicwall.com/click?PV=
1&MSGID=202003110407190100455&URLID=1&ESV=10.0.6.3447&IV=1D54A0A5F97B3AAAED17B04155B501
67&TT=1583899642048&ESN=h9C8fzPTyZUigj3eAdFe%2F2KLukK2IgHgrixuZGBC8Ec%3D&
KV=1536961729279&ENCODED_URL=https%3A%2F %2Fgroups.google.com%2Fa%2Futah.gov%2Fd%

https://mail.google.com/mail/b/ALGkdOyeb_6nCSCNidGtYuHOzkX-DQX8-w_vyBNOqdqVIQMaLnAo/u/0?ik=ce182ec37a&view=pt&search=all&permt... 7/10



9/13/21, 3:30 PM State of Utah Mail - Fwd: 2020 Democratic Primary Results - San Juan County

2Fmsgid%2Fvsug%2FCAM_AUS5yZ7jpdDw--WVnxZCfdjj_eT1ZTBtSqeO_r_MfROB1QEg%2540mail.gmail.com&HK=
75585725D260EAGE665449B6F98D412328DF67D6525C6B35A9D57DF62B145BB6.

Kent Jones

Ce: Derek Brenchiey |

San Juan County surely don’t have 136 precincts. That is a red flag to me.
Kent

[Quoted text hidden]

[Quoted text hidden]

To view this discussion on the web visit https://groups.google.com/a/utah.gov/d/msgid/vsug/
abdcc88d4c0a497db4570adf146a7a4f%40co.weber.ut.us.

Nielson, Joh
To: Justin Lee
Cc: Derek Brenchley

Justin,
Thank you for your work and looking into this. I'll respond to him and then, if you like, let you know what happens from
there.

[Quoted text hidden]

Justin Lee
To: "Nielson, John Dayj
Cc: Derek Brenchley

Please do let me know what happens. | have security folks from the FBI and DHS who are curious as well. [f they send
you a link, do not click on it. If you will forward back any info they send we can have security folks take a look.

Justin Lee

Director of Elections

Office of the Lieutenant Governor

Rk

[Quoted text hidden]

Marki Rowley
To: Kent Jones
"Nielson, John David"
Cc: Derek Brenchley

| was pretty impressed when | seen how many precincts an office with only 3 employees handled
each election. You are super heroesl!! ;)

It sounds like a phishing email to me - the more you respond the more information they will
receive. | would not respond to them anymore.

https://mail.google.com/mail/b/ALGkdOyeb_6nCSCNidGtYuHOzkX-DQX8-w_vyBNOqdqVIQMaLnAo/u/0?ik=ce182ec37ad&view=pt&search=all&permt... 8/10



9/13/21, 3:30 PM State of Utah Mail - Fwd: 2020 Democratic Primary Results - San Juan County
Good luck! :)

Marki Rowley

County Clerk/Commission Secretary
Millard County Clerk's Office

765 S Hwy 99, Ste. 6

Fillmore, UT 84631

This message, including any attachments, may contain confidential and/or privileged information and is intended to be reviewed only by the individual(s)
named above. If you are not the intended recipient, you are hereby notified that any review, dissemination, or copying of this e-mail and its attachment, if any,
or the information contained herein, is prohibited. If you have received this e-mail in error, please notify the sender inmediately by return e-mail and delete this

e-mail from your system, destroy the material in its entirety, whether in electronic or hard copy format.

From: Kent Jones
Sent: Wednesday, March 11, 2020 10:02 AM
To: Hatch,Ricky; Justi i i
Cc: Derek Brenchley;
[Quoted text hidden]

[Quoted text hidden]

To view this discussion on the web visit https://groups.google.com/a/utah.gov/d/msgid/vsug/
DM6PR16MB2569E03D0189F64A5E9F6943C6FC0%40DM6PR16MB2569.
namprd16.prod.outlook.com.

Nielson, Joh
To: Justin Lee
Cc: Derek Brenchley

Will do. Thank you again for your help and information.
[Quoted text hidden]

Footlik, Seth
To: Justin Lee

Our analyst hasn’t found anything on Andrew Artiseo Russel, nor on ClearVoteUSA, to suggest either is legitimate

[Quoted text hidden]

Justin Lee
To: "Footlik, Seth (SU) (FBI)"

Thanks for the info. | advised the county not to take the meeting, but to ask the individual if he would give him any more
information about who the other people are and any info about the group.

https://mail.google.com/mail/lb/ALGkd0Oyeb_6nCSCNidGtYuHOzkX-DQX8-w_vyBNOqdqVIQMalLnAo/u/0%ik=ce182ec37a&view=pt&search=all&permt... 9/10
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Justin Lee
Director of Elections
Office of the Lieutenant Governor

[Quoted text hidden]

https://mail.google.com/mail/b/ALGkdOyeb_6nCSCNidGtYuHOzkX-DQX8-w_vyBNOqdqVIQMaLnAo/u/0?ik=ce182ec37a&view=pt&search=all&perm... 10/10






9/13/21, 3:54 PM State of Utah Mail - Fwd: BYU Computer Science Professor Concerned about Mobile Voting Pilot Project (SB0049)

Read
about the SolarWinds attack: https://www.fireeye.com/blog/threat-research/2020/12/evasive-attacker-

leverages-solarwinds-supply-chain-compromises-with-sunburst-backdoor.html

2

I like to use a home-buying analogy. You would rely on a professional blueprint and an independent
home inspection before purchasing a home. The same applies to a mobile voting application. You should
wait for an approved specification (blueprint) along with

an independent security analysis (home inspection) of a voting app before you adopt it. No such
protections or guarantees exist from reputable, independent secure voting experts.

3)

The Voatz mobile voting app used in Utah spectacularly failed a security analysis. See the Aug 2020
peer-reviewed paper from a top computer security conference. The failure is the software equivalent of
completely failing a home inspection.

A
Ballot is Busted Before the Blockchain
https://www.usenix.org/conference/usenixsecurity20/presentation/specter

4

Blockchain is an overhyped, misunderstood technology. It does not solve the online voting problem
according to a Nov 2020 article by national security experts.
http://people.csail.mit.edu/rivest/pubs/PSNR20.pdf

)

Voters must trust the system. It is unwise to train users to trust their smartphones for voting. The recent
mistrust raised in Dominion voting machines - whether justified or not - illustrates the danger when
voters start to doubt the voting system. Sewing

seeds of distrust will be easy to do with mobile voting by whoever loses an election.

(6)

Blockchain technology does not solve the trust issue. A blockchain can provide evidence to detect that
there has been an attack. It does not prevent an attack. It does not provide evidence on who to blame for
an attack. It also does not help correct the errors.

We can reverse a fraudulent banking transaction weeks or months later, but there is no established way to
reverse an election.

(7)

See this recent letter to Governors from leading security experts advising against online voting:

https://www.aaas.org/programs/epi-center/internet-voting-letter

Recommendation

I
contacted my colleague, Alex Halderman, a computer science professor at Michigan and a leading
electronic voting expert. He suggests the following for Utah:

A
safer approach is to allow remote voters to download a ballot and mail it back. Many states now use so-

https://mail.google.com/mail/b/ALGkdOyeb_6nCSCNidGtYuHOzkX-DQX8-w_vyBNOqdqVIQMaLnAo/u/0?ik=ce182ec37a&view=pt&search=all&permthi... 2/3









9/13/21, 3:54 PM State of Utah Mail - Passphrase

IAN PIPER | CERTIFICATION DIRECTOR

DOMINION VOTING SYSTEMS

j Passphrase.txt
1K

Justin Lee
To: Clinton YINGLING

Can you process this?

Justin Lee
Director of Elections
Office of the Lieutenant Governor

[Quoted text hidden]

[3 Passphrase.txt
— 1K

Justin Lee
To: Clinton YINGLING

Here's the passphrase.

Justin Lee
Director of Elections

-----—-—- Forward e
From: lan Piper

Date: Tue, Mar 23, 2021 at 11:22 AM
Sul
To:

[Quoted text hidden]

u Passphrase.txt
— 1K

https://mail.google.com/mail/b/ALGkdOyeb_6nCSCNidGtYuHOzkX-DQX8-w_vyBNOqdqVIQMaLnAo/u/0?ik=ce182ec37ad&view=pt&search=all&permthi... 2/2









9/13/21, 3:35 PM State of Utah Mail - Question

[Quoted text hidden]
[Quoted text hidden]
[Quoted text hidden]

|5image001 "|Eg>|

[Quoted text hidden]

Justin Lee
To: Bryan Schott
Cc: Kirsten Rapple
Bcc: Mark Mitchell

27 of our counties (Salt Lake and Beaver are the exceptions as of right now) will be using ES&S systems in 2020, which
use Windows 7. It it important to note that these are the air gapped voting systems that are never connected to the
internet, so someone would have to be on site to actually compromise any of these systems, and it is also important to
remember that there is no indication that any of these air gapped voting systems were targeted in 2016.

We have talked to ES&S and they are incorporating Windows 10 into their newer versions, so there will be an opportunity
for upgrading in the future, and ES&S and Microsoft will continue to provide support for Windows 7 in the meantime. Our
office will continue to work with ES&S and the counties to shore up all of our voting systems and mitigate any
vulnerabilities.

Justin Lee
Director of Elections
Office of the Lieutenant Governor

[Quoted text hidden]

Justin Lee
To: Derek Brenchley

[Quoted text hidden]

Justin Lee
To: Derek Brenchley

My response to Bryan Schott.
Justin Lee

Director of Elections

Office of the Lieutenant Governor
State of Utah

[Quoted text hidden]

https://mail.google.com/mail/b/ALGkdOyeb_6nCSCNidGtYuHOzkX-DQX8-w_vyBNOqdqVIQMaLnAo/u/0?ik=ce182ec37ad&view=pt&search=all&permthi... 3/3






9/13/21, 3:36 PM State of Utah Mail - Ranked Choice Voting questions

Our office does not have specific data on the cost savings related to RCV elections, since the first two cities to try it will
not have elections until later this fall. We also do not collect data on the cost of local elections, although counties or
municipalities would likely have their own data. Utah does not have runoff elections, but simply primary and general
elections.

All the best,

Justin Lee

Director of Elections

Office of the Lieutenant Governor

[Quoted text hidden]

https://mail.google.com/mail/b/ALGkdOyeb_6nCSCNidGtYuHOzkX-DQX8-w_vyBNOqdqVIQMaLnAo/u/0?ik=ce182ec37a&view=pt&search=all&permthi... 2/2












9/13/21, 3:31 PM State of Utah Mail - VSTL Lab Results for RCV Universal Tabulator

Justin Lee <justinl i :
To: Josh Daniels
Cc: Derek Brenchlei

Good news. | believe under 20A-5-802(2) they should submit that to our office for certification.

Justin Lee

Director of Elections

Office of the Lieutenant Governor
State of Utah

[Quoted text hidden]

Great, thanks. We'll coordinate with ES&S to see if we can submit together and, failing that, we'll submit it on our own.

-chris
[Quoted text hidden]

Hi Justin,

What do we need to submit to your office to officially submit the Universal RCV Tabulator? | apologize for the delay in
emails here, | was in Japan on vacation and so away from email.

-chris
[Quoted text hidden]

Justin Lee
To: Derek Brenchley

Can you send them what we need?
Justin Lee

Director of Elections

Office of the Lieutenant Governor
State of Utah

[Quoted text hidden]

https://mail.google.com/mail/b/ALGkdOyeb_6nCSCNidGtYuHOzkX-DQX8-w_vyBNOqdqVIQMaLnAo/u/0?ik=ce182ec37ad&view=pt&search=all&permthi... 2/2
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