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EXHIBIT 2

Letter from Pamela S. Karlan, Principal Deputy Assistant Attorney General,
Civil Rights Division, to Arizona Sen. Karen Fann (May 5, 2021)



U.S. Department of Justice
Civil Rights Division

May 5, 2021
VIA EMAIL

The Honorable Karen Fann

President, Arizona State Senate

1700 West Washington Street, Room 205
Phoenix, AZ 85007

Dear Senator Fann:

I write regarding issues arising under federal statutes enforced by the United
States Department of Justice that are related to the audit required by the Arizona State
Senate for the November 2020 federal general election in Maricopa County. News
reports indicate that the Senate subpoenaed ballots, elections systems, and election
materials from Maricopa County and required that they be turned over to private
contractors, led by a firm known as Cyber Ninjas.

The Department has reviewed available information, including news reports and
complaints regarding the procedures being used for this audit. The information of
which we are aware raises concerns regarding at least two issues of potential non-
compliance with federal laws enforced by the Department.

The first issue relates to a number of reports suggesting that the ballots, elections
systems, and election materials that are the subject of the Maricopa County audit are no
longer under the ultimate control of state and local elections officials, are not being
adequately safeguarded by contractors at an insecure facility, and are at risk of being
lost, stolen, altered, compromised or destroyed.? Federal law creates a duty to
safeguard and preserve federal election records. The Department is charged with
enforcement of provisions of the Civil Rights Act of 1960, 52 U.S.C. §§ 20701-20706.

This statute requires state and local election officials to maintain, for twenty-two
months after the conduct of an election for federal office, “all records and papers”
relating to any “act requisite to voting in such election...” Id. at § 20701. The purpose of

! See, e.q., https:/ /www.azfamily.com/news/investigations/cbs 5 investigates/security-lapses-plague-
arizona-senates-election-audit-at-state-fairerounds/article b499aee8-a3ed-11eb-8f94-bfc2918c6cc9.html;
https:/ /www.azmirror.com/2021/04/23/experts-raise-concerns-about-processes-transparency-as-
election-audit-begins/; https:/ /tucson.com/news/local/arizona-senate-issues-subpoena-demanding-
access-to-2-million-plus-ballots-cast/article a426fc7b-60d8-5837-b244-17e5c2b2ddb4.html;

https:/ /www.azmirror.com/2021/02/26/judge-sides-with-senate-says-maricopa-must-turn-over-
election-materials-for-audit/
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https://www.azfamily.com/news/investigations/cbs_5_investigates/security-lapses-plague-arizona-senates-election-audit-at-state-fairgrounds/article_b499aee8-a3ed-11eb-8f94-bfc2918c6cc9.html
https://www.azmirror.com/2021/04/23/experts-raise-concerns-about-processes-transparency-as-election-audit-begins/
https://www.azmirror.com/2021/04/23/experts-raise-concerns-about-processes-transparency-as-election-audit-begins/
https://tucson.com/news/local/arizona-senate-issues-subpoena-demanding-access-to-2-million-plus-ballots-cast/article_a426fc7b-60d8-5837-b244-17e5c2b2ddb4.html
https://tucson.com/news/local/arizona-senate-issues-subpoena-demanding-access-to-2-million-plus-ballots-cast/article_a426fc7b-60d8-5837-b244-17e5c2b2ddb4.html
https://www.azmirror.com/2021/02/26/judge-sides-with-senate-says-maricopa-must-turn-over-election-materials-for-audit/
https://www.azmirror.com/2021/02/26/judge-sides-with-senate-says-maricopa-must-turn-over-election-materials-for-audit/
https://www.azmirror.com/2021/02/26/judge-sides-with-senate-says-maricopa-must-turn-over
https://tucson.com/news/local/arizona-senate-issues-subpoena-demanding
https://www.azmirror.com/2021/04/23/experts-raise-concerns-about-processes-transparency-as
https://www.azfamily.com/news/investigations/cbs_5_investigates/security-lapses-plague

these federal preservation and retention requirements for elections records is to “secure
a more effective protection of the right to vote.” State of Ala. ex rel. Gallion v. Rogers, 187
E. Supp. 848, 853 (M.D. Ala. 1960), aff'd sub nom. Dinkens v. Attorney General, 285 F.2d 430
(5th Cir. 1961) (per curiam), citing H.R. Rep. 956, 86th Cong., 1st Sess. 7 (1959); see also
Federal Prosecution of Election Offenses, Eighth Edition 2017 at 75 (noting that “[t]he
detection, investigation, and proof of election crimes - and in many instances Voting
Rights Act violations - often depend[s] on documentation generated during the voter
registration, voting, tabulation, and election certification processes”).?

If the state designates some other custodian for such election records, then the
Civil Rights Act provides that the “duty to retain and preserve any record or paper so
deposited shall devolve upon such custodian.” 52 U.S.C. § 20701. The Department
interprets the Act to require that “covered election documentation be retained either
physically by election officials themselves, or under their direct administrative
supervision.” See Federal Prosecution of Election Offenses at 79. In addition, if the state
places such records in the custody of other officials, then the Department views the Act
as requiring that “administrative procedures be in place giving election officers ultimate
management authority over the retention and security of those election records,
including the right to physically access” such records. Id. We have a concern that
Maricopa County election records, which are required by federal law to be retained and
preserved, are no longer under the ultimate control of elections officials, are not being
adequately safeguarded by contractors, and are at risk of damage or loss.

The second issue relates to the Cyber Ninjas” statement of work for this audit.3
Among other things, the statement of work indicates that the contractor has been
working “with a number of individuals” to “identify voter registrations that did not
make sense, and then knock on doors to confirm if valid voters actually lived at the
stated address.” Statement of Work at 9§ 2.1. The statement of work also indicates that
the contractor will “select a minimum of three precincts” in Maricopa County “with a
high number of anomalies” in order “to conduct an audit of voting history” and that
voters may be contacted through a “combination of phone calls and physical
canvassing” to “collect information of whether the individual voted in the election” in
November 2020. Statement of Work at 9 5.1. This description of the proposed work of
the audit raises concerns regarding potential intimidation of voters. The Department
enforces a number of federal statutes that prohibit intimidation of persons for voting or
attempting to vote. For example, Section 11(b) of the Voting Rights Act provides that
“No person, whether acting under color of law or otherwise, shall intimidate, threaten,
or coerce, or attempt to intimidate, threaten, or coerce any person for voting or
attempting to vote, or intimidate, threaten, or coerce, or attempt to intimidate, threaten,
or coerce any person for urging or aiding any person to vote or attempt to vote...” 52

2 See https:/ /www.justice.gov/criminal/file /1029066 / download
3 See https:/ /www.washingtonpost.com/ context/cyber-ninjas-statement-of-work /2013a82d-a2cf-48be-
8e9f-a26bfd5143e5/



https://www.justice.gov/criminal/file/1029066/download
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https://www.washingtonpost.com/context/cyber-ninjas-statement-of-work/2013a82d-a2cf-48be-8e9f-a26bfd5143e5/
https://www.washingtonpost.com/context/cyber-ninjas-statement-of-work/2013a82d-a2cf-48be
https://www.justice.gov/criminal/file/1029066/download

U.S.C. §10307(b). Past experience with similar investigative efforts around the country
has raised concerns that they can be directed at minority voters, which potentially can
implicate the anti-intimidation prohibitions of the Voting Rights Act. Such investigative
efforts can have a significant intimidating effect on qualified voters that can deter them
from seeking to vote in the future.

We would appreciate your response to the concerns described herein, including
advising us of the steps that the Arizona Senate will take to ensure that violations of
federal law do not occur.

Sincerely,

AN

Pamela S. Karlan

Principal Deputy Assistant Attorney General
Civil Rights Division
pamela.karlan@usdoj.gov

cc:  Glenn McCormick, Acting United States Attorney for the District of Arizona
Mark Brnovich, Arizona Attorney General
Katie Hobbs, Arizona Secretary of State
Stephen Richer, Maricopa County Recorder


mailto:pamela.karlan@usdoj.gov
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Caltech/MIT Voting Technology Project, Summary Report, Election Auditing,
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whole or in part for non-commercial or educational purposes so long as full attribution to
its authors is given.



PREFACE

On December 7 and 8, 2018, The Caltech/MIT Voting Technology Project
(VTP) hosted the Multidisciplinary Conference on Election Auditing, or
“Election Audit Summit,” for short, at the Massachusetts Institute of Tech-
nology in Cambridge, Massachusetts. The conference was organized by a
small group of academics and practitioners from across the United States:

» R. Michael Alvarez (Caltech)

» Jennifer Morrell (Democracy Fund, Election Validation Project)
» Ronald Rivest (MIT)

» Philip Stark (UC Berkeley)

» Charles Stewart III (MIT)

Inspired by the groundswell of interest in risk-limiting audits and other rig-
orous methods to ensure that elections are properly administered, the confer-
ence assembled an eclectic mix of academics, election officials, and members
of the public to explore these issues. The essays in this report briefly sum-
marize many of the presentations made at the Audit Summit, while the first
chapter ties together the themes of the Summit into one package.

A permanent record of the conference, including video of all the sessions, ex-
ists online at https://electionlab.mit.edu/election-audit-summit.
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INTRODUCTION: THOUGHTS FROM THE ELECTION AUDIT SUMMIT

INTRODUCTION: THOUGHTS FROM
THE ELECTION AUDIT SUMMIT

For nearly twenty years Americans have
been faced with questions about the integ-
rity of their country’s elections. Challeng-
es to election integrity arise for a variety
of reasons, ranging from bad luck, to mis-
takes, to malicious behavior. The possi-
bility that something might happen in the
conduct of an election that might place the
correctness of its conclusions at risk have
led many to ask the question:

“How do we know that the election
outcomes announced by election of-
ficials are correct?”

Ultimately, the only way to answer a ques-
tion like this is to rely on procedures that
independently review the outcomes of elec-
tions, to detect and correct material mis-
takes that are discovered. In other words,
elections need to be audited.

CHARLES STEWART lli

Massachusetts Institute of Technology

R. MICHAEL ALVAREZ

California Institute of Technology

But how?

The broad topic of auditing elections was
the subject of the Election Audit Summit,
a public conference held at the Massachu-
setts Institute of Technology in December
2018. This report presents a summary of
the viewpoints presented at that confer-
ence. This introductory chapter frames the
issues that brought the conference togeth-
er and presents some summary thoughts
about how the practice of auditing can be
more thoroughly incorporated into the
practice of administering elections in the
United States.

From the outset, it should be said that the
purpose of the Summit was not solely to
share ideas about auditing. A second pur-
pose was to help build bridges between ac-
ademic researchers and practitioners in the
elections field—communities that have of-

iii



KEY ISSUES & PERSPECTIVES IN POST-ELECTION AUDITING

ten been at loggerheads over the need for,
and proper scope of, election auditing.

We believe the conference was a success,
both on the intellectual and communi-
ty-building fronts. Evidence of that suc-
cess—at least on the intellectual side—is
contained within the covers of this report.

The short papers that follow contain sum-
maries of nearly all the presentations made
at the conference. These papers range across
a variety of topics, including theoretical
and practical issues related to post-election
tabulation audits, audits of non-tabulation
processes, changes needed in the legal and
business environments to accommodate
the greater implementation of election au-
dits, and applications of audits to settings
outside the United States.

Readers of this report who want
more than what is contained in this
report are invited to visit the confer-
ence website, where slides from the
presentations and videos of all pan-
els are located. The URL for that
website is https://electionlab.mit.
edu/election-audit-summit.

The rest of this chapter provides an intro-
duction to the issues addressed at the con-
ference and in the rest of this report. It is
organized around eight questions:

What are audits for?

Why do we need audits?

What do we want to audit?

Who should do audits?

Why should people believe the results of
post-election audits?

How often are audits needed?

»

»

»

»

»

»

iv

» How do we get states and counties to
implement election audits?
What can Americans learn about audit-

ing from other countries?

»

WHAT ARE AUDITS FOR?

Election audits are intended to accomplish
two things. The first is to ensure that the
election was properly conducted, that elec-
tion technologies performed as expected,
and that the correct winners were declared.
The second is to convince the public of the
first thing. Convincing the public that the
election was properly conducted and that
the correct winners were declared is a core
activity of establishing legitimacy in a de-
mocracy.

Of course, whether audits actually instill
confidence is an empirical question. There
is scant research into whether post-election
audits in the United States actually serve
this legitimating purpose. And, indeed, as
Emily Beaulieu’s presentation and essay
in this report demonstrate, there are cases
in overseas elections where the process of
election scrutiny has undermined public
confidence in those elections.

Still, the purpose of the Summit was to help
the nation move ahead in applying higher
quality control standards to the conduct of
elections. As the presentations and the dis-
cussion made abundantly clear, it is insuffi-
cient simply to develop fine-tuned and sci-
entifically justified modes of auditing. It is
also necessary to develop communications
plans, so that the public understands the
purpose and processes behind these audits,
that the results of any auditing are available
to stakeholders and the public, and that the
conduct of audits becomes part of the pride
a community has in conducting clean elec-
tions.
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WHY DO WE NEED AUDITS?

Solid evidence can be adduced that elec-
tions in the United States have become, on
the whole, better-run since the 2000 presi-
dential election highlighted serious short-
comings in vote tabulation, ballot design,
voter registration, mail-ballot administra-
tion, poling-place operations, and recount
laws. At the same time, the shortcomings
identified in 2000 have only been incom-
pletely addressed, as new challenges—such
as cybersecurity threats and aging voting
equipment—have emerged.

One result is that although Americans re-
main as confident that their own ballots are
counted as intended as they were in the ear-
ly 2000s, their confidence in the vote-count
nationwide has fallen steadily since then.'
Following the 2018 election, approximate-
ly 40% of respondents to a post-election
academic poll stated that people breaking
into election computer systems and voting
equipment was either a “major problem” or
“a problem.”? Furthermore, although most
Americans are confident that the voting
equipment they use is hard to hack, recent
criticism of electronic voting equipment
has led to a decline in support for those sys-
tems.?

Michael W. Sances and Charles Stewart III. “Parti-
sanship and confidence in the vote count: Evidence
from US national elections since 2000.” Electoral
Studies 40 (2015): 176-188; Betsy Sinclair, Steven S.
Smith, and Patrick D. Tucker. ““It’s Largely a Rigged
System:” Voter Confidence and the Winner Effect in
2016,” Political Research Quarterly 71, no. 4 (2018):
854-868.

2 These findings are based on responses to the MIT
module of the 2018 Cooperative Congressional
Election Study (CCES).

3 Charles Stewart III and Dunham, James, “Atti-
tudes toward Voting Technology, 2012-2018.” Paper
presented at the annual meeting of the Midwest
Political Science Association, April 4-7,2019. Avail-
able at SSRN: https://ssrn.com/abstract=3363708 or
http://dx.doi.org/10.2139/ssrn.3363708.

Moving beyond confidence in the vote and
the voting equipment, recent stories ema-
nating from the 2017 and 2018 elections
show what happens when attention to all
the details that make up an election are
not carefully attended to. For instance, in
a 2017 state legislative election that deter-
mined which party would control the Vir-
ginia House of Delegates, it was discovered
that 26 voters in that district had been in-
correctly assigned to vote in that district.*
The 2018 U.S. Senate race in Florida may
have been determined by poor ballot layout
in parts of Broward County.®> In 2018 there
were a number of reported SNAFUS with
respect to California’s new “motor voter”
registration process, in particular regard-
ing how the state’s Department of Motor
Vehicles was collecting and processing vot-
er registration and re-registration requests,
and reports that the registration system it-
self may have been the target of hackers.®

Events like these illustrate why it is im-
portant for states and localities to engage
in comprehensive programs of auditing and
quality assurance for every aspect of elec-
tion management. Election margins are as
close these days as they have been in Amer-
ican history; with partisan polarization,
small electoral margins can produce huge
policy swings. A lot is riding on getting all
the details right, and on communicating
that to stakeholders and voters.

* Laura Vozzella and Ted Mellnik, “Va. election
officials assigned 26 voters to the wrong district. It
might’ve cost Democrats a pivotal race.” Washing-
ton Post, May 13, 2018.

5 Larry Barszewski , Lois K. Solomon , Rafael Olme-
da and Skyler Swisher, “Broward recount appears
to confirm thousands skipped voting in hotly con-
tested Senate race,” South Florida Sun Sentinel, Nov.
16, 2018.

¢ John Myers, “Hackers attacked California DMV
voter registration system marred by bugs, glitches.”
Los Angeles Times, April 9, 2019.
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WHAT DO WE WANT TO AUDIT? (EXPANDING
THE CONCEPT OF AN AUDIT)

Formal audits of vote tabulations have been
occurring in the United States ever since
California mandated post-election audits in
the 1960s. By the 2018 election, roughly 30
states required some form of post-election
tabulation audit. The typical form of these
audits is to require a hand recount of the
ballots in a fixed percentage of precincts,
usually 1%. These percentages vary consid-
erably across states and, of course, there is
still a substantial minority of states with
no requirement for post-election tabulation
audits at all.

A lot has changed in elections since the
1960s, and this is reflected in advances in
the practice and theory of election auditing.
Dylan Lynch’s contribution to this report
discusses the state of auditing requirements
across the states, as of late 2018.7

Among the audit topics covered in the con-
ference and in this report are the following:

Risk-limiting audits (RLA). An RLA is a
post-election tabulation audit in which a
random sample of voted ballots is manually
examined for evidence that the originally
reported outcome of the election is correct.®
The RLA examines an increasing number
of ballots until there is sufficiently strong
evidence that looking at all ballots would
show that the originally reported outcome
is correct. In the limiting case, which is
likely to be rarely encountered, all ballots
must be examined, as in a recount. If the

7 Lynch’s presentation at the Summit may be found
at 48:08 of the conference video: https://[youtu.
be/t-cYEVOKWxc?t=2888.

8Here, correct means that an accurate manual tabu-
lation of all validly cast ballots would give the same
winner(s). RLAs can correct tabulation errors, but
assume the paper trail is trustworthy; establishing
this would take the form of a compliance audit.

vi

originally reported outcome is in fact in-
correct, there is a pre-specified minimum
chance that the audit will correct the result.
The correction is made by performing a full
manual tally. As its name suggests, an RLA
limits the risk of certifying a contest with
the wrong winner.

Much of this report concerns RLAs. Philip
Stark’s essay on “RLAs and Evidence-Based
Elections” provides a grounding in the gen-
eral topic of RLAs.” Essays by Neal McBur-
nett and Hillary Rudy, that arise out of the
experience with RLAs in Colorado, provide
insightful comments from experienced
practitioners.’® The essay by Jay Bagga and
Bryan Byers provides insights into RLA
pilots conducted in Indiana — a state that
currently has no statewide post-election
audit requirement of any sort."

Auditing who gets which ballot. Ballots in
the United States are the longest in the
world, at least when measured by the num-
ber of offices and questions (referenda and
initiatives) that appear on the ballots. This
is only partly because of federalism and
the need to elect officials at three levels of
government, federal, state, and local. It is
also because state and local governments
put offices on the ballot that in other coun-
tries would be appointed by the governing
authorities. Members of the U.S. House
of Representatives and many state and lo-
cal officials are elected in districts. These

? Stark’s presentation may be found at 26:20 of the
conference video: https://yvoutu.be/t-cY EVOKWx-
c?t=1580. Ronald Rivest’s presentation addressed
new developments in the area of RLAs: https://vou-
tu.be/kY5siXsgWUI?t=116.

1© The panel on the Colorado experience may be
found on the conference video here: https://youtu.
be/1cbEIHGePrA.

1 The panel on “Looking beyond Colorado” may be
found on the conference video here: https://voutu.
be/r4jX6CVeBpk.
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districts overlap one another in haphazard
ways. It is usually the case that the unique
combination of offices and questions that
appear on the ballot in one precinct are dif-
ferent from the neighboring precinct. To
ensure that voters vote on the correct mat-
ters—that is, are given the correct ballot—
requires careful attention to detail among
state and local officials.

The Summit presentation of Michael Mc-
Donald, from the University of Florida,
powerfully made the case that that voters
are oftentimes given the wrong ballot, be-
cause the legal definitions of precincts do
not always align with geography.'? These
problems can be caused by a number of rea-
sons. For instance, states that define dis-
tricts using Census Bureau geography often
don’t account for the fact that the defini-
tions of this geography can change between
decennial censuses. Or, addresses may be
improperly geo-coded. McDonald makes
a strong argument for periodic auditing of
the assignment of voters to districts, and
that states and localities do a better job at
collecting data on district boundaries.

Auditing ballot design. Many of the people
who are now academic leaders in the study
of voting technology got their start because
of the poor ballot design in Florida during
the 2000 presidential election. As Whitney
Quesenbery, of the Center for Civic Design,
points out in her contribution to this report,
history has shown that poorly designed bal-
lots, including hand-marked and -verified
ballots, can mislead voters."® Organizations
like the Center for Civic Design have made

12 McDonald’s presentation may be found at 43:23
of the conference video: https://youtu.be/eFks-
xHZH50?t=2603.

13 Quesenbery’s presentation may be found at

1:06:21 of the conference video: https://voutu.be/
eFks-xHZH50?t=3981.

election officials aware of ballot-design
best practices,'* and these best practices
have been disseminated by the EAC." But,
even well-intended ballots may hold unan-
ticipated problems, which raises the impor-
tance of pre-testing ballots on humans. It
also suggests an opening for vendors and
civic tech groups to create applications to
help test ballot designs against these prac-
tices.

Auditing everything else. The essay by R.
Michael Alvarez in this report contains the
most direct expression of the need to “au-
dit everything.”’® Noting the importance
of procedures such as logic-and-accura-
cy tests and post-election audits, Alvarez
writes that, nonetheless:

a “logic and accuracy” test of voting
equipment used for in-person bal-
lot marking on Election Day or in
a vote center doesn’t shed any light
on the integrity of a jurisdiction’s
voting-by-mail process, nor does a
post-election ballot audit help us
determine the integrity or accuracy
of a jurisdiction’s voter registration
process and databases. For a more
complete assessment of the integrity
of an election in a state or county, we
need different and more comprehen-
sive methodologies that can eval-
uate the performance of the entire
election jurisdiction’s “eco-system."

14 https://civicdesign.org/fieldguides/

15 https://[www.eac.gov/election-officials/design-
ing-polling-place-materials/.

16 Alvarez’s presentation may be found at 25:59
of the conference video: https:/[voutu.be/eFks-
xHZH50?t=1559.

vii
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In the spirit of this quote, Alvarez discusses
a comprehensive assessment project he and
his students at Caltech undertook during
the 2018 primaries and general election in
Orange County, California to assess a va-
riety of election procedures, ranging from
mail-ballot transmission to voter registra-
tion accuracy, to the monitoring of social
media.

WHO SHOULD DO AUDITS?

As audits become regarded as more of a
central feature to election administration,
an important question emerges: who does
the auditing? Presently, post-election audits
are typically conducted by the authorities
who conduct the elections, with the State
of Connecticut being a notable exception.”
However, it is conceivable (some might even
say advisable) that post-election auditing be
done by independent third parties.

Taking the lead from the world of finance,
there would seem to be advantages to es-
tablishing independent election audit
boards. Related to this point, Bill Kresse, a
CPA who teaches auditing and financial fo-
rensics, made the point at the last Summit
panel that all states have financial auditors
who could supply an instant and willing
army of individuals who would be at home
in the world of ballot-level audits."®

Unfortunately, most jurisdictions seem un-
willing to go the next step to establish com-
pletely independent auditing procedures,
but that does not mean these jurisdictions
are unresponsive to the need to “guard the

17 The Center for Voting Technology Research (VoT-
eR) at the University of Connecticut. Audit reports
are contained at this Web site: https://voter.engr.
uconn.edu/voter/audits/.

18 Kresse’s presentation may be found at 41:44 of
the conference video: https://voutu.be/LLNX-
0e]9]mU?t=2504.

guardians.” For instance, as was noted in
the Summit panel that reviewed Colorado’s
experience implementing post-elect au-
diting, even though election workers were
the ones who provided the person-pow-
er to audit the results, they did not know
which ballots would be reviewed until the
audit began. (Furthermore, all stages of the
post-election audit were viewed by the pub-

lic.)

Taking a step away from the formal audit-
ing process, the Summit raised the issue of
the public reviewing the results of the elec-
tion and effectively crowdsourcing an audit.
The case of North Carolina’s 9th congres-
sional district in 2018 is close to an example
of this. In that election, Republican Mark
Harris initially appeared to beat Democrat
Dan McCready by 905 votes. However, sto-
ries quickly emerged alleging absentee-bal-
lot irregularities in Bladen County that
were orchestrated by Republican political
operative McRae Dowless. After a hearing
by the North Carolina State Board of Elec-
tions (NCSBOE), the board failed to certi-
fy the election because of the irregularities
and called a new election.

A lot went into the charges of irregularities
and the investigation that ensued. Certain-
ly, one factor that helped the charges gain
traction is the fact that the NCSBOE main-
tains one of the most complete election data
sites in the country that include detailed
data files that document the request, distri-
bution, return, and resolution of every mail
ballot requested in the state. This allowed
state investigators, journalists, academics,
and citizen enthusiasts to search the record
on their own, not only to confirm what of-
ficials were finding, but to examine wheth-
er there were instances of “District Nine
behavior.” The 9th CD episode illustrates
the importance of making administrative
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data from elections available to the pub-
lic in a usable format, and also illustrates
that wrongdoing can sometimes be detect-
ed outside of formal post-election auditing
programs.

WHY SHOULD PEOPLE BELIEVE THE RESULTS
OF POST-ELECTION AUDITS?

A criticism made of states that have no re-
quirements for post-election auditing is
that they provide no way for the public to
be assured that election outcomes are the
correct ones, other than accept election of-
ficials when they say, “trust us.” The prom-
ise of more sophisticated techniques, such
as risk-limiting audits, is that they not only
require a strict adherence to chain-of-cus-
tody and auditing protocols, but they can
provide a mathematically rigorous away to
quantify how confident we should be that
election results are correct.

There are problems with both sets of claims
made in the preceding paragraph, of course.
As to the criticism that the lack of a formal
program of post-election auditing leaves
candidates and the public simply to trust
election administrators, it can be said that
even states that do not require audits have
practices that allow for independent ob-
servation of polling places, vote counting,
tabulation, and canvassing. All states allow
close elections to be re-counted, and the re-
sults of recounts no doubt inform the public
about the quality of vote counting overall.

As a result, voters trust election returns
even in the absence of auditing. In the 2016
Survey of the Performance of American
Elections, for instance, 91% of respondents
from states that required no post-election
audits at all stated that they were very con-
fident or somewhat confident that their
votes were counted as cast. This contrasts
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with 90% of respondents from states that
required post-election audits. Even without
formal audits, voters already express a high
level of confidence that votes are counted
accurately.

As to the promise that most sophisticated,
mathematically rigorous techniques will
convince candidates and the public of the
veracity of election returns, one only need
remember the notoriously poor level of
“numeracy” that besets the American pub-
lic. Even among the numerically sophis-
ticated, understanding how risk-limiting
audits work requires a level of statistical
knowledge few people possess. As a result,
adopting risk-limiting audits risks asking
the public to shift blind trust from election
officials to statisticians, which, in this age
of skepticism about elite expertise, would
seem to be a non-starter.”

The answer to this conundrum lies in the
middle. Even trustworthy individuals make
mistakes, and at the very least, rigorous
auditing regimes can protect against those
mistakes. Beyond this minimalist justifica-
tion for pursuing better auditing methods,
we should remember that some of the most
critical electoral crises in recent memory
have occurred due to problems that were
flying below the radar, unnoticed by the
public. The fact that the public at large
does not appear to be overly alarmed at the
quality of vote-counting does not mean that
quality controls are currently adequate.

At the same time, proponents of more so-
phisticated measures, such as risk-limiting
audits, have work to do in explaining how
their procedures work and why the public
should trust them. At the Summit, the par-

® The Summit presentation of William Kresse, cit-
ed above, provides further insights into the need to
make RLAs “judge-friendly” and “media-friendly.”
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ticipants took part in an hour-long simula-
tion of a ballot-polling RLA. As the exercise
proceeded, it was clear that many of the
participants failed to grasp the instructions
and got lost in the process. This was a pal-
pable sense to many in the room that mov-
ing RLAs from being the preferred method
of auditing among the in-the-know experts
to being widely accepted among regular
citizens still has a long way to go.

HOW OFTEN ARE AUDITS NEEDED?

An important and overlooked issue in the
movement toward more and more sophisti-
cated post-election tabulation audits is the
question of which elections to audit, and
how frequently to audit them. As William
Kresse noted in the final panel of the Sum-
mit, financial audits do not always cover
the same material, nor at the same level of
detail every time.

Is there something to be learned in the
election auditing realm? Certainly, returns
for high-visibility offices, such as U.S. pres-
ident and state governors, should be sub-
jected to risk-limiting audits every time.
But, should every school board race or state
legislative seat be equally scrutinized every
time? This is where the American “long
ballot” raises practical issues regarding
post-election tabulation audits. As states
become comfortable with risk-limiting au-
dits and anticipate expanding them down
the ballot, an important topic to consider is
which down-ballot races should be audit-
ed, at what frequency, and chosen based on
what process?

Furthermore, as already noted, tabulation
is not the only election administration de-
tail that should be subjected to auditing and
other quality control procedures. How of-
ten should an audit of district assignments,

of the sort discussed by Michael McDonald,
be conducted, for instance?

HOW DO WE GET STATES AND COUNTIES TO
IMPLEMENT ELECTION AUDITS? (THE HERE-
TO-THERE PROBLEM)

Expanding the prevalence of auditing is a
goal shared by a wide variety of election re-
formers and election administrators. The
auditing culture has certainly expanded
over the past decade. In 2008, fewer than
half of the states, 23, required any sort of
post-election tabulation audit. By 2016, that
number had grown to 34, plus the District
of Columbia.?

Of course, with only 34 states currently
requiring any sort of post-election tabula-
tion audit, and only three states requiring
RLAs, there is still a long way to go before
RLAs become ubiquitous.

It is clear that the expansion of election au-
diting will most likely be a state-by-state
affair. Recent legislation introduced in
both the House and Senate would mandate
that all federal elections include post-elec-
tion auditing. However, the legislation has
stalled, over White House opposition and
conflict over states’ rights issues. At the
same time, concern over cyber threats has
caused states without auditing require-
ments to consider them, and for states with
those requirements to investigate strength-
ening them.

Three of the chapters in this report, by Neal
McBurnett, Hilary Rudy, and Jay Bagga
and Bryan Byers, provide insights into how
RLAs might be expanded, based on obser-
vations from one state that has already im-
plemented them (Colorado) and from anoth-
er state that is exploring the issue (Indiana).

20 https://elections.mit.edu/#indicatorPro-
file-PEAR.
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Colorado’s experience lays out one blue-
print for how RLAs might be rolled out on
a statewide basis. Colorado, which first im-
plemented statewide RLAs for the election
in 2017 (which included local, municipal,
and special district elections), has been the
pioneer in the field. One factor that aided
Colorado’s embrace of RLAs is that it was
integrated into a transformation of the vot-
ing model altogether, to a “vote-at-home”
system, where ballots are mailed to all res-
idents and they are then returned either by
mail or at official locations.

In transitioning to the new system, Colora-
do was able to integrate the purchase of new
voting equipment into the new auditing re-
gime. With the vote-at-home model relying
on the central counting of ballots, the re-
cord-keeping load on administrators was
made manageable. The wholesale change-
over to a new voting model also provided
an opportunity to engage a variety of stake-
holders into rethinking the election work-
flow, not just to facilitate RLAs, but also to
improve administration overall.

Colorado still has challenges to surmount
before the RLA path is completely smooth.
Colorado has learned that implementing
RLAs is software-intensive, and that the
software doesn’t write itself. It is still con-
sidering how to expand auditing beyond
the top-of-the-ticket races. Much work still
needs to be done.

(On the issue of software for RLAs, this is
yet another example of how the implemen-
tation of a common data format for election
returns, cast-vote records, and the like is
needed to implemented critical reforms in
election administration.)

Because of the enormous heterogeneity in
terms of size, scope, and timing of elections
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in the United States, there is unlikely to be
a one-size-fits-all auditing system for the
entire nation, or even for local jurisdictions
within states. The Summit heard examples
of pilot projects in Colorado, New Jersey,
California, Rhode Island, and Indiana that
seemed to be successful in giving state and
local officials information about how RLAs
might be adapted to their own settings, and
getting them comfortable with the ideas
overall.

Although the purpose of conducting rigor-
ous election audits is to assure the public
that an election was conducted accurately,
as well as to provide convincing evidence
to losers that they in fact lost, the critical
stakeholder in determining whether a state
mandates audits, and whether those audits
are rigorous, is local election officials.

Local election officials bear most of the ad-
ministrative burden of implementing elec-
tion audits, especially post-election tab-
ulation audits. The typical local election
office is small and runs on a tight budget.
Anything that increases work without an
obvious benefit to local officials will be met
with howls of opposition from these local
officials who, by the nature of their job,
have the ears of those officials.

Bringing local officials on board to advo-
cate for rigorous post-election tabulation
audits requires more than simply explain-
ing how they are done and why they are
important. Showing how they are done,
through the pilots mentioned earlier, seems
to be one mechanism for opening up local
officials to the feasibility of audits.

To the degree that explanation is import-
ant, one factor seems to trump all others:
Under most circumstances, once the req-
uisite systems are in place, RLAs require
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less work after the election than do tradi-
tional fixed-percentage audits. With most
elections decided by comfortable margins,
RLAs will often require only the examina-
tion of a few hundred ballots in most cases.

Even when elections are close, the
number of ballots examined under
RLAs will likely be less than the
number examined under more tradi-
tional methods.

WHAT CAN AMERICANS LEARN ABOUT AUDIT-
ING FROM OTHER COUNTRIES?

The attention paid to post-election audit-
ing in the United States has tended to focus
entirely on American elections, despite the
fact that assessing the veracity of elections
has long been a major issue in the admin-
istration of elections in other countries, as
well as an important subject of scholarship.
Observation of elections by international
observers, such as the Organization for Se-
curity and Cooperation in Europe (OSCE),
has been regarded as an important element
in reducing corruption in countries that are
considered problematic.

One challenge that auditing has to face in
the developing world is that of sovereignty.
Developing nations, trying to come out un-
der centuries of colonial control, are keen
to develop their own election apparatus-
es. This puts a premium on countries do-
ing their own in-house audits. At the same
time, lack of capacity often leads these
countries to rely on international experts to
supply statistical expertise.

Political scientists have piggy-backed their
research on top of these efforts, to devel-
op rigorous techniques to document how

election-observation regimes can reduce
corruption.”” Many of these efforts can be
grouped under the heading of “election fo-
rensics.”?

In both her presentation to the Summit and
her essay in this report, Emily Beaulieu, a
leading scholar of international election ob-
servation and corruption, offered both op-
timistic and cautionary observations about
election auditing internationally.”

The 2010 election in Haiti is one suc-
cess story, where scrutiny of precincts
with above-average (and in some cases,
above-100%) turnout overturned the results
of the preliminary election ended up with
a result in which the original third-place
finisher in the preliminary was allowed to
go into the final round, ultimately winning.
On the other hand, recent experience in
elections in Afghanistan, Honduras, and
Kosovo illustrate how audits alone can be
insufficient to ensure that clear evidence of
elections being stolen by fraud will result
in new elections being demands, or conse-
quences being felt for the perpetrators.

Whether these comments apply directly
to the American case can be questioned.
However, one point made by Beaulieu does
seem applicable: Using audits to detect and
correct election fraud will be more effect if
citizens already have trust in elections. If
they do not, then the results of audits will

21 R. Michael Alvarez, Thad E. Hall, and Susan D.
Hyde, eds. Election fraud: detecting and deterring
electoral manipulation, Washington: Brookings,
2009.

22 Allen Hicken and Walter R. Mebane Jr., “A guide
to election forensics,” USAID Research and Inno-
vation Grants Working Paper Series, July 28,2017,
https://pdf.usaid.gov/pdf docs/PAOOMXR7.pdf.

23 Beaulieu’s presentation may be found at 40:55 of
the conference video: https://youtu.be/kY5siXs-

gWUI?t=2455.

xii



INTRODUCTION: THOUGHTS FROM THE ELECTION AUDIT SUMMIT

become just another source of conflict over
which competing political factions com-
pete. At its worst, audits have the potential
to deepen suspicious and cause a decline in
voter confidence.

The techniques discuss by Walter Mebane
have been applied to both American and
non-American elections.?* Unlike the tech-
niques based on election observation, Me-
bane’s methods primarily rest on the analy-
sis of aggregate election data, matching that
data against comparison statistics, such as
turnout data, previous election results, and
demographic data.

Mebane’s presentation and essay return
us to the point that all methods of audit-
ing do not have to rest on an examination
of individual ballots, as proposed by RLAs.
Certainly, ballot-based audit methods are
statistically superior to other methods, but
ballots are not always available. In those
cases, less powerful methods may be pow-
erful enough to convince the public, local
election authorities, and/or the internation-
al community that something was amiss in
a nation’s election.

NEXT STEPS AND MOVING FORWARD

The conference was a success, especially
as it brought election officials, academics,
and other stakeholders in election auditing
together for two days of productive conver-
sation and interaction. In a number of cas-
es, conversations between academics and
election officials, begun at the conference,
have sparked subsequent conversations and
perhaps even eventual collaborations.

We would like to see more collaborations
between election officials and academics

24 Mebane’s presentation may be found at 14:23 of
the conference video: https://youtu.be/kY5siXs-

gWUI?t=863.

on election auditing, and to that end, we
will start by proposing that convenings like
this conference be held more regularly.

There is a strong and pressing need
to continue to build trust and com-
munication between election offi-
cials and academic researchers, in
particularly when it comes to elec-
tion auditing.

There is a growing interest among academ-
ics in different areas of the election audit-
ing process, and facilitating that interest
by keeping academics in contact with elec-
tion officials is important. Many election
officials are interested in post-election
ballot audits and comprehensive election
auditing, but lack the time and statistical
expertise to implement election audits on
their own, so giving them the opportunity
to connect with academics who might help
them is important.

There is also a need to continue to facili-
tate the scientific study of election admin-
istration and technology, in particular as it
relates to election auditing. The academics
interested in election auditing have made
significant progress in recent years de-
veloping auditing techniques and tools to
perform different types of election audits.
However, the research initiatives often ex-
ist within academic disciplines, and there
is a need for more interdisciplinary com-
munication about election auditing. So we
also believe that there should be periodic
workshops and conferences for the academ-
ics interested in studying election audits
and integrity, which will help grown and
strengthen scientific knowledge of auditing
practices and methodologies.
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RISK-LIMITING AUDITS AND
EVIDENCE-BASED ELECTIONS

No way of counting votes is perfect. Every
system—manual or electronic—can make
mistakes. Electronic systems are particu-
larly vulnerable to misconfiguration, bugs,
hacking, data loss, etc.

If there is a trustworthy paper record of
voter intent, reported outcomes can be
checked against that paper trail by suitable
audits. But an audit is no better than the
paper trail is relies on. If there is no paper
trail, there is no way to verify whether the
reported results are correct. If the paper
trail is not voter-verifiable (e.g., the paper
record produced by some ballot-marking
devices), an audit cannot verify who won. If
the paper trail is not trustworthy, the audit-
ed outcome is not trustworthy.

The key elements for ensuring reported
election outcomes are trustworthy can be
summarized with “5 Cs™:

PHILIP B. STARK
University of California, Berkeley

» Create durable, trustworthy record of
voter intent. Hand-marked paper ballots
are best for voters who have the dexter-
ity and visual acuity to use them; bal-
lot-marking devices (BMDs) are helpful
for voters with disabilities that make it
difficult or impossible to mark a ballot
by hand.!

» Care for the paper record. The chain
of custody should be verifiable; there
should be two-person custody rules,
ballot accounting, good seal protocols,
etc.

» Compliance audit. Auditors need to
establish whether paper trail is trust-
worthy, through ballot accounting,
checking against pollbooks and voter
registration databases, reviewing chain
of custody logs, video security surveil-
lance, checking eligibility determina-

! See, e.g., https://www.stat.berkeley.edu/~stark/
Preprints/bmd19.pdf
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tions, checking signature verification,
etc.

»  Check reported outcome against the pa-
per (using a risk-limiting audit).

» Correct the reported outcome if it is
wrong (by conducting a full hand count).

A risk-limiting audit (RLA) is any proce-
dure such that:

If an accurate full hand count of the
paper would find different winners
than were reported, the procedure
has a known minimum chance of re-
quiring a full hand count.

The risk limit of a RLA is the largest possi-
ble chance that, if the reported outcome is
wrong, the audit won’t correct it. Here, out-
come means the electoral outcome: the win-
ner or winners, not the exact vote tallies.?

Many state audit laws go into great detail to
specify how many ballots (or precincts) to
audit. That focus is misplaced, in my opin-
ion: the starting sample size is not import-
ant. What matters is when you stop audit-
ing.

A RLA does not stop auditing until and un-
less there is strong statistical evidence that
a full hand count would simply confirm the
reported outcome—that it would be a waste
of time. If it does not find strong evidence
that the reported outcome is correct,a RLA
progresses to a full hand count to set the
record straight. If the outcome is wrong but
the paper trail is trustworthy, a RLA has a

2 In general, it is impossible to get the tallies right
to the last vote without a full, accurate hand count.
But getting the electoral outcome right seems like
the minimal acceptable standard. If we do not audit
enough to determine with high confidence who
won, we are not auditing enough.

known minimum chance of correcting the
outcome. RLAs do not involve assumptions
about voter preferences, nor about how or
why errors might occur.?

Risk-limiting audits can be used with a
broad variety of approaches to drawing ran-
dom samples of ballots or groups of ballots,
allowing audits to be tailored to the logistics
and equipment of individual jurisdictions.
The sampling unit can be a group of bal-
lots or an individual ballot. The sample can
be stratified or unstratified. The sampling
units can be drawn with equal probability,
or with different probabilities (for instance,
sampling with probability proportional to
an error bound is useful when the sampling
unit is a group of ballots). The sample can
be drawn with replacement, without re-
placement, by Bernoulli sampling, by Pois-
son sampling, or many other methods.

Once the sample is collected, there are two
main approaches to analyzing the data to
determine whether the audit can stop. Poll-

3 Bayesian audits are not, in general, risk-limiting
audits. Bayesian audits assume voter preferences are
random, with a known distribution. They answer
the question, “if the current election had been
selected at random from a particular hypothetical
population of elections, then, given the audit data,
what is the probability that the current election is
one of those hypothetical elections for which the
reported result is correct?” The “upset probability”
for a Bayesian audit is in general much smaller than
the risk that a Bayesian audit will not correct the
outcome if the outcome is wrong. There are exam-
ples where the “upset probability” is 5 percent, but
there is a 55 percent chance that the Bayesian audit
will not correct a wrong outcome.

RLAs and Bayesian audits both require a trust-
worthy paper trail, random sampling, etc. The
biggest operational difference between them is the
rule for deciding whether the audit can stop—but
they answer very different questions. In particular,
a Bayesian audit might not have a large chance of
correcting the outcome if the outcome is wrong.



KEY ISSUES & PERSPECTIVES IN POST-ELECTION AUDITING

ing audits use the audit data directly. They
are like exit polls, but instead of asking vot-
ers how they voted, they get that informa-
tion directly from the ballots. Unlike vot-
ers, ballots have to reply (and have to reply
honestly). The only information a polling
audit needs from the voting system is the
reported winner(s).

Comparison audits use the audit data to-
gether with detailed information exported
from the voting system. They compare how
the equipment tabulated randomly selected
ballots with how humans would tabulate
the same ballots. Comparison audits are
like checking someone’s reported travel ex-
penses: First, add up the reported expenses
to check the math. Second, spot check the
reported expenses against the underlying
paper receipts to make sure the expenses
were reported accurately.

Similarly, a comparison audit starts with
data exported from the voting system: vote
subtotals for individual ballots or groups
of ballots. First, auditors check that the
reported subtotals add up to give the over-

all reported results. Second, auditors draw
ballots or groups at random and manually
check whether the reported subtotals were
correct. If the audit finds convincing ev-
idence that the tabulation was accurate
enough that the reported winner must have
won, the audit can stop.

Any jurisdiction that uses paper ballots
(and keeps track of the ballots) can perform
a ballot-polling risk limiting audit; no spe-
cial voting equipment is needed. However,
the efficiency of the audit—measured by the
number of ballots that must be inspected
before the audit can stop—does depend on
the capabilities of the voting system. If the
voting system can report how it interpret-
ed individual ballots (i.e., if it can report a
cast-vote record for each ballot) in such a
way that the corresponding physical ballot
can be identified and retrieved for manual
inspection, then a ballot-level comparison
audit is possible. When the reported elec-
toral outcome is correct, ballot-level com-
parison RLAs generally require inspecting
far fewer ballots than ballot-polling RLAs,
especially when the margin is small.
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COMPREHENSIVE ELECTION
PERFORMANCE AUDITING

Over the last two decades, the technology
and administration of American elections
have become hot topics in public discourse.
No longer is the conduct of elections a mat-
ter of discussion among a small group of ac-
ademics, nor is it a relatively obscure area
of state and local public administration.
Discussions about the integrity of recent
elections have dominated headlines and
been central topics of debate in the 2016
presidential and 2018 midterm elections.
From allegations of cyber-attacks on elec-
tion administration and database systems
in recent years, to debates about election
malfeasance in some states, there is more
discussion of election security and integrity
than ever before.

Given the public focus on the integrity of
elections, the question that continues to
arise is how does the public know that an
election has been conducted with a high de-

R. MICHAEL ALVAREZ

California Institute of Technology

gree of integrity? How can we be sure that
there weren’t successful attempts to hack
voter registration databases, to stuff bal-
lot boxes, or to impersonate vote-by-mail
voters? Furthermore, how can we confirm
that proper procedures were followed in all
vote centers and polling places, that vot-
er rights were maintained, and that in the
end, all ballots were counted as intended?
Confirming the integrity of an election is
no simple matter.

In the past, many election jurisdictions
used certain forms of auditing approach-
es to attempt confirmation that aspects of
their election process and voting systems
were functioning as expected. For example,
in many jurisdictions, pre-election “log-
ic and accuracy” tests have been conduct-
ed on sampled voting machines to ensure
that they record votes as they should, and
in some states, certain types of post-elec-
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tion ballot audits are used to provide some
assurance that ballot recording and tabu-
lation may have functioned as expected in
an election. States and counties continue to
improve and innovate with respect to these
practices, for example, by testing and im-
plementing “risk-limiting audits.” These
newer forms of post-election auditing can
provide statistical confirmation that ballots
were tabulated correctly.

These types of auditing procedures are im-
portant. But they only can help to assess
the integrity of some aspects of election
administration. For example, a “logic and
accuracy” test of voting equipment used for
in-person ballot marking on Election Day
or in a vote center doesn’t shed any light on
the integrity of a jurisdiction’s voting-by-
mail process, nor does a post-election ballot
audit help us determine the integrity or ac-
curacy of a jurisdiction’s voter registration
process and databases.

For a more complete assessment of
the integrity of an election in a state
or county, we need different and
more comprehensive methodologies
that can evaluate the performance
of the entire election jurisdiction’s
“eco-system.”

In addition, the analyses that serve as the
justification for that assessment should be
transparent and available to the public.

Working in collaboration with the Orange
County Registrar of Voters (OCROV), Neal
Kelley, and his team, our research group
at Caltech pilot-tested an ambitious set of
comprehensive election performance au-
diting methodologies in the 2018 primary
and general elections in Orange County. In

our pilot project, we wanted to develop and
deploy auditing and performance measure-
ment tools that would be both relevant and
actionable for the OCROV, as well as time-
ly and transparent for stakeholders and the
public. We also sought, as much as possible,
to focus on election performance data that
were already being generated by OCROV
(“trace data”) or on data that we could pro-
duce and analyze independently of OCROV;,
this strategy would minimize the amount
of time and resources that OCROV needed
to devote to this pilot project in the course
of a busy and complex election cycle, while
also producing an independent evaluation
of the administration of the 2018 primary
and general elections in Orange County,
California.

Orange County was chosen because it is an
ideal location for a pilot project like this.
First off, the OCROV and his team have an
established record as innovators, and prior
to our collaboration were already generat-
ing a great deal of data. Secondly, election
administration in California is changing
rapidly; for example, in 2020 Orange Coun-
ty will be moving away from the tradition-
al neighborhood voting model towards
universal vote-by-mail and voting centers;
starting our pilot project in 2018 in Orange
County provided an important baseline for
longitudinal analysis of these changes and
their potential implications for voter con-
fidence. Third, Orange County is a large
(approximately 1.5 million active registered
voters) and diverse election jurisdiction in
Southern California. Finally, in 2018 we
expected to see many hotly contested elec-
tions, in particular for U.S. House seats in
Orange County—helping us gauge which
performance measures might be more rel-
evant and important in competitive elec-
tions.



COMPREHENSIVE ELECTION PERFORMANCE AUDITING

For both the 2018 primary and general elec-
tions in Orange County, we built and imple-
mented a number of different performance
methodologies:

1. mail ballot transmission and return
tracker;

2. in-person observation studies of early
and Election Day voting;

3. post-election precinct-level turnout and
candidate forensics and anomaly detec-
tion analytics;

4. post-election voter surveys
election);

5. voter registration auditing;

6. observation and study of OCROV’s
post-election risk limiting audits; and

7. social media monitoring.

(general

Reports and summaries of these election
performance methodologies for both elec-
tion cycles are available on the project’s
website (https://monitoringtheelection.us).

Our 2018 Orange County comprehensive
election performance auditing project has
yielded a great deal of important analytical
data, and a number of conclusions for our
continued research on developing this ap-
proach for providing a data-driven evalua-
tion of election integrity.

First, of the methodologies that we devel-
oped and deployed in 2018, we believe that
the most useful for election officials is our
voter registration auditing methodology:
we developed an approach that flags anom-
alous changes in the voter registration data
for further investigation. Second, produc-
ing timely and actionable performance
measurement is crucial for both election
administrators and the public; during the
immediate post-election canvass period
is when concerns about election integrity
arise, and it is imperative for maintaining

voter confidence that performance mea-
sures and analyses be up-to-date and avail-
able to the public in the days and weeks
following Election Day. Third, some of our
methodologies, like social media monitor-
ing and turnout/candidate vote share fo-
rensics, have considerable promise as elec-
tion performance tools, but they require
continued research and further develop-
ment. Finally, and most crucially, the 2018
election cycle in Orange County was quite
competitive—our comprehensive election
performance audit provided substantial
data-driven evidence that these elections
were administered with integrity, and that
voters should be confident that their votes
were tabulated as they intended.

Looking forward, our research group will
continue to test, develop, and implement
the methodologies used in 2018 in Orange
County in future elections. Our immediate
plan is to scale our comprehensive election
performance auditing approach to cover
Southern California in the 2020 presiden-
tial election cycle. By adding additional
counties, we will build important variance
in context that will give us greater oppor-
tunity to compare performance across ju-
risdictions within the same state. This will
also move us closer to being able to deploy
comprehensive election performance au-
diting for most American states (covering
Orange and Los Angeles Counties in 2020,
for example, would include approximately 7
million registered voters in our analysis, a
greater population of registered voters than
in all but the largest American states. And
this will give us important longitudinal
data for Orange County, which we can use
to track election integrity over time.
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ELECTION VALIDATION PROJECT

INCREASING TRUST IN ELECTIONS THROUGH
AUDITS, STANDARDS, AND TESTING

This is a unique time in election admin-
istration. Never before have there been so
many resources, tools, and information for
election administrators. In fact, towards
the end of my time as a local election offi-
cial, I felt overwhelmed by all of the ideas
and information pouring in. I could not
keep up with reading it all, let alone imple-
menting it.

A serious discussion about the role that
election audit standards might play in vali-
dating our elections must also include a dis-
cussion about strategies for taking an idea
as broad as audits and creating something
that will actually be read and used by state
and local election officials. One way to start
is by clearing away the clutter.

Think about the strategy you would follow
to teach someone a new skill, such as bak-
ing a loaf of bread. You would not start by

JENNIFER MORRELL

Democracy Fund

asking them to read all of the literature ever
written about bread making. You start by
forming a basic understanding of the im-
portant principles. Next you demonstrate
what tools are available, which ones are
necessary and which ones are optional but
might make the task easier, followed by pro-
viding a recipe or guidelines that include
the necessary ingredients and instructions.
Finally, you have someone with experience
demonstrate how the process works and act
as a mentor.

We can do the same for risk-limiting audits
by providing a practical guide for state and
local election officials that covers the fol-
lowing:

» Terms and definitions

» Policy considerations

» Voting equipment and technology
» Implementation considerations



Implementing RLAs becomes more likely
when practical guidelines are coupled with
templates for ballot organization and stor-
age, pilot audits to provide hands on expe-
rience, auditing software, and pairing up
states who are or plan to conduct risk-lim-
iting audits to help mentor each other.

It is also important to recognize the gaps
that need to be addressed before a con-
certed push is made for wide-spread im-
plementation. With respect to post-elec-
tion, risk-limiting audits, there is a need
to create better communication about the
process, a universal audit tool or software
to assist with the audit, better ways to re-
trieve ballots (especially for ballots scanned
at the polling location), ways to ensure the
audit material does not compromise voter
anonymity, and deciding if it is appropriate
to create national standards. These are all
areas where outside organizations can con-
tribute possible solutions.

Not every state may be able to or have a de-
sire to implement risk-limiting audits. Re-
sistance to change is universal and there
may be reasons to make a careful and grad-
ual move towards risk-limiting audits. It
does not need to be an immediate destina-
tion but can be viewed more as a path with
steps leading to it. Some steps that will help
ease the transition toward RLAs:

» Strong collaboration among state and
local election officials

» Making the RLA terms and definitions
a regular part of election vocabulary

» Creating documented voter intent
guidelines

» Developing a well-crafted plan for bal-
lot storage and organization

» Requiring precise ballot reconciliation

ELECTION VALIDATION PROJECT

» Implementing dates and deadlines to
accommodate time for a post-election
audit prior to certification

» Basing the number of ballots selected
for audit on the contest margins

» Using dice or similar method to ran-
domly select the ballots, precincts, vot-
ing machines, etc. that will be audited

» Purchasing a voting system that pro-
duces a voter verifiable paper ballot and
cast vote record

Most of the focus has been on robust,
post-election audit of the vote tabulation
equipment, such as risk-limiting audits. But
it begs the question why only audit and test
the voting equipment? Why not audit and
validate other critical components of the
election system? Auditing how votes are
tabulated plays an important role in vali-
dating the outcome of an election. Howev-
er, it is only one of several elements in the
election system that needs to be examined.

A risk-limiting audit provides mod-
est benefit if you cannot provide ev-
idence of a solid chain of custody
from the beginning of an election to
the end, for both ballots and voting
equipment.

As we start to think about incorporating
audit principles into election administra-
tion, consider other critical components in
the election system that can be audited:

» Voter registration databases

» Voter district and precinct assignments

» Security procedures (physical and cy-
bersecurity)

» Pre-election testing of voting equip-
ment (focused on paper ballots)

» Ballot reconciliation and chain of cus-
tody



»

Ballot layout and design

» Resource planning and allocation
(enough equipment, supplies, and peo-

ple to meet demand)

State and local election offices increas-
ingly employ or contract with a number
of experts. This includes individuals with
a professional background or expertise in
law, communications, data analysis, proj-
ect management, and cybersecurity. It may
be time to consider including auditing and
quality control professionals into that mix.

Audits have played a role in U.S. compa-
nies for many years. Many of those same
auditing standards and definitions can be
applied to elections. For instance, an audit
can be defined as a systematic, independent
and documented process for obtaining au-
dit evidence and evaluating the evidence
objectively to determine the extent to which
the audit criteria are fulfilled.
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We can also apply standard classifications
for the type of audit being performed. A
product audit is the examination of a par-
ticular product (such as a voting system) to
evaluate whether it conforms to require-
ments and performance standards. A pro-
cess audit evaluates an operation against
predetermined instructions or standards
and asks the questions: Did the operation
conform to the standards? Are the instruc-
tions for the operation effective? The audit
typically examines resources (equipment,
materials, people), environment, and meth-
ods (procedures and instructions).

A system audit verifies that applicable el-
ements of the system are appropriate and
effective and have been developed, docu-
mented, and implemented in accordance
with specified requirements. For example,
an election system audit would determine
if the election system conforms to state and
federal policies and requirements.



When an election audit is implemented the
standard phases of an audit are also appli-
cable and include:

preparation,;

conducting the audit;
reporting and feedback; and
closure.

Ll

Most of the workload that will fall to local
election officials is in the preparation stage.

Audits can be both internal and exter-
nal. In an internal, or first-party audit, an
organization measures its strengths and
weaknesses against its own procedures or
against external standards. In an external,
or third-party audit, the audit is performed
by an independent audit organization and
free of any conflict of interest.

We can also apply the benefits of conduct-
ing an audit to elections:

» Detects voting system errors

Provides accountability to voters

Deters fraudulent activity

Limits the risk of certifying incorrect

outcome

»

»

»
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» Assures votes were counted & reported
accurately
Provides feedback for process improve-
ment

»

We are at our best when we face com-
plex challenges together.

We no longer have the luxury of working in
our individual silos. The solutions to suc-
cessfully planning for, conducting, and au-
diting an election will come from a diversity
of professional backgrounds collaborating
on research and exploring new ideas. This
includes thinking about how technology
and solutions already employed in oth-
er sectors can be used to improve election
administration. We need each other—elec-
tion officials, technology experts, academ-
ics, policy makers and election advocacy
groups—all working together to build pub-
lic trust in elections.
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POST-ELECTION AUDITS: THE
STATE OF THE STATES

DYLAN LYNCH
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Much of what we do at the National Confer-
ence of State Legislatures is group and cat-
egorize state policies to provide a national
overview. This allows state legislators and
others to easily compare policies across the
country. For post-election audits we have
organized state policies into three general
categories.

AUDIT TYPES ACROSS THE COUNTRY

1. Traditional. Traditional audits look at a
fixed percentage of voting districts or vot-
ing machines and compare the paper record
to the results produced by the voting sys-
tem. Regardless of the closeness of a race,
they will always count the same number of
ballots. Although the way these states con-
duct audits is similar, differences do exist.
For example:

»  What is counted: In Alaska, a randomly

selected precinct in each house race is
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selected and 5 percent of ballots cast in
the district are audited. In Nevada, the
audit looks at 2 percent or 3 percent of
voting machines, depending on county
size.

Who conducts the audits: In New Mex-
ico, an independent auditor in hired by
the secretary of state (SOS) and oversees
the audit. In Pennsylvania, the local
boards of elections do it. And in Ver-
mont, the SOS conducts the audit.
When is the audit conducted: In Flori-
da, the audit is conducted following the
certification of election results while
Illinois conducts theirs before the can-
vassing of ballots.

»

»

2. Risk-limiting audits (RLAs). By their sim-
plest definition, RLAs are “statically based
audit techniques.” Washington’s Revised
Code §29A.60.185(c) further defines and
explains a risk-limiting audit as:



¢) Arisk-limiting audit. A “risk-lim-
iting audit” means an audit protocol
that makes use of statistical princi-
ples and methods and is designed to
limit the risk of certifying an incor-
rect election outcome. The secretary
of state shall:

(1) Set the risk limit. A “risk lim-
it” means the largest statistical
probability that an incorrect re-
ported tabulation outcome is not
detected in a risk-limiting audit;

(i) Randomly select for audit at
least one statewide contest, and
for each county at least one bal-
lot contest other than the select-
ed statewide contest. The county
auditor shall randomly select a
ballot contest for audit if in any

POST-ELECTION AUDITS: THE STATE OF THE STATES

particular election there is no
statewide contest; and

(iii) Establish procedures for im-
plementation of risk-limiting au-
dits, including random selection
of the audit sample, determina-

tion of audit size, and procedures
for a comparison risk-limiting
audit and ballot polling risk-lim-
iting audit as defined in (c)(iii)(A)
and (B) of this subsection.

Only three states have enacted RLAs in
statute and only Colorado has fully imple-
mented a statewide RLA. However, many
other pilot programs, generally done at the
local level, have been completed across the
country. In addition, three states are cur-
rently in the process of phasing-in RLAs
(California), or allowing local jurisdictions
the option of conducting a RLA, (Ohio and

LEGEND
Traditional
R.L.A.

R.L.A. Optional
Other
No Requirement
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Washington). More details about these
states can be found below.

3. “Other.” This, again, can vary. In some
states, like Idaho, an audit is triggered only
when a recount is required. Some states
have a procedural audit, which is not nec-
essarily an audit of ballots, but is instead an
audit of the processes and procedures used
in the election.

As the map on the previous page shows,
traditional audits are by far the most com-
mon route states take, with a smattering of
states that use RLAs and “other” types of
audits. However, a few interesting things
are going on in some states. New Mexico
and Oregon are categorized as traditional
audits, but really enact a tiered system.

In a tiered system, the margin of victory
of a race dictates how many ballots are au-
dited. The closer the race, the more ballots
that get audited. Meanwhile, in September
2018, California passed Assembly Bill 2125,

YEAR STATES WITH BILLS
2011 10

2012 9

2013 10

2014 11

2015 10

2016 10

2017 16

2018 21

TOTAL

14

which stipulated that in lieu of the tradi-
tional audit, beginning with the spring pri-
mary of 2020, a county can choose to con-
duct a risk limiting audit. In addition, Ohio
and Washington have “optional” R.L.A.s.
In Ohio, a 2017 directive from the secre-
tary of state recommended RLAs be used
by counties but did not mandate them. In
Washington, county auditors can choose
among three post-election audits methods,
with an RLA being one of the three.

Lastly, there was a decent amount of au-
diting action taken in Michigan in 2018.
During the 2018 general election, the state
ran an RLA pilot program in three cities. In
addition, on the ballot in that election was
Ballot Measure 18-3, a proposed state con-
stitutional amendment that would have es-
tablished many election policies, including
a post-election audit, as rights in the state
constitution. The measure passed, and the
legislature enacted a traditional post-elec-
tion policy in late December 2018.

BILLS INTRODUCED BILLS ENACTED

16 2
14 2
14 0]
21 4
18 0
22 2
23 4
48 10

176 24



LEGISLATION

Moving on to state legislation, post-elec-
tion audits have been a topic throughout
the states for many years. Starting in 2011,
there was a consistent number of bills until
an increase in 2016.

In total from 2011 to 2018, 176
post-election audit bills were intro-
duced, with only 24 being enacted.

TOPICS FOR CONSIDERATION

Risk-limiting audits have certainly gained
traction not only in legislatures, but also in
the media. Yet, there are some things that
may need consideration or discussion if
state legislatures want to enact RLAs.

The Good:

» Implementable. We know that RLAs are
possible. Colorado put in a lot of the leg-
work, but if other states look to imple-
ment RLAs, the process could become
more streamlined and efficient.
Integrity, Security and Confidence. RLAs
provide integrity, security and confi-
dence to the outcome of an election.
Confidence in the democratic system is
vital to the maintenance of our system
governance.

Cost/Time Savings. RLAs, as a system,
could provide cost and time savings
compared to traditional audits

»

»

The Bad:

» Not Everyone is Ready. Not every state
is ready for RLAs. Colorado did put in
a lot of work and time and money into
their effort. Not every state can do so at
this time.

Technology Considerations. Many states

may not have the equipment or technol-

»

P
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ogy necessary to efficiently conduct an
RLA.

Initial Time/Cost. Because this is some-
what unchartered territory, states may
need to put a lot of initial work into
creating a system that works with their
structure and adheres to their laws.

»

The Ugly:

» Legislation for the Sake of Legislation.
Many would agree that legislation
should be based on informed decision
making. Passing legislation just to have
it in the books can lead to legislative
and administrative issues that could ul-
timately sink the policy if a state is not
ready.

Complexity. If you asked the average
voter if they wanted to learn about “sta-
tistically based audit techniques,” how
do you imagine that going? Because the
point of RLAs is to provide confidence
and security, that requires everyone
having a basic understanding of the how
and why. What is probably most detri-
mental to RLAs is the public believing
RLAs operate like “magic”.

»

CONCLUSIONS

Post-election audits aren’t going away. In
fact, audits are increasingly spreading into
other areas of election administration, such
as voter registration logs, voting equipment
and other election procedures. It is possi-
ble that elections are becoming more audit
centric. Still, we are fond of calling states
“the laboratories of democracy” and as
such, states will continue to make policy
decisions that work for and suit them best.



NEIN STATISTICAL
APPROACHES TO
AUDITING VOTE
TABULATION AND
RECOUNTS



SAMPLING WITH K-CUT, AND BAYESIAN AUDITS

SANMPLING WITH K-CUT,
AND BAYESIAN AUDITS

INTRODUCTION

We present two new tools for the elec-
tion auditor’s toolbox that may provide in-
creased efficiency, or additional flexibility
in complicated situations.

Post-election statistical tabulation audits
proceed by sampling cast paper ballots at
random, and then figuring out what the
sampled ballots tell you about the correct-
ness of the reported election outcomes.

We propose a new procedure, sampling with
k-cuts, for drawing random samples of cast
paper ballots for such statistical post-elec-
tion audits. This procedure eliminates the
need to count down to a specified pseu-
do-random position in a stack of ballots, by
performing instead a sequence of k “cuts”
(like cutting a deck of cards) and then tak-
ing the top ballot. Sampling with k-cuts
works well with ballot-polling audits, but
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doesn’t work at all for ballot-comparison
audits (which need to find a ballot with a
specified imprinted ballot ID).

We also propose the use of Bayesian au-
dits for determining whether to accept the
reported election outcome or to contin-
ue the audit (by examining a larger sam-
ple). Bayesian audits are an alternative to
“risk-limiting audits,” and are of particular
interest when no risk-limiting audit meth-
od is available or feasible.

SAMPLING WITH K-CUT

How can one pick a ballot “at ran-
dom” from a given stack of ballots?

The usual method is to generate a random
ballot number (using cryptographic meth-
ods), and then to count down in the stack
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to the ballot at that position. This method
is tedious and error-prone when the stack
is large.

Our proposed alternative, k-cut, works as
follows to randomly sample a single ballot
from a stack of ballots. (This procedure can
be repeated to sample multiple ballots.)

» Pick a suitable small integer k (we sug-
gest using k = 6).

Perform k “cuts,” where each cut re-
moves a random fraction of ballots from
the top of the stack and places those
ballots at the bottom of the stack.

Pick the ballot now at the top of the

stack as your selected ballot.

»

»

Although each cut may individually be
slightly non-uniform, repeating the oper-
ation k times smooths out the statistics to
give acceptably uniform results.

A detailed analysis of the k-cut method ap-
pears in Mayuri Sridhar’s Master’s thesis,’
and in Rivest and Sridhar, 2018.2 Further
research is underway to show how to im-
prove (decrease) k, by making use of ran-
domness “hints” when picking a cut size;
decreasing k would provide further effi-
ciency improvements.

The k-cut method has been used successful-
ly in several pilot election audits (Indiana,
Michigan, Rhode Island); going forward it
is an attractive choice for use in actual (bal-
lot-polling) audits.

!Mayuri Sridhar. Optimization for Election Tabula-
tion Auditing. MIT EECS Master’s Thesis. Febru-
ary 2019. https://mayuri95.github.io/main.pdf
2Mayuri Sridhar and Ronald L. Rivest. k-cut: A
Simple Approximately-Uniform Method for Sam-
pling Ballots in Post-Election Audits. Proceedings
Financial Cryptography, February 2019, Fourth
Workshop on Advances in Secure Voting. https://
fc19.ifca.ai/voting/program.html
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BAYESIAN TABULATION AUDITS

A ballot-level statistical post-election tabu-
lation audit keeps drawing cast paper bal-
lots and manually examining them, until it
is determined that the sample drawn pro-
vides sufficient support for the reported
outcome, or until all cast paper ballots have
been examined.

There is more than one way to use statis-
tical methods to define a “stopping rule”
for the audit. “Risk-limiting audits” are one
way; Bayesian audits are another (although
there is some overlap).

A risk-limiting audit asks “What is the cur-
rent risk if we stop the audit now?”, and
stops the audit if this risk is below a pre-de-
fined risk limit. Here risk is defined as the
(conditional) probability that if the reported
outcome is incorrect that the audit would
accept the reported outcome as correct.

A Bayesian audit asks “What is the “upset
probability’?”—the probability that exam-
ining all of the cast paper ballots would
show the winner to be different than the re-
ported outcome—and stops the audit if this
upset probability is below a pre-defined up-
set probability limit. Bayesian methods are
used to define the upset probability as the
posterior probability of an upset, given the
sample and given a prior probability on bal-
lots.

These definitions appear very close,
but there are nonetheless significant
differences.

For one thing, risk may be viewed as a
worst-case definition, while upset probabil-
ities are more of an average-case definition.
Given the adversarial nature of elections, a
risk-limiting audit may in general be a more



appropriate choice than a Bayesian audit
(and we recommend using risk-limiting au-
dits whenever possible).

Also, risk and upset probabilities appear
not to be on the same scale: a risk-limit of
five percent may correspond (roughly) to an
upset probability limit of one-half of one
percent or so (ten times smaller). Determin-
ing the relationship between risk and up-
set probability is an active research area.
Achieving risk below a certain risk-limit is
not the same thing as achieving an upset
probability below a certain upset probabili-
ty limit. One can’t naively switch back and
forth between the two models; the defini-
tions mean different things.

Nonetheless, risk-limiting audits and
Bayesian audits are highly compatible. Their
high-level structure is identical: drawing
increasingly large samples until a stopping
rule says to stop. A Bayesian audit can easi-
ly “piggy-back” on a risk-limiting audit, us-
ing the same sample data, and computing
upset probabilities while the risk-limiting
audit is computing risk. This can provide
additional comfort and confirmation that
the reported outcome is likely to be correct.

How does one implement a Bayesian au-
dit? The following outline sketches one
approach (based on “Polya’s Urn”) for com-
puting an upset probability:

1. Draw an initial random sample of the
cast paper ballots; examine each sam-
pled ballot manually to determine the
voter’s intent.

. “Pretend” to examine the remaining
ballots, but instead of drawing new bal-
lots randomly to examine manually, look
at randomly chosen previously examined

ballots again (with probability propor-
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tional to the number of times each bal-
lot has been previously examined).
Compute the winner of the set of all (re-
ally drawn and pretend-drawn) ballots.
Repeat steps 2-3 many times. The frac-
tion of time that the reported winner
loses is the “upset probability.”

The Bayesian audit stopping rule
says to stop the audit if the estimated
upset probability is below the pre-de-
fined upset probability limit.

The Bayesian method is quite simple. One
nice feature is that it works at the bal-
lot-level, and is independent of the voting
method used. The same approach works for
plurality, approval voting, instant-runoff
voting, etc. All that is needed is a method
to determine the winner (step three above)
for a set of ballots, and one must have such
a procedure anyway just to run an election!

It should be noted that Bayesian methods
require the definition and use of a “pri-
or probability distribution” giving the as-
sumed likelihood of seeing any particular
ballot prior to seeing any sample data. In
this use of Bayesian methods for post-elec-
tion audits, defining such a prior is much
easier than for many other applications of
Bayesian methods, since the only purpose
of the prior here is to ensure that a priori all
ballot choices are judged equally likely.

The prior is weighted to ensure that it “steps
out of the way” when the sample data ar-
rives. In the above sketch, a typical prior
would be effected by including one extra
ballot for each candidate in the sample as
part of step one.
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One may also easily extend Bayesian meth-
ods to handle ballot-level comparison au-
dits, or various forms of stratified audits
(where some strata are ballot-polling and
some are ballot-comparison).

Details omitted here; see Rivest® for
an expanded treatment, and see the
original Rivest and Shen* paper for
more variations.

Bayesian methods have been implemented
and used in various pilot audits; typically as
a “free add-on” to a risk-limiting audit. For
example, in the December 2018 pilot audit
of a proposition on the ballot in Rochester
Hills, Michigan, Kellie Ottoboni and Philip
Stark computed (for a sample of 76 ballots
with 50 Yes votes and 26 No votes) a risk
of 2.1%, while Mayuri Sridhar computed an
upset probability of 0.3%.

Again, these numbers are not direct-
ly comparable, but both are significant-
ly below their pre-defined limits, so both
the risk-limiting audit and the concurrent
Bayesian audit (on the same sample data)
confirmed the reported election outcome.®
Bayesian audits have been used in a number
of other pilot audits as well.

3Ronald L. Rivest. Bayesian Tabulation Audits:
Explained and Extended. arXiv https://arxiv.org/
abs/1801.00528 (2018-01-02)

“Ronald L. Rivest and Emily Shen. A Bayesian
Method for Auditing Elections. Proceedings 2012
EVT/WOTE Conference. https://www.usenix.org/
conference/evtwotel2/workshop-program/presen-
tation/rivest

>Scott Borling, Tina Barton, Chris Swope, Virginia
Vander Roest, Mayuri Sridhar, Kellie Ottoboni, Liz
Howard. Eds. Ron Rivest, Jerome Lovato, Philip
Stark. A Review of Robust Post-Election Audits:
Various Methods of Risk-Limiting Audits and
Bayesian Audits. Brennan Center for Justice and
Verified Voting. 2019 (to appear).
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In summary, Bayesian methods provide
additional tools in the auditor’s arsenal,
and may in some cases (for complex vot-
ing methods where no risk-limiting audit
method is known) be the only tools avail-
able. For typical plurality elections, Bayes-
ian methods are probably best as a possible
concurrent “second opinion” on the cor-
rectness of the reported election outcome.
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ELECTION FORENSICS

BEYOND AUDITS

INTRODUCTION

Election forensics' can be useful in at least
two circumstances: when effective audits
are not feasible or even not possible; when
problems going beyond what an audit may
detect are suspected of affecting an elec-
tion. I define election forensics as:

the use of statistical methods to de-
termine whether the results of an
election accurately reflect the inten-
tions of the electors.

Mebane, Jr., Walter R. 2008. Election Forensics:
The Second-digit Benford’s Law Test and Recent
American Presidential Elections. In The Art and Sci-
ence of Studying Election Fraud: Detection, Prevention,
and Consequences, ed. R. Michael Alvarez, Thad E.
Hall and Susan D. Hyde. Washington, DC: Brook-
ings Institution.
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Most audits use statistical methods, but
the range of methods considered as includ-
ed in election forensics is wider. Election
forensics methods may focus on trying to
provide evidence that an election outcome
is correct, but they may also—or instead—
focus on suggesting why election returns
are as they are, pointing out anomalies, re-
vealing possible fraudulent manipulations
or intimidations, explaining outcomes as
due to routine strategic behavior or identi-
fying areas that should be investigated fur-
ther using more richly informed hands-on
methods.

Election forensics were first developed
to apply in cases where paper records of
votes are not available, so the question
was whether anything at all could be done
to create evidence regarding an election’s
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credibility in such circumstances.? By now
many have contributed methodologies, and
productive scientific controversies and re-
search abound.? Election forensics are very
far from perfect. Indeed, it’s best to think
of them as nascent. For example, methods
based on the second significant digits of
vote counts have been shown to be ambig-
uous: they respond both to normal political
activities (strategic behavior, district im-
balances, special mobilizations, coalitions)
and to frauds.* Methods that examine the
last digit of vote counts can be fooled if
malefactors have sufficient control over the
numbers.®

2Wand, Jonathan, Kenneth Shotts, Jasjeet S. Sek-
hon, Walter R. Mebane, Jr., Michael Herron and
Henry E. Brady. 2001. “The Butterfly Did It: The
Aberrant Vote for Buchanan in Palm Beach County,
Florida.” American Political Science Review

3e.g. Myagkov,. Ordeshook, and Shaikin in The
Forensics of Election Fraud: With Applications to
Russia and Ukraine; Levin, Cohn, Ordeshook, and
Alvarez. in “Detecting Voter Fraud in an Electron-
ic Voting Context: An Analysis of the Unlimited
Reelection Vote in Venezuela;” Mebane, in“Fraud in
the 2009 Presidential Election in Iran?;” Deckert,
Myagkov, and Ordeshook in “Benford’s Law and
the Detection of Election Fraud;” Beber and Scacco
in “What the Numbers Say: A Digit-Based Test
for Election Fraud;” Klimek, Yegorov, Hanel; and
Thurner in “Statistical Detection of Systematic
Election Irregularities;” Mebane in “Election Fo-
rensics: Frauds Tests and Observation-level Frauds
Probabilities;” and Ferrari, McAlister, and Mebane
in “Developments in Positive Empirical Models of
Election Frauds: Dimensions and Decisions.”
*Mebane, Jr., Walter R. 2013a. “Using Vote Counts’
Digits to Diagnose Strategies and Frauds: Russia;”
and Mebane, Jr., Walter R. 2014. Can Votes Counts’
Digits and Benford’s Law Diagnose Elections? In
The Theory and Applications of Benford’s Law, ed.
Steven J. Miller.

>Mebane, Jr., Walter R. 2013b. “Using Vote Counts’
Digits to Diagnose Strategies and Frauds: Russia;”
and Verena Mack and Lukas F. Stoetzer. 2019.
“Election fraud, digit tests and how humans fab-
ricate vote counts—An experimental approach.”
Electoral Studies 58(1):31-47.
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In my presentation I briefly reviewed four
recent applications of election forensics
analysis and discussed one extension being
developed to incorporate new kinds of data.
The applications refer to some kinds of sta-
tistics that are available via the Election Fo-
rensics Toolkit (available at http:// election-
forensics.ddns.net:3838/EFT USAID) and
some others.

HONDURAS 2017

Polling station data from the 2017 Presi-
dential Election in Honduras shows signs
of frauds that may have affected enough
votes to determine the election outcome.
One Toolkit indicator (“P05”) suggests that
votes for the winning party may have been
manipulated. Estimates from a likelihood
finite mixture model® suggests fraudulent
vote counts are present in about thirteen
percent of polling stations, and that the
overall number of fraudulent votes is great-
er than the difference in votes between the
winner and the second-place candidate.

US 2016 WISCONSIN AND MICHIGAN

Briefly reviewing results reported more
completely in Mebane and Bernhard,” I de-
scribe evidence that the voting technologies
used in places that had the votes recounted
in these states appear to have treated can-
didates Trump and Clinton symmetrically.
In Wisconsin, there was a full recount and
in Michigan there was a partial recount. In
Wisconsin a variety of methods were used
to recount the ballots, including both hand

®Mebane, Jr., Walter R. 2016. “Election Forensics:
Frauds Tests and Observation-level Frauds Proba-
bilities.”

"Mebane, Jr., Walter R. and Matthew Bernhard.
2017. “Effects of Voting Technologies and Recount
Methods on Votes in Wisconsin and Michigan;”
and Mebane, Jr., Walter R. and Matthew Bernhard.
2018. “Voting Technologies, Recount Meth- ods and
Votes in Wisconsin and Michigan in 2016.



and machine tabulations. In Michigan,
all recounts were by hand. The diversity
of voting and recount methods in the one
case and incomplete coverage in the other
makes it impossible say to anything with
great confidence about whether voting ma-
chines were hacked in these states. Records
from Wisconsin show that officials logged
a variety of problems beyond “Voting ma-
chine error,” and such errors were associ-
ated with some of the highest mean differ-
ences between the recounted and original
vote count in Wisconsin wards.

KENYA 2017

Polling station data from the 2017 presiden-
tial election in Kenya produces extensive
signs of frauds when analyzed using Tool-
kit methods.® This is the election that was
annulled by the Kenyan Supreme Court.
The most important challenge for election
forensics analysis of Kenyan election data
is that voting is very strongly polarized
along ethnic lines. The strategic coordina-
tion around ethnicities creates patterns in
vote count data that can look like frauds to
statistical tests. The appearance of frauds
is greatly reduced but not eliminated when
the data are analyzed separately by county.

Unfortunately measures of ethnic compo-
sition are not available for Kenyan polling
stations or other localities, but experts agree
that many counties are ethnically much less
heterogeneous than is the whole country.
The analysis done separately by county still
suggests there were many irregularities
and thousands of fraudulent votes, possibly
benefitting—in different counties—both
leading candidates.

RUSSIA 2016

8 Mebane, Jr., Walter R. 2017. “Anomalies and
Frauds(?) in the Kenya 2017 Presidential Election.”
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Polling station data from Russian national
elections from 2000 through 2016 suggest
that frauds in these election-type events
have gotten worse over time.” A change ap-
pears to occur between the 2003 Duma and
2004 presidential elections: vote manipu-
lations designed to “signal” that votes are
being manipulated for United Russia are
evident via the “P05” statistic from 2004
on. “P05” statistics suggests that turnout
was being manipulated in all the elections.
Estimates from the finite mixture mod-
el suggest the manipulations follow two
basic patterns, with either substantial or
very substantial proportions of votes be-
ing manufactured. While the “substantial”
variant of the vote-manufacturing mecha-
nism appears to have been in place during
the 2016 presidential election, the propor-
tion of polling stations in which frauds had
effect is estimated to be the highest that
year across all the elections. The number
of fraudulent votes estimated to have been
counted in that election dwarfs the other
elections—the number is more than dou-
ble the next highest estimated number of
fraudulent votes.

TWITTER ELECTION OBSERVATORY

Based on 6.5 million keyword-filtered
Tweets taken from the Streaming API, we
used machine classification tools to ex-
tract 315,180 election incidents reported
by 215,230 Twitter users during October
1-November 8, 2016: the initial implemen-
tation of a Twitter Election Observatory.'

An election incident is a report of a person-
al experience with situations such as lines

°Kalinin, Kirill and Walter R. Mebane, Jr. 2016.
“Worst Election Ever in Russia?”

1 Mebane, Jr., Walter R., Patrick Wu, Logan Woods,
Joseph Klaver, Alejandro Pineda and Blake Miller.
2018. “Observing Election Incidents in the United
States via Twitter: Does Who Observes Matter?”
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or wait-times of various lengths, success or
difficulties voting, success or difficulties
registering, participation in election-day,
early or absentee voting, and more. At the
time of the presentation, these incidents
had been identified at more than 12,000
distinct locations in the continental United
States (plus many locations abroad).

Using a measure of “presidential campaign
partisan association” constructed using
word embeddings derived from Twitter us-
ers’ self-descriptions, we observe “commu-
nication silos” in which users tend to report
their incidents to other users who have sim-
ilar partisan associations. Users with dif-
fering partisan associations tend to report
different kinds of incident—compared to
“clinton / hilary / hillaryclinton / strongerto-
gether / democrat” users, “trump / donald /
realdonaldtrump / maga / republican” users
are:

1. less likely to report unspecified line
length incidents or long lines,

2. less likely to report unspecified polling
place incidents, neutral polling place in-
cidents or success voting,

3. less likely to report unspecified regis-
tration incidents or neutral registration
incidents but more likely to report reg-
istration problems, and

4. less likely to report unspecified elector-
al system incidents or neutral electoral
system incidents.

The reporting differences seem to reflect
biases more than differences in real experi-
ences. To implement the second version of
the Observatory, we have used the Stream-
ing API to collect about 65 million key-
word-filtered original Tweets during Octo-
ber 1-November 6, 2018.
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NEWN STATISTICAL TECHNIQUES
IN INTERNATIONAL PERSPECTIVE

Advances in the statistical techniques
available for use in elections audits present
exciting opportunities for those seeking to
promote election integrity and strengthen
the democratic process. At the same time,
international experiences with elections
provide several important points of consid-
eration for election administrators, observ-
ers, and other actors providing technical
assistance and support, even in the context
of U.S. elections.

This presentation stressed the emphasis on
a holistic definition of an election audit. Ex-
tending from this definitional orientation,
the presentation emphasized: best practic-
es for conducting audits, the critical impor-
tance of data availability, and the need for
an appreciation of, and sensitivity to, the
broader political context in which the audit
takes place.
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For international democracy pro-
moters, an election audit is more
than a recount.

While a recount can be employed to con-
firm results, an audit is a broader investiga-
tion (which may involve a recount) initiated
in response to accusations of fraud, in order
to verify the integrity of the election and es-
tablish whether election results should be
considered legitimate. Thus, while both a
recount and audit aim to determine wheth-
er election results are “correct,” the charge
of an audit extends beyond a narrow re-
count of ballots, to take a fuller picture of
actions undertaken by key stakeholders and
to evaluate the impact of those actions on
election outcomes.

In the interest of accomplishing a more ho-
listic audit, that assesses election integrity



KEY ISSUES & PERSPECTIVES IN POST-ELECTION AUDITING

rather than simply election outcomes, in-
ternational practitioners have several ideas
about best practices—all of which empha-
size the need for election administrators
to plan in advance for the possibility of an
election audit.

First, any audit should ideally be undertak-
en by the country’s own election manage-
ment board (EMB). The emphasis on do-
mestic election administrators performing
an audit serves two purposes:

1. it prevents key stakeholders in the elec-
tion (parties and candidates) from ma-
nipulating the election process (or being
perceived as doing so).

2. It limits perceptions among stakehold-

ers and the electorate of outside inter-
ference in the election process.

The main caveat to this advice is the recog-
nition that some of the advanced statistical
techniques being employed in election au-
dits today may require expertise from third
parties outside the country—such possibil-
ities, however, should be planned for and
made transparent well in advance of an ac-
tual audit.

Given that an election audit will include
activities beyond a vote recount, the pro-
cedures and standards for the audit must
be established well in advance. Audits that
occur without such understandings in place
are likely to do little to improve confidence
in elections, or produce compelling evi-
dence of election fraud.

In order to be legitimate, audit procedures
should be constructed from a country’s
election law. These procedures must antic-
ipate the kinds of issues that are likely to
arise and trigger an audit, and make explic-
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it plans to evaluate the election on the basis
of those issues.

Finally, all the processes associated with
the audit must be transparent and clearly
communicated to key stakeholders (who
should be able to observe, but not conduct,
the audit). In particular, any advanced sta-
tistical methods that are employed in the
course of the audit should be clearly com-
municated to stakeholders. Otherwise such
evidence may undermine the credibility of
the audit, which ultimately undermines the
goal of evaluating the integrity of the elec-
tion.

EXAMPLES:

Venezuela Presidential Recall Audit
(2004): The Carter Center worked with
Venezuela’s election commission, used
simple statistical analyses, and ad-
dressed subsequent criticisms of the au-
dit. This audit upheld the results of the
election as valid.

Haiti First-Round Presidential Audit
(2010): The Organization for American
States examined vote counts from out-
liers (high turnout, high vote margin)
in a random sample of polling stations,
in response to fraud accusations. De-
termined that 2nd and 3rd place in the
first round should be reversed, affecting
competition for the presidency.

»

»

While international democracy promoters
stress these best practices for conducting
an election audit, it is critical to acknowl-
edge that a holistic audit requires data to be
successful. The data made available to au-
ditors should be extensive and include: vot-
er registers, voter turnout, and election re-
sults data. Further, the turnout and results
data should be disaggregated, ideally to the
level of individual polling places. Finally,
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data on the time that counts are taken, re-
ported, and incorporated into higher levels
of aggregation should also be collected and
made available to auditors. If the country is
using an electronic voting system, the codes
used to transmit and aggregate results must
also be made available to auditors.

This level of data availability requires first,
that election management bodies establish
procedures to collect the data and second,
that election law permits such data to be
made available to auditors in the event of an
audit. In many countries today (e.g. Nigeria,
Guyana, Cambodia) release of disaggregat-
ed results is not permitted once results have
been aggregated and submitted to the cen-
tral election management body. Further,
issues and suspicions can be exacerbated
when countries use electronic methods (or
a mix of paper and electronic, as in Kenya)
to aggregate election results. Finally, tem-
poral data is critically important because
demographic patterns can confound the

meaning of irregularities that appear to be
geographically distributed.

EXAMPLES:

» Kenya (2017): This election is an exam-
ple of the limited conclusions that can
be drawn when data are insufficient.
Election results were aggregated both
electronically and via paper ballot, but
only electronic results were available for
analysis. Furthermore, this is a coun-
try where demographic patterns make
it difficult to draw conclusions from
geographic irregularities, and time-
stamped data would be useful.

» Honduras (2017): Because data was
available at the polling location level,
and by time of report and aggregation,
this is a case where the Organization
of American States was able to identi-
fy clear anomalies suggesting that there
had, in fact, been fraud committed.

Photo credit: Annie Bolin
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Finally, when undertaking an election au-
dit, auditors and those overseeing the pro-
cess must remain cognizant of the broader
political context in which the election takes
place. Again, if one thinks of an audit as
analogous to a recount, in that it seeks sim-
ply to provide an accurate picture of what
happened in the election, then the broader
political context does not seem relevant.

Returning to the international definition of
an audit, however, we know that these un-
dertakings are motivated by accusations of
fraud and electoral malfeasance. The kinds
of elections where such accusations arise,
are very often elections in political systems
that are fraught with instability and the po-
tential for conflict and/or democratic back-
sliding.

In such cases, those conducting the
audit must way the value of provid-
ing accurate results against the value
of maintaining peace and stability.

EXAMPLES:

»  Afghanistan (2014): After accusations of
fraud the United Nations supported an
audit that included a full recount of all
polling locations. The results of this au-
dit, however, were never released pub-
licly or to key stakeholders. Instead,
the audit motivated a compromise be-
tween the winning and losing candidate
for power sharing. This is an example
where stability in the political systems
was valued over electoral accuracy.

Kosovo (2010): In this election an auto-
matic, remedial audit was implement-
ed where all tabulation sheets were
checked against officially recorded re-
sults to ensure accuracy. Results of this

»
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audit were released publicly, showing
that results from almost 50% of poll-
ing stations were inaccurate and should
be invalidated. As a result, voter con-
fidence in elections declined sharply,
suggesting a case where accuracy was
prioritized over enhancing confidence
in democratic elections.

In sum, the international election perspec-
tive cautions us that election audits must be
holistic, and well-planned in advance, and
that data must be fine-grained, prolific, and
made available to auditors. Finally, auditors
are advised to consider the broader political
contexts and must be alert to the potential
for goals such as accuracy to be in tension
with other goals such as political stability
and the promotion of voter confidence in
elections and support for democracy.



IWHAT COLORADO CAN
TEACH US ABOUT
POST-ELECTION AUDITS
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RISK-LIMITING AUDITS:
LESSONS LEARNED

In 2017, Colorado became the first state
to regularly conduct risk-limiting audits
(RLAs). Colorado's successes are grounded
in 15 years of multi-partisan efforts to pro-
mote and pilot election auditing. Here are
some of the lessons I've learned along the
way.

For more background, and links to a wealth
of material, I encourage you to explore
The Colorado Risk-Limiting Audit Project
(CORLA), available online.

One of the clearest lessons is that
pilot audits with input from peo-
ple experienced with risk-limiting
audits are enormously helpful and
highly recommended. The whole
community learns from pilot au-
dits.
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BEST PRACTICE: BALLOT-LEVEL RLAS
Colorado has demonstrated that with good
systems, processes and data, you can do
ballot-level risk-limiting audits which limit
the risk that tabulation errors or attacks re-
sult in getting the wrong outcome. This can
be done at scale, in hundreds of contests, in
dozens of counties, and across overlapping
districts in a state.

They can also be done efficiently. Colora-
do audited less than ten thousand ballots
statewide. Besides the fully risk-limiting
audits, simultaneous "opportunistic" audtis
can gather evidence on and report risk lev-
els for all the rest of the contests.

Furthermore, Colorado's new statewide
system is among the most cost effective and
best for auditing: central-count scanners
with BMDs available for accessibility.



RESOURCES AVAILABLE

These highly efficient ballot-level RLAs can
be done with equipment from multiple ven-
dors. In 2015, four vendors presented and
piloted systems that could do ballot-level
comparison RLAs in 2015. They were all
central count scanning systems, from Do-
minion, Hart, ClearBallot and ES&S

Colorado funded the development of soft-
ware to help manage the audits, which is
now the open source ColoradoRLA. This
system continues to be enhanced, and can
be used for free by any jurisdiction, with
support available from multiple organiza-
tions.

IMPORTANCE OF RLAS

There is widespread, transpartisan
consensus on the need for both paper
ballots and audits.

An early example was in 2003, when four
local parties (Republican, Democrat, Liber-
tarian and Green) supported a joint consen-
sus in Boulder, Colorado. An excellent over-
view of the modern case is in the National
Academies report from 2018: Securing the
Vote: Protecting American Democracy, from
The National Academies Press.

While we've made huge steps forward, there
is still much to do. Why is it taking so long
to adopt robust audits?

» Elections are increasingly complicated
You can't easily audit the data you've got

You can't easily get the data you need

»

»

This underscores why it is critical to sup-
port and adopt the Common Data Stan-
dards work by the EAC / NIST VVSG-In-
teroperability task force.
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COMMON DATA FORMATS

We need format standards! See a helpful
overview presentation by John Wack: Over-
view of VVSG-Interoperability Common
Data Formats (two presentations).

Common data formats are published or in-
the-works for several use cases. Election
Results reporting (SP 1500-100) is used in
OH, NC, LA County. Other states are in
progress. The Election Log Export CDF
will soon be published as SP 1500-101. The
Voter Records Interchange CDF is slated
for review by VR vendors, to be published
as SP 1500-102. I have seen initial use in
OH and by OSET.

The Cast Vote Records CDF schema should
be published soon as SP 1500-103. The on-
going development and documentation of
election process business models and vot-

ing method descriptions is also very bene-
ficial.

EVIDENCE PRESENTED AND CHECKED

Audits which are conducted by elections
officials should also be highly accessible to
the public, and the critical inputs to and re-
sults of the audit should be shared openly.
Otherwise, audits may be convincing to of-
ficials, but leave losing candidates and the
public without enough evidence to go on.

A document presenting details on what the
public should have access to is available at
Public RLA Oversight Protocol, by Stepha-
nie Singer and Neal McBurnett, 2017. Brief-
ly, the elements it covers are: Chain of Cus-
tody, Tabulation, Manifest, Commitment,
Random Selection, Ballot Card Retrieval,
Ballot Interpretation and Data Entry, End-
ing the Random Selection and Examination
of Ballot Cards, Hand Count, and Audit
Conclusions Affect Outcomes.
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COLORADO AUDIT RESULTS

The ColoradoRLA software includes an
rla_export tool to provide necessary data
for Oversight Protocol in csv/json formats.

rla_report software is in progress to in-
terpret the exported data, confirm that the
right ballots were selected, and check the
risk level calculations, to help implement
these oversight steps. This code will also
be open source, and verifiers should be en-
couraged to check it and/or implement their
own oversight processes and code.

In its recent audits, Colorado has shared
more useful data on its audits, in more use-
ful ways, than probably any other jurisdic-
tion. Officials can be very proud of their
results. Officials with access to all the au-
dit data, including the Cast Vote Records
(CVRs) etc., can be more confident in the
outcomes of more contests than anywhere
else in the country, and certainly more effi-
ciently than anywhere else.

CONVINCING OTHERS OF ELECTION OUTCOMES
Unfortunately, while this is much more
transparency than in the past, losing candi-
dates and the public still encounter several
crucial holes in the oversight protocol. Some
summary data is not available yet, princi-
pally because due to an unusual confluence
of challenging circumstances, the state is
still wrestling with ballot anonymity issues
which have limited the availability of the
original CVRs to the public. That means
the public can't check tally totals, and can't
check ballot interpretations in real time, or
sometimes at all.

We give kudos to the amazing ongoing ac-
complishments by both the state and the
counties under very challenging circum-
stances, and look forward to resolving the
various obstacles to full transparency.
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A model for that sort of transparency has
already been seen in the audits in Boulder
CO in 2008, which, before the audit, suc-
cessfully generated auditable data. In some
cases that required merging small sets of
ballots into larger sets, all to be audited
together, in order to eliminate anonymity
concerns. See Boulder County 2008 Gen-
eral Election Audit for the data and open-
source software for those batch-compari-
son audits.

More detail on relevant challenges and
good solutions is available at Preserving An-
onymity of Cast Vote Records, by Mark Lin-
deman, John McCarthy, Neal McBurnett,
Harvie Branscomb, Ron Rivest, and Philip
Stark, 2017-08-03.

DISCREPANCY INVESTIGATIONS

Detailed reporting on discrepancies in Col-
orado’s audits is still in-progress. But it is
evident that there are still some instances
of errors in data entry. To avoid that, the
software should inform the Audit Board
that there was some sort of discrepancy
right after it has been officially entered (and
after preserving a record of that official en-
try). That would help with discrepancy in-
vestigations, provide much more useful and
actionable quality control feedback, and
enhance trust in the process on all sides.

REMAINING CHALLENGES

The software needs enhancements in re-
porting convenience and analysis. It should
make it easy to view discrepancies, and risk
levels for opportunistically audited con-
tests. That is particularly challenging for
the wide variety of districts, each involving
samples taken in a variety of counties. The
software should also automatically gen-
erate an "Audit Center" web site with full
data for the public.



The software should be further modular-
ized for use with external risk-level calcula-
tion modules, covering additional auditing
methods like SUITE, Bayesian RLAs, etc.

We need new approaches to handle in-pre-
cinct/vote center scanners, which random-
ize ballots and/or CVRs. They complicate
the process of matching paper ballots with
CVRs.

We need upgraded support for batch-com-
parison audits, which yield risk reduction
which is predictable, easy to plan for and
easy to understand. We should also provide
better support for ballot-polling audits,
though they can be unpredictable and im-
practical for some of the most interesting
contests with tight margins.

We should foster collaboration between
clerks, privacy experts, and tool-smiths
around preserving anonymity, especially
for the complicated situation in Colorado.
And we should audit more systems involved
in elections: voter registration, signature
verification, envelope sorting, ballot recon-
ciliation etc.

TARGETED AUDITS

Often in any given election, public atten-
tion is focused on particular circumstanc-
es. Random selection of ballots to audit is
essential for good risk reduction, but we
should also be prepared to directly address
specific concerns and unusual circum-
stances.

We should encourage candidates and the
public to identify additional interesting
ballots to target for auditing. They could
be chosen based on analysis of the CVRs,
based on mark density data, or even based
on ballot images.
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PUBLIC ENGAGEMENT IN VERIFICATION
Finally, we should promote more pub-
lic participation in audits. We could print
ballot tracking pages with QR codes, and
provide an app that public observers could
use to photograph ballots along with the
tracking-sheet QR codes. That could assist
the public in conducting their oversight,
and facilitate sharing of a series of confi-
dence-inducing tweets like “I verified the
votes on this ballot.”
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SUNMARY OF RLA
INMPLEMENTATION: TRAINING
AND CHANGE MANAGEMENT

Office of the Colorado Secretary of State

RELATIONSHIPS AND COMMUNICATION

In our experience, one of the strongest fac-
tors to successfully deploying any major
project or new system is building and main-
taining strong working relationships be-
tween the state and counties, and with any
outside vendors. The state leverages these
relationships to gain buy-in and build sup-
port for the project, and to identify “cheer-
leaders” who will help test and pilot.

We've found that good communica-
tion is central to building trust and a
strong relationship.

A critical factor of success in project im-
plementation is that counties must be com-
fortable calling with questions or training
needs. It takes time and work to build trust,
and face-to-face interactions are essential
in the process. Our office goes out region-
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ally to provide training and we attend the
clerks’ association conference. We also go
out to visit the counties in their offices to
understand their unique processes and
specific challenges. Having established re-
lationships helps our team plan resources
and focus their energy on counties that may
need more one-on-one training time.

We’ve found that it’s critical for our team
to be responsive when the counties call in
with questions or need one-on-one training
time. The team reaches out regularly to the
counties to ensure they feel a level of com-
fort calling in. We layer the communication
to counties and focus on ensuring that our
messages are clear and effective. The vot-
ing systems manager sends regular emails
to the counties listing upcoming deadlines
and critical information. We include the
same information in the weekly newsletter
that we send to counties. And leading up to
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the mock risk-limiting audit before the 2018
general election, we also highlighted in the
weekly newsletter one piece of functional-
ity in the audit system that had changed.
We conduct a weekly county support call
during the election period, and we include
the upcoming deadlines and other critical
information in that weekly agenda.

Before the first statewide audit, the team
developed clear, comprehensive written
documentation about the process and tech-
nology. This documentation also included
how to use the ancillary systems, such as
how to hash a document or access the SFTP
site. In addition to the state’s step-by-step
technical documentation, we worked with
the counties to develop a county playbook
outlining process best practices for small
and medium counties. We work with the
counties to update the documentation be-
fore each audit to ensure it’s accurate, com-
prehensive, and understandable.

Trust and communication are critical to
implementing large statewide projects—
we can continue implementing big changes
when there are simultaneous implementa-
tions that place a strain on the counties’
resources. For example, in the 2018 gener-
al election, we implemented a significant
change to how the statewide contest is au-
dited. It worked and the audit ran smoothly
because counties called with questions and
the team spent a lot of time working one-
on-one with them.

LAYERED TRAINING

Another factor of our success is approach-
ing training as an iterative process. It’s
essential to establish and maintain a safe
learning environment where everyone feels
comfortable asking questions openly and
honestly. If counties are honest about their
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challenges, the resulting discussion is more
productive in terms of identifying real
workable solutions.

We begin with general concepts and terms
to help counties understand the legal and
philosophical framework. Then we cover
why the process or project is being imple-
mented and any way in which the counties
will benefit from the change. Helping coun-
ties understand ‘why” is fundamental to
gaining buy-in. It’s also important to train
on legislation or rules that are changing
as well as the legislative and rule process,
and to recognize that legislative and rule
changes may need to be tackled iteratively
to avoid unintended consequences.

We've found that it’s important to cover
the technical steps of the process, in this
case the audit, at several points during the
training cycle. But it’s most critical during
the process discussions and the hands-on
training. As I discussed in the communi-
cations section, comprehensive guides for
both software and processes are important.
Guides should be step-by-step manuals that
include screenshots and explanations of an-
cillary systems like the hashing tool. And
they should be updated regularly to reflect
technology updates and feedback from the
counties.

Training around process improvement and
change management in general is also a
key factor of successful project implemen-
tation. In other words, how do we evaluate
our processes, document them, and identify
opportunities for efficiency. We also always
try to bear in mind that one-size fits all pro-
cesses generally aren’t the most effective.
What works for a large county with urban
populations isn’t going to translate well to
a small rural county for several reasons, in-
cluding resources, budget, and technology.
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One approach we've found to be incred-
ibly effective is to train to the goal and
then crowdsource the solution. Get coun-
ties with similar populations, budgets, re-
sources, and challenges together and work
collaboratively to develop the business pro-
cesses. This approach ensures that we de-
velop good processes and it helps gain buy-
in because it’s not just a process mandated
by the state.

When identifying process changes, we've
also found that it’s important to minimize
significant disruptive changes, which can
create confusion for pollworkers. Rather
than implementing wholesale and over-
whelming changes, which increase the risk
of failure, we look for ways to streamline
existing processes for efficiency and in-
corporate small adjustments. And with all
changes, practice makes better. It’s benefi-
cial to practice and test the new processes
to make sure things will work as expected.
In addition to the counties conducting pro-
cess walk-throughs, we also place a focus
on hands-on training in the software.

Hands-on practice and mocks are one of
our most effective training tools. We try
to allow as much practice in the system as
possible to build muscle memory. Colorado
conducts a mock risk-limiting audit before
every election. It gives the county staff and
audit judges an opportunity to learn in a
safe, but realistic, environment.

We believe it’s important to treat a mock
as a training exercise and respect the safe
learning environment. We work to make
sure it’s safe to fail and learn from it. During
the mock, the voting systems team spends a
lot of time one-on-one with counties mak-
ing sure they’re comfortable and all of their
questions are answered. They also work
with counties to walk through any errors in
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the mock to explain how it would affect that
county and the entire state in a real audit.

DEBRIEF AND IMPROVE

Following each audit, we solicit and listen
to county feedback about the processes and
the system. This has led to system enhance-
ments for usability to help reduce errors as
well as changes to the training and docu-
mentation. The team updates the instruc-
tions and documentation based on the feed-
back and resulting system changes, and we
work with the county clerk’s association to
update the county process playbook.

It’s also critical to continue providing re-
fresher training. We survey following every
training to ensure the training is meeting
the counties’ needs. And we’ve consistently
found that the survey responses support a
need for continual training. Finally, as we
implement we try to keep the end goal in
mind; what are we working to accomplish
and why, and how can we work with our
county partners and other stakeholders to
ensure success.
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INTRODUCTION

The Indiana Voting System Technical
Oversight Program (VSTOP) has recently
been involved in risk-limiting audits and
other election activities related to physical
and cybersecurity of election systems in In-
diana. This report presents a brief descrip-
tion of such activities.

VSTOP was established by Indiana statute
in 2005 (P.L.221-2005, SEC.95). In 2008,
the Indiana Secretary of State contracted
with Ball State University to manage the
operations of VSTOP. Since then, VSTOP
has worked with the Indiana Secretary of
State and the Indiana Election Division to
manage many election-related activities,
including developing and proposing proce-
dures and standards for the certification,
testing, acquisition, functioning, training,
security for voting systems and electron-
ic poll books used to conduct elections in
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Indiana, establishing and managing an in-
ventory database of election equipment in
the 92 counties in Indiana and offering a
Certificate Program in Election Adminis-
tration, Security and Technology (CEATS)
to county election officials within the state.

LANDSCAPE OF ELECTION SYSTEMS IN INDI-
ANA

The 92 counties in Indiana are served by
five voting system vendors and five elec-
tronic poll book vendors. About half of the
counties use DREs. The other half use OP-
SCANS or a combination with DREs.

To be certified for use in elections in In-
diana, a voting system must comply with,
among other requirements, the 2002 Vot-
ing System Standards (VSS), or the 2005 or
2015 Voluntary Voting System Guidelines
(VVSG). VSTOP developed a protocol for
certification of electronic poll books in In-
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diana. According to the National Confer-
ence of State Legislatures, Indiana’s 2013
e-poll book legislation is currently the most
comprehensive in the country. Since 2013,
the number of counties in Indiana using
electronic poll books has grown rapidly
(currently at about two-thirds).

INTEGRITY OF ELECTIONS AND SECURITY OF
ELECTION SYSTEMS

Each year, the Bowen Center for Public Af-
fairs at Ball State University conducts the
annual Hoosier Survey, which aims to gath-
er public opinion data on current issues and
provides that data to policymakers. The
2017 survey included the following ques-
tion:

What level of confidence do you
have that your vote in the last elec-
tion was properly recorded and accu-
rately counted?

The table below includes the responses of
a random sample of 600 Indiana residents,
showing that about 40% of the respondents
are not very confident.

CONFIDENCE LEVEL
VERY CONFIDENT
SOMEWHAT CONFIDENT
NOT TOO CONFIDENT
NOT CONFIDENT AT ALL

DON'T KNOW/REFUSED TO ANSWER
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These findings indicate a lack of confidence
among a sizable proportion of Indiana resi-
dents. Public perceptions are important in-
dicators of areas where public officials may
need to address concerns. A number of ini-
tiatives have been undertaken by the Indi-
ana Secretary State and the State of Indiana
to address issues with security and integri-
ty around Indiana’s elections. Elections are
included in one important initiative within
the state launched in 2017.

The Governor of Indiana established the
Indiana Executive Council on Cybersecuri-
ty (IECC) in 2017 to “... form an understand-
ing of Indiana’s cyber risk profile, identify
priorities, establish a strategic framework of
Indiana’s cybersecurity initiatives, and lever-
age the body of talent to stay on the forefront
of the cyber risk environment.” The IECC
comprises several committees including
the Elections committee, chaired by the
Secretary of State.

Members of this committee include, as
representatives, County Clerks, the Indi-
ana Election Division, the Indiana Office
of Technology, the Statewide Voter Reg-

PERCENTAGE
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istration Commission, and VSTOP. The
committee has made several contributions
including a review of the physical and cy-
bersecurity aspects of elections, voting sys-
tems and electronic poll books, recommen-
dation of best practices, and risk-limiting
audits.

RECENT AND PROPOSED LEGISLATION

The 2018 Indiana Senate Enrolled Act (SEA
327) brought several physical and cyberse-
curity policies into law, including secure
custody, sealing and storage, and inven-
tory and disposal of election equipment.
Under current law (IC 3-12-3.5-8), Indiana
has some post-election audit requirements.
Proposed legislation in the 2019 Senate Bill
SB 570 includes voter verifiable paper audit
trail (VVPAT) requirements and risk-limit-
ing audits in the coming years.

SB 570 also includes national criminal
history background checks of vendor em-
ployees, a requirement that polling places
comply with the Election Infrastructure
Outreach Security Checklist published by
the United States Department of Homeland
Security and a requirement that all prob-
lems or anomalies with the functioning of
voting systems and electronic poll books be
reported to the Secretary of State within 48
hours of its discovery.

RISK-LIMITING AUDITS

As part of its work with the IECC, VSTOP
conducted the first ever RLA Pilot in In-
diana in May of 2018. Dr. Ronald Rivest of
MIT and Mr. Jerome Lovato of EAC assist-
ed in this effort, among others. The RLA
was conducted in Marion County, Indiana
which includes the city of Indianapolis.
Several weeks were spent in the preparation
of this RLA. The RLA concept was totally
new to Marion County and there was some
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initial reluctance. However, after discus-
sion and several presentations, the county
became quite interested in being part of
the pilot. Substantial help was provided
by the Marion County Clerk, Director of
Elections, Deputy Director of Elections and
their staff. The project was fully support-
ed by the Indiana Secretary of State Connie
Lawson.

In the Marion County RLA, three races
were audited, the 2016 Presidential Elec-
tion (5 precincts, Ballot Polling), the 2018
Primary Democratic Sheriff (10 Precincts,
Ballot Polling) and the 2018 Republican
U.S. Senator (10 Precincts, Comparison
Polling). Both the Stark Method Risk Limit
(10%) and the Bayesian Method (Bayesian
Limit 5%) were employed. The first RLA
confirmed Clinton as the winner in the pre-
cincts audited for the 2016 general election
for President.

This was a fully completed RLA. The oth-
er two audits were ceased early due to time
constraints. It is noteworthy that this was
the first time that the Bayesian Audit Meth-
od was used in the field.

Jay Bagga and Bryan Byers presented the
results of the Marion county RLA at the
8th annual national conference of the State
Certification Testing of Voting Systems
held in Raleigh, NC in June 2018. VSTOP
also assisted with the organization of the
RLA Pilot in Michigan that was led by Liz
Howard of the Brennan Center.

The positive experience gained from the
Marion county audit led the Secretary to ask
VSTOP to conduct a second county wide
audit of several races in Porter County, In-
diana. This audit was conducted in January
2019 and included five countywide races
(123 precincts): Public Question #1, Coun-
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ty Prosecutor, County Auditor, County
Recorder and County Coroner. The Porter
County RLA was one of the most compre-
hensive local RLAs conducted in the Unit-
ed States and VSTOP was able to acquire
valuable information about pre-election
preparation, poll worker training, ballot
chain-of-custody, post-election process-
es, and time and budget efforts for RLAs.
The Three-Cut ballot sampling method fa-
cilitated efficient sampling and tabulation.
Even with the ease of use and quick ballot
polling, more time was still needed to sam-
ple additional ballots for the Recorder and
Coroner races due to a substantial number
of undervotes.

SUMMARY
The Voting System Technical Oversight
Program (VSTOP) has been in existence

41

since 2008. VSTOP’s activities are wide and

varied but are all concerned, in one way or
another, with the integrity of elections and
the security of election equipment. VSTOP
has conducted two RLAs: Marion Coun-
ty (May 2018) and Porter County (January
2019. Both of these RLAs were successful,
with the Porter County RLA being one of
the most comprehensive ever performed.

The State of Indiana has taken many initia-
tives (including legislation) to secure elec-
tions and subsequently enhance voter con-
fidence in election processes and outcomes.
Should legislation regarding VVPATSs and
RLAs pass, VSTOP will be directly in-
volved in the certification of VVPAT equip-
ment and the implementation of Risk-Lim-
iting Audits.
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VOTING TECHNOLOGY &
POST-ELECTION AUDITS

SUMMARY

The decentralization of U.S. elections
makes election administration very com-
plex. One element of this complexity is vot-
ing technology and the ability to conduct
risk-limiting audits (RLA). In this paper I
will highlight three limitations of conduct-
ing RLAs, three ways to improve current
voting system design,! and project what the
future of RLAs look like with the advance-
ment of voting technology and standards.

1 Voting system refers to the total combination of
mechanical, electromechanical or electronic equip-
ment (including software, firmware, and documen-
tation required to program, control, and support the
equipment) that is used to define ballots; cast and
count votes; report or display election results; and
maintain and produce any audit trail information;
and the practices and documentation used to iden-
tify system components and versions of such com-
ponents; test the system during its development and
maintenance; maintain records of system errors and
defects; determine specific changes to be made to a
system after the initial qualification of the system;
and make available any materials to the voter.
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WHERE WE ARE

The U.S. Election Assistance Commission
(EAC) is responsible for developing and
maintaining the Voluntary Voting System

TESTING TO FEDERAL STANDARDS

B Full Federal Certification (16)
I Testing to Federal Standards (22)

' No Federal Requirements (13)



Guidelines (VVSG). The VVSG are spec-
ifications and requirements by which vot-
ing systems are designed and tested. These
specifications and requirements are volun-
tary, which means that states are not re-
quired to adopt these standards to test and
certify their voting systems. At a minimum,
most states (including Washing D.C.) re-
quire testing to federal standards (see graph
on the previous page).

Along with the diverse voting system re-
quirements are even more diverse post-elec-
tion audit laws. Due to this diversity, [ have
placed post-election audits in two catego-
ries: Standard and RLA. The figure to the
right here shows the number of states (in-
cluding Washington D.C.) that conduct
standard post-election audits, the number
of states that do not require a post-election
audit at all, and the number of states that
require an RLA.

CURRENT LIMITATIONS

I have identified three limitations for con-
ducting RLAs: a lack of paper ballot re-
cords, data exports from voting systems,
and state-level certification requirements.
This is not an all-encompassing list of lim-
itations, but is a high-level “top 3” list.

The lack of a paper ballot record is the most
obvious limitation for conducting RLAs.
The simple solution is to just require that
all voting systems produce a voter verifiable
paper ballot record. However, this “sim-
ple” solution isn’t so simple when election
officials must consider other factors such
as: legislation, budget, and training. How
much will a new or modified voting system
cost? How much will voting system certi-
fication cost and how long will it take to be
certified? How much will it cost, and how
long will it take, to implement a new vot-
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POST-ELECTION AUDITS

B Standard Post-Election Audit (32)
No Post-Election Audit (15)
Risk-Limiting Audit (4)

ing system? What changes to election law
will be needed to address RLAs? What re-
sources are available to train local election
officials on how to conduct RLAs, and how
long will that take?

Voting systems produce a vast amount of
data along with options to export that data.
An essential export for conducting a ballot
comparison RLA is a cast vote record.? The
export file formats vary for each voting sys-
tem. For instance, some systems produce
exports in JSON, others in XML, and oth-
ers in CSV. Although these are commonly
used data formats, the confusion arises in
interpreting these files (i.e. what data is rel-
evant for conducting the audit). Some for-
mats are not human readable. For the files
that are human readable, additional mas-
saging of these files are required to make
them intelligible.

2Permanent record of all votes produced by a single
voter whether in electronic, paper or other form.
Also referred to as ballot image when used to refer
to electronic ballots.
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A not-so-obvious limitation for conducting
RLAs is varying state-level certification re-
quirements. For example, consider the fol-
lowing scenario:

Voting System, Inc. develops Voting Sys-
tem Model Y2K and sells it to multiple
states. Two states: State A and State Z,
like the Model Y2K, but they have specif-
ic requirements that must be met. State A
requires state-specific reports; State Z re-
quires state-specific functionality. Voting
System, Inc. decides to sell Model Y2K.1 to
State A to produce the necessary reports,
and Model Y2K.2 to State Z to address the
necessary functionality.

After the purchase, legislators in both
states pass laws that require ballot com-
parison RLAs. Now, both states need ad-
ditional exports that are only available in
Model Y2K.7. Voting System, Inc. offers
to upgrade State A to Model Y2K.7.1 and
State B to Model Y2K.7.2, but it will re-
quire additional funds since a free upgrade

was not included in the original contract.

And that is a snippet of the complications
that exist with varying state-level certifica-
tion requirements.

CURRENT DESIGN

Three areas where voting system design can
improve to assist with conducting RLAs are
human-readable cast vote records, ballot
imprinting, and independent verification.

Voting system manufacturers should work
to produce human-readable cast vote re-
cords. Election officials and auditors should
not have to use third-party utilities or de-
vote additional resources to read cast vote
records. It is recommended that the cast
vote record be in a tabular format where
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each row of the table represents one paper
ballot record.

Imprinting a unique ID on a ballot im-
proves the efficiency of conducting a ballot
comparison RLA. The unique ID should not
be imprinted on sections on the ballot that
will cause the ballot to be unreadable by the
ballot scanner. The unique ID must not be
able to tie a ballot back to the voter. Finally,
the unique ID should be a field in the cast
vote record. For example, if the unique ID
on the ballot is “A-1111” then the cast vote
record should reflect “A-1111” not “1111.”

A basic principle of RLAs is that they pro-
vide independent verification of the results
of an election. With that in mind, a voting
system should not be designed to include
an “RLA module” or any other self-audit-
ing utility. Paper ballot records and proper
ballot management and security are all that
is needed to conduct an RLA.

FUTURE TECHNOLOGY

What lies ahead for the future of voting
technology? Within the upcoming year, the
EAC will publish Voluntary Voting System
Gudelines 2.0, which will include interop-
erability requirements. Part of the interop-
erability work includes creating common
data format (CDF) standards for cast vote
records, election results reporting, elec-
tion event logging, and voter records inter-
change. CDF standards will make RLAs
and other election-related audits much eas-
ier since it will eliminate the head scratch-
ing that exists today of wondering, “What
am [ even looking at?”

Other technology that is in the early stage
of development is voting systems that use
blockchain (i.e. UOCAVA ballot delivery)
and end-to-end verifiable voting systems.
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SOFTINARE SUPPORT FOR
RISK-LIMITING AUDITS

Why do we need software to support
risk-limiting audits? Many people I talk
with assume it is because we need to do
complex statistical calculations—because
they’ve been told that risk-limiting audits
are a statistical method. That’s fundamen-
tally mistaken, in much the same way it’s
mistaken to think of a meeting room as an
engineering model. In audits, as in archi-
tecture, it’s important to get the math right
so nothing collapses, but the math itself is
not the point.

Risk-limiting audits are a kind of tabula-
tion audit, which means that at their heart,
they’re about having people manually ex-
amine a sample of voted ballots to check
the voting system counts. Most of the work
is about helping people manage paper, and
to record what they see on the paper. The
math is not the territory.
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In this context, there’s sometimes a discon-
nect between how statisticians talk about
risk-limiting audits, and how election offi-
cials and others do. Are risk-limiting audits
hard, or are they easy? From a statistical
standpoint, many risk-limiting audits are
easy: the underlying principles are explica-
ble, the methods are straightforward, and
sometimes the calculations can be done
with pencil and paper.

In the real world, risk-limiting audits can
get hard in at least two senses. First, in
many jurisdictions, managing all the voted
ballots in ways that support efficient audit-
ing poses multifaceted logistical challeng-
es. Second, election processes have a diz-
zying array of variations—voting method
or methods, equipment, ballot design and
differences, the number of sheets per bal-
lot, and the time available to conduct audits
- that efficient audit designs must or should
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accommodate. Sometimes these accom-
modations complicate the statistics; more
often, they require new features or subtle
variations upon existing ones.

Risk-limiting audits are easy in some
ways, but they aren’t ramen-noodle
easy: theyre complicated because
elections are complicated.

Good audit design requires close collabora-
tion between election officials and various
kinds of domain experts to address specific
goals in specific circumstances. Naturally,
that affects software development.

A brief first-person case study: The city of
Fairfax, Virginia, conducted a risk-limiting
audit pilot in August 2018, in cooperation
with the Virginia Department of Elections
and Verified Voting. The pilot included a
ballot-level comparison audit based on a re-
tabulation of all the ballots cast in the June
Republican primary (under 1,000 ballots),
as well as a ballot-polling audit. I wrote the
support software. It provided support for
rescanning the voted ballots in batches, au-
tomatically interpreting the votes, manual-
ly reviewing apparent overvotes, selecting a
random sample of ballots, retrieving those
ballots from various batches, and entering
the audit team’s interpretation of the votes.

[ spent maybe a few hours writing code
to compute the statistics. Mostly I worked
with election officials to design the audit
procedures - specifying in detail what peo-
ple would do with the paper ballots at every
step - and then customized the software to
be as helpful as possible.

In Fairfax, I wrote most of the audit code
from scratch in Python, incorporating an
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open-source sampling algorithm written
by Ron Rivest and the OpenCV computer
vision library. Why did I do that? There is
quite a bit of prior art on risk-limiting audit
software, and much of it is open source. Let
me briefly enumerate some of it.

»  Philip Stark has two web pages that can
be used to conduct audits from begin-
ning to end. That’s not an abstract pos-
sibility: several counties have used these
tools.

Ron Rivest and collaborators at MIT
have developed several codebases in-
cluding the GitHub bptool and bctool
repositories, which provide support for
Rivest’s Bayesian audits.

Open-source R and Python libraries ref-
erenced in the election audit literature
support many of the basic concepts, al-
though there has been no systematic ef-
fort to build out these offerings.

Free & Fair developed the original open-
source software implementation for
Colorado’s statewide risk-limiting audit
in 2017—often called the “RLA tool.”
Democracy Works developed the 2018
version of the Colorado RLA tool.

And a group of pro bono developers are
working to integrate and extend some
of these tools to support risk-limiting
audits in Rhode Island, starting with a
January 2019 pilot.

»

»

»

»

»

So, with all this software available for reuse,
what was I thinking? If you've developed
software or used it in your research, you
probably can imagine how things were for
me. You want to solve a problem, Various
people say, “Oh, no worries, there are some
fabulous open-source tools that do what you
want.” So you start looking around, and you
find a bunch of tools. You can’t get some of
them to run because of mysterious software
dependencies. With others, the documenta-



tion is so crude that it’s hard to tell exactly
what they do, or how they could be adapted
to your specific use case. Maybe one is great
for a distributed application with dozens of
clients (e.g., many counties conducting an
audit simultaneously), but seems unwieldy
for standalone use. Eventually you may find
yourself writing software that has the func-
tions you want, isn’t cluttered with func-
tions you don’t need, and will be easier for
you to customize because you understand
its assumptions and limitations.

That’s what I did. Unlike the Colorado RLA
tool, the Fairfax software supported rescan-
ning and automatically interpreting ballots,
and the user interfaces were designed for
readability when projected on a wall. Also
unlike the RLA tool, it could only handle
one ballot style and one plurality contest. It
was exactly what we needed at the begin-
ning of August, and what I could write in
about six weeks while doing the rest of my
day job at Verified Voting.

The June 2018 RLA pilot in Orange County,
California took a different path. Neal Mc-
Burnett and Stephanie Singer, who collab-
orated on the technical support, reused and
extended Free & Fair’s version of the RLA
tool. This required some interesting im-
provisations, because the RLA tool did not
support ballot-polling audits - even though,
conceptually, ballot-polling audits are sim-
pler than the ballot-level comparison audits
that the RLA tool does support! But this ap-
proach did prove workable.

So, on the software side, we have a grow-
ing number of codebases, many of which
are written or customized for specific cas-
es. That’s partly because the development
efforts tend to have small or nonexistent
budgets, limiting the capacity to write code
that can be readily extended beyond the
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problem at hand. The two iterations of the
Colorado RLA tool are the most ambitious,
but the state of Colorado could not, and did
not, pay for an all-purpose customizable
audit tool. We face a collective action prob-
lem: the governmental entities that could
benefit from a large investment in open-
source audit software for shared use have
no means to pool their resources in order
to obtain it. This problem seems eminently
solvable, because the necessary seed invest-
ment is not very large: half a million dollars
would go a long way. A collaborative project
that engages software developers, election
officials, other domain experts, and phil-
anthropic support to support risk-limiting
audits is well within our collective compe-
tence.

[ have focused on how software develop-
ment can address the problem of diverse
needs—but we also have opportunities to
simplify the problem itself. Currently, au-
dit solutions must contend with a Babel of
incompatible vendor data interfaces and
election-office improvisations. NIST work-
ing group have been developing a series of
Common Data Format (CDF) documents,
including a forthcoming CDF specification
for Cast Vote Records - the interpretations
of individual ballots that are used in bal-
lot-level comparison audits. Widespread
adoption of CDFs and other interoperability
standards will facilitate future audit imple-
mentations and other election innovations.

Working to implement statistically rigor-
ous post-election audits sounds dreary; “a
software developer, a statistician, and an
election official walk into a bar” sounds
like bad comedy. (It probably is.) But it turns
out that we have a lot to say to each other,
and we all enjoy solving problems together.
Who knew that “limiting risk” could be so
much fun?
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Ensuring election officials give voters the In 2018, election officials discovered
correct ballot appears to be an easy task. twenty-five homes along a stretch of
However, three recent elections demon- : -
) O road in Hamden, Connecticut were
strate consequential administrative errors ; ) ..
never assigned to their new district

happen:
following the 2012 redistricting,
leading to voters casting ballots in
In June 2018, dozens of voters in the wrong district across several
Habersham County, Georgia re- elections.

ceived a letter from their county’s

Office of Elections and Registra- :

tion informing them that they had In 2017, at least 384 registered vot-
been assigned to the incorrect State €rs i nortl}eastern Virginia were
House district. The 2018 Republican assigned to incorrect State House of
primary was decided by just 67 votes, Delegates districts, of whom at least

the losing candidate challenged the i cast a ballot. 125, of these were
results, and a judge ordered a re-vote. voters incorrectly assigned to House
District 28, a number greater than

the Republican candidate’s 82-vote
margin of victory.
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From a naive viewpoint, elections officials
should easily determine which district vot-
ers’ addresses are located in. In practice,
election officials use data-driven repre-
sentations of a jurisdiction’s geography to
manage the scale of assigning thousands of
voters to the many overlapping districts and
precincts in their jurisdiction. Intrigued by
these situation, we developed a methodol-
ogy to audit the assignment of registered
voters to districts, and worked with Colora-
do and Florida election officials to identify
three mechanisms that lead to district as-
signment errors:

Human error. This mundane error occurs
when human operators make data entry er-
rors into election management databases.
These errors take different forms, depend-
ing on the management system. A frequent
error involves databases of street address
segments, which are street address rang-
es (e.g., 100 to 198 of the even side of Main
Street) that are associated with districts.
Election officials relate street address seg-
ments to voter registration database ad-
dresses, to assign districts to individual
registered voters. A data entry error in a
street segment database creates district
assignment errors for an entire street seg-
ment, which is easily observed when affect-
ed residences are overlaid on satellite im-
agery maps. The district assignment errors
in Hamden, Connecticut has the markers of
such human error.

Geocoding error. Some election officials use
geocoding processes to assign voters to
districts. Geocoders have different levels
of accuracy for the latitude and longitude
coordinates they assign to an address. The
most accurate level is what is known as
“roof-top” accuracy, wherein a geocoding
database provider has an accurate latitude
and longitude point for a known address,
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often obtained from local government re-
cords. Geocoding programs use algorithms
to guess at a latitude and longitude when
they encounter an unknown address. For
example, a geocoder may guess that 150
Main Street lies midway between the end-
points of the 100 to 198 even side of the
Main Street segment. There are two nec-
essary assumptions for such algorithms to
work well: a street lies in a straight line, and
the correct setback distance from the street
to the building is used.

Geocoding processes are not panaceas.
Geocoding databases and algorithms are
often proprietary, created through differ-
ent processes, such that they can produce
different results. We identified and veri-
fied district assignment errors even when
election officials use a geocoding process
to assign voters to districts. Assignment er-
rors that appear to be caused by non-linear
streets and setback issues are more prom-
inent in rural areas, but we have observed
these issues in urban areas, too. In one
case, we identified an assignment error for
a large apartment complex with hundreds
of registered voters.

Asynchronous data. Assignment errors may
arise from a geocoding process that uses
out of date data. Among the more esoter-
ic errors we observed occurred in Colora-
do, where their geocoding process to assign
registrants to districts used district bound-
aries based on 2013 Census Bureau geo-
graphic data, while their geocoder used up-
dated 2017 data. Subtle changes in the 2013
to 2017 census geographical data resulted
in district assignment errors.

Briefly, our audit methodology works in the
following steps:
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1. Obtain a voter registration file. These
data contain two important pieces of
information for our purposes: voters’
addresses and the districts they are as-
signed to.

2. Geocode voters’ addresses. We find using
multiple geocoding databases provides
greater successful geocoding of a voter
registration database. A frequent issue
we observe using a single geocoding
database is street name changes, which
may be updated in a geocoding data-
base, but persist as legacy addresses in
a voter registration database.

3. Obtain district boundary files. The Cen-
sus Bureau disseminates boundary data
for congressional and state legislative
districts. Collecting data on other state-
wide districts and local district is deep-
ly challenged.

4. Perform a spatial join. We overlay the
point locations of geocoded voter regis-
tration addresses, and their associated
district assignments per the voter reg-
istration file, on the district boundaries
and note where the district identifiers
are different.

5. Verify potential errors. We check each
suspect address by overlaying the data
we generate onto satellite imagery. This
helps confirm that a building is indeed
located at the latitude and longitude
identified by the geocoding software.

6. Generate reports. We generate lists of
suspect addresses, accompanied with
maps of district boundaries and dots lo-
cating suspect addresses overlaid onto
satellite imagery.

The good news is that we can audit district
and precinct assignments. Technological
innovations have progressed such that it is
possible to develop and deploy  auditing
systems, and we recommend election of-
ficials to take advantage of them. Indeed,

some vendors have deployed systems to re-
port on the assignment of registered voters
to districts, similar to the methodology we
describe. However, even when election of-
ficials use such systems, we recommend an
external audit since they depend on geoc-
oding databases that may themselves have
errors.

The result of these efforts will be bet-
ter election data integrity, which will
improve voters’ experiences, reduce
election costs, and improve voters’
confidence in the electoral system.
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PUBLICLY-VERIFIABLE

ELECTIONS

Electoral systems in the United States are
easy targets for attackers. As observed in
the recent report from the National Acad-
emies of Science, Engineering, and Medi-
cine, Securing the Vote: Protecting Ameri-
can Democracy, our systems for casting and
counting of votes are extremely vulnerable.
The standards and practices in election
systems do not compare with those of most
industries, and they fall far short of the lev-
el that should be achieved by such a critical
infrastructure.

However, it is important to recognize that
while industry best practices should be ap-
plied, this isn’t enough. Most of the over
eight thousand election jurisdictions in the
U.S. are small and lack a dedicated staff of
information technology professionals. But
many attacks come from nation-states with
vastly superior resources and expertise.
The battle is asymmetric, and it is simply
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not realistic to assume that it is possible to
make our electoral system impervious to all
possible attacks. We can, however, build a
robust auditing infrastructure that allows
us to know if any of our elections have been
tampered with.

There are two basic varieties of audits:

1. Process audits allow administrators or
third-parties to look at equipment and
procedures to ensure that best practices
are being applied.

2. Tally audits allow parties to verify the

correct recording and counting of votes.

Within this second category, there are again
two varieties:

Administrative audits allow election
administrators to statistically sample
ballots to confirm that they are consis-
tent with the reported tallies.

1.



2. Public audits allow independent observ-
ers and voters themselves to confirm
that their ballots are correctly recorded
and tallied.

While administrative audits, such as

risk-limiting audits, are quite valuable and
should be conducted for every contest in ev-
ery election, they can be cumbersome and
do little to provide confidence to a voter or
observer who does not trust election ad-
ministrators to properly maintain original
ballots or to conduct their audits in ways
that are fully independent of the original
tallying.

In contrast, public audits allow skepti-
cal parties to verify the accuracy of tallies
themselves—without having to delegate
trust to third-parties. The primary means
for public auditing is a set of technologies
that achieve what is known as end-to-end
(E2E) verifiability.

An election is said to be end-to-end veri-
fiable if the following two properties hold:

1. Voters can verify their own votes
have been properly recorded.
2. Any observer can verify that all

recorded votes have been cor-
rectly tallied.

E2E-verification depends on the public,
rather than election administrators, to per-
form auditing tasks. In high-profile elec-
tions, this may be commonplace. However,
there is no guarantee that sufficient public
attention will be paid to lower-profile elec-
tions. This is just one of several reasons for
every election to also undergo administra-
tive auditing.
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It is easy to see how the requirements
of E2E-verifiability can be achieved in
open-ballot elections. Voters can convey
their selections to election administrators
who then post all votes—together with the
names of the voters who cast them—in a
public place such as a (digitally signed) web
page. Voters can easily see that their votes
are correctly recorded, and any observer
can easily tally the votes to confirm that
they correspond to the announced tallies.
(A digital signature deters a malicious ad-
ministrator from showing different posts to
different viewers—since discovery of two
distinct signed lists immediately impli-
cates administrators as acting improperly.)
The challenge is to achieve E2E-verifiabli-
ty in secret-ballot elections, and the typical
mechanism is to post encrypted votes rath-
er than open votes.

When posted votes are encrypted, achiev-
ing E2E-verifiability requires providing
voters with means to confirm that the en-
crypted votes associated with them repre-
sent their actual selections (and this must
be done in a way that does not allow voters
to reveal their votes to others) and a mech-
anism must be provided to allow observers
to verify that the encrypted votes accurate-
ly reflect the announced tallies.

There are multiple ways in which each of
these tasks can be achieved. Numerous in-
novative mechanisms have been developed
that allow voters to confirm the correct re-
cording of their votes. Most don’t require
voters to take any extraordinary steps and
do not impose additional burdens on vot-
ers who choose to avail themselves of this
capability. The common element is that
almost all of these systems provide voters
with take-home receipts that can be used to
track their votes. These receipts do not al-
low voters to see their actual selections nor
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to show them to others. Instead, they allow
voters to confirm that their votes have not
been changed since the time that they were
cast (when voters could confirm their actu-
al selections).

The verification of tallying typically re-
quires sophisticated cryptographic meth-
ods—often employing homomorphic en-
cryption. Homomorphic tallying allows
encrypted votes to be directly amalgamated
in encrypted form to construct an encrypt-
ed tally. This amalgamation can be repeat-
ed and checked by any observer and often is
no more complicated than multiplying the
encrypted ballots together. This aggregate
encryption is then decrypted by election
administrators who also provide a proof
that allows observers to independently ver-
ify that the decryption is correct.

An alternative approach, known as a Mix-
Net, allows the encrypted ballots to be
publicly shuffled while preserving their
contents. Election administrators or others
can serve as shufflers, and a proof must ac-
company each shuffle to demonstrate that
the contents haven’t been altered (the shuf-
fling and proof typically use homomorphic
encryption methods—although they do not
employ homomorphic tallying). Once all of
the encrypted ballots have been sufficient-
ly shuffled, each ballot is individually de-
crypted by election administrators—who
also provide independently verifiable proofs
of each decryption. The open ballots (now
dissociated from the voters who cast them)
can be independently tallied by any observ-
er to confirm that the announced tallies are
correct.

With both homomorphic tallying and Mix-
Nets, there is generally not a single de-
cryption key. Instead, the key generation
process is usually distributed so that mul-
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tiple authorities must cooperate to form a
decryption. Ideally, threshold encryption is
used so that, for instance, three of five elec-
tion authorities must cooperate to decrypt.
This distributes the decryption capabilities
so that a single rogue entity cannot compro-
mise privacy while providing robustness so
that a minority cannot prevent an election
from completing.

The collection of technologies that enable
public verifiability of election tallies pro-
vides a valuable complement to risk-limit-
ing audits and similar administrative au-
diting methods. When used together, public
and administrative audits can engender
strong public confidence in the accuracy of
election results.
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DESIGNING BALLOTS FOR
VOTERS AND ELECTION
IWORKERS—AND AUDITS

At first, it wasn’t entirely clear how ballot
design fits into a conference on election au-
dits. In all the discussions about the math-
ematics and 12-sided dice, it’s easy to lose
track of the goal: to ensure that the con-
nection between voters and the results of
an election is not broken. That is, an au-
dit asks whether the ballots in an election
were counted as they were cast, so perhaps
we should also consider how to ensure that
voters have the best possible opportunity to
mark, verify, and cast a ballot that reflects
their intent.

Phillip Stark famously said “an audit is no
better than the paper trail it uses.” I com-
pletely agree with that. Of course paper
ballots are essential as a record of voter in-
tent.

But, I disagree that a hand-marked,
optical scan-style paper ballot is the
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only ballot design, or even a ‘gold
standard.’

In fact, we have a long, rich history of ballot
design that has fooled voters and has some-
times arguably affected the outcome of an
election. Many of us are in this field to-
day because of the butterfly ballot in Palm
Beach County, Florida in 2000. But there
have been many other examples before and
since.

We know the problems and have strong re-
search and empirical election evidence for
best practices and the designs that cause
problems: Contests that are split over two
columns cause overvotes. Open primaries
with two party elections on the same bal-
lot invite people to vote in both, and throw
away their vote. Confusing instructions,
too small text, weak alignment between the
marking target and the candidate. Sadly,
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problems persist—even into the recent 2018
General Election, when a flawed ballot lay-
out in Broward County triggered a spike in
undervotes in a tight race for Senate (see
the image on the next page).

What makes this especially tragic is that we
are not coming up with new problems...just
new permutations of the same problems.
A poorly designed ballot can result in vot-
ers making mistakes that result in a ballot
that looks to be clearly marked (that is, it’s
been marked in an unambiguous way that
the scanner easily reads) but in reality, they
have not voted as they intended.

We need a better paper trail with ballots
that are designed for capturing voter intent,
that works for voters with the full range of
civic literacy, elections savvy, physical and

cognitive abilities. Ballots that don’t rely on
voters remembering or understanding the
rules with no support from the voting sys-
tem to verify their ballot. And ballots that
are easy to read during an audit.

To get there, let’s start with the process of
voting. A ballot is the result of a conversa-
tion between the voter and the voting sys-
tem to produce a paper ballot that reflects
their intent with no ambiguous or inaccu-
rate marks. We might think about ballots
as a menu, showing all of the options. But
when you go to your favorite restaurant, you
don’t order everything on the menu, so your
bill at the end of the meal shows you what
you selected. To make this metaphor work
for a ballot, it also has to include any oppor-
tunity not taken in the list of selections.

Election history is a rogue’s gallery of design defects. For more examples with the impact on real elections, see the
Brennan Center’s 2008 report, “Better Ballots.” Left: Open primary with both parties on the same ballot. Center:
Ballot with a contest split across two columns. Right: a contest in the left column, below the instructions.
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The 2018 Broward County ballot, with contests below the instructions, compared to the EAC best practices and
flawed Florida sample ballot. Left: The Broward County 2018 ballot. Right: Sample ballot from the EAC best prac-

tices.
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Designing a voter selections ballot also re-
quires understanding how marking a ballot
moves through different information de-
sign needs for each stage of the process, in
a form of progressive disclosure.

» Asavoter first marks the ballot, the em-
phasis is on the rules and choices, help-
ing the voter focus on each contest, one
at a time.

At the review screen of an electron-
ic ballot marking interface, the focus
shifts to a preview of all contests and
selections, emphasizing missed oppor-
tunities to vote.

Then, the printed ballot is a confirma-
tion, with the ability to verify all of the
contests and selections (and undervotes)
before casting the ballot.

»

»

In addition to its accessibility features, the
value of an electronic marking interface
is that the voting system understands and
can communicate the rules for the election:
how many votes are allowed in each con-
test, voting variations like straight-party or
ranked choice voting. It can also meet the
goals of the Help America Vote Act by pre-
venting overvotes entirely.

Seen in context, verification is not a proof-
reading task. It is the moment when a voter
can say, “This is my ballot, and after all of
the process for marking the ballot, this is
how I am voting.” For this moment to be
meaningful, the ballot must be designed
to be scanned quickly and accurately, with
clear presentation of names, parties, and
non-selections.

In addition to the design, the presentation
of the physical ballot also matters. A piece
of paper behind glass is not a useful verifi-
cation artifact if voters can’t read it because
the text is too small, or the transport mech-
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anism obscures part of the information, or
glare from the glass makes it impossible to
read. And no paper ballot supports verifica-
tion for blind and low-vision voters unless
is it can either be read back into a system or
scanned with independent, trusted person-
al assistive OCR technologies.

Unambiguously marked ballots that are
easy to read also have an effect on risk lim-
iting audits. According to experts like Jen-
nifer Morrell, much of the time in an audit
is spent adjudicating voter intent on hand-
marked ballots.

Because the Center for Civic Design is the
voice of the humans in the process, we also
have to mention the need to make risk lim-
iting audits easy to run. Election workers
need procedures, tools, and instructions
that are clear, usable, and effective. There
are best practices for writing good instruc-
tions for complex procedures and for de-
signing forms. Let’s bring them into elec-
tion administration procedures, because
elections work better when all of the mate-
rials are easy to use.
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EXHIBIT 4

Declaration of Col. John R. Mills (USAR Ret.) (Nov. 21, 2021)



I, John R. Mills, declare under penalty of perjury that the following is true and correct:

1. I have personal knowledge of the matters set forth below and could and would testify
competently to them if called upon to do so.

Introduction

2. I am Colonel, USAR, (Retired), John R. Mills and also Former Director of Cybersecurity
Policy, Strategy, and International Affairs, Office of the Secretary of Defense, Senior Civilian
(Retired). My dual career as an Active and Reserve member of the U.S. Army as well as a senior
civilian in the Department of Defense has given me a unique opportunity for almost 40 years to
participate directly, provide oversight, or be aware of a vast expanse of the planning and use of a wide
range of U.S. cybersecurity-related instruments of national power. I have held Top Secret, Sensitive
Compartmented Information (SCI) security clearances since approximately 1988. I have also been an
adjunct Professor and have taught graduate level cybersecurity law and policy since 2013 at the
University of Maryland, Global Campus. My last uniform position in the Department of Defense was
in Homeland Defense and I often served as a liaison with Department of Homeland Security to
coordinate the national response to complex emergencies and threats to the Homeland (real events and
exercises).

3. I have been asked to testify on the development, capabilities, and uses of “remote access
operations” for unlawful entry and purposes into networks. The information presented is unclassified
and based upon my personal experiences, publicly available reporting, studies, events, incidents, best
practices, and de-classified U.S. Government information. Remote access operations for nefarious

purposes refer generally to the methods and activities used to access networks, data centers, and other



locations, often enabled by planted malware, enabling software, and/or algorithms, conducted in a
manner to avoid detection or leaving behind of identifying forensic evidence of penetration.

4. Remote access operations are different than remote maintenance monitoring which is intended
by network designers for transparent and auditable access to network enabled devices for maintenance
and updates. Remote maintenance monitoring can also be employed or co-opted for reasons not in
accordance with remote maintenance monitoring tenets, design intent, network owners/operators, or
lawful access/purpose. Electronic election infrastructure is just one example of critical infrastructure
which can be subjected to remote access operations. The U.S. Government conducts remote access
operations through the entities described in Executive Order 12333!, as described in the articulation of
the U.S. Intelligence Community (IC)? roles, missions, and organization, and as directed by a sitting
President (POTUS). The IC is also enabled by and often operates in close coordination with the
Department of Defense and Federal Law Enforcement for these operations.

5. In addition, other countries, organizations, and individuals have also developed these remote
access capabilities with varying degrees of sophistication. Such capabilities have been expanding at an
accelerating rate in the past 20 years threatening critical infrastructure, such as election systems?, in
ways that threaten the very foundation of our Republic i.e. the foundational tenet that leaders in our
Country are actually chosen by the People through a voting system based on “one person one vote” as
opposed to an election system that is compromised by malign actors seeking to exploit an election for

their own benefit.

! Presidential Executive Order 12333 United States Intelligence Activities (As amended by Executive Orders 13284 (2003),
13355 (2004) and 13470 (2008));

https://irp.fas.org/offdocs/eo/eo-12333-2008.pdf

2 EPIC.org, “Background on Executive Order 12333”; https://archive.epic.org/privacy/surveillance/12333/

3 CISA Website, Election Infrastructure as Critical Infrastructure, https://www.cisa.gov/election-security



6. The employment of machine-based algorithms accessing electronic voting systems in the
United States to attempt to achieve a pre-determined election outcome through remote access
operations is well within the capabilities of many nation-state actors such as China, Russia, Iran, and
Venezuela, as well as even non-nation state actors.

7. From the 1980s to the present, the capabilities, scope, and scale of remote access operations to
collect or alter data have greatly expanded in their scale, access, and ability. These operations have
become ubiquitous through nation state and private actors. The offense in remote access operations

normally has a decided advantage against defenders.

Summary of Findings

8. The U.S. Government has pioneered and pushed the envelope on the art and techniques of
remote access of critical infrastructure.

9. Based on my personal experience the United States Government has the capability to project
significant effects* toward critical infrastructure worldwide—including election systems—if a
complete decision process up to and including the President was conducted and completed. This same
capability (to project effects) now exists in other countries, such as China, Russian, Iran, and
Venezuela, and these foreign powers now use these same, similar, and improved remote access
operation methodologies at will to assert their own national agendas.

10.  These operations have created a growing talent base of personnel, software, and network
enabled capabilities that are becoming ubiquitous in the hands of companies and personnel outside of

the U.S. Government.

4 “Effects” is an operator’s and planner’s term of art which implies the ability to degrade, exfiltrate, manipulate, change, or
destroy.
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11.  The U.S. Government made strong statements on the maturity level of U.S. Government
capabilities regarding election security during the November 2020 election. With my professional
experience and my understanding of the election process in America (I have not yet found a U.S.
Government national security professional who has also participated as a sworn election official and
demonstrates an understanding of the election process at the county level), I have very low confidence
in the security of American election critical infrastructure. In my professional opinion, assertions by
the IC, Homeland Security, and other law enforcement officials that they have the situational
awareness and capability to defend these environments, including the election environment as part of
national critical infrastructure with a high level of confidence are unsupported and, in some cases, may
be false. Several publicly known breaches of critical infrastructure are presented later in this document
and one of the most damaging and egregious was the breach of the Office of Personal Management
which created catastrophic results. The full resources and full spectrum of the U.S. Government were
available to detect, prevent, stop, mitigate, or otherwise address the attack on this critical
infrastructure, yet that is not what happened.

12. My professional opinion is that the statement “The November 3rd election was the most secure
in American history” asserted in a November 12, 2020, posted on the Cybersecurity and Infrastructure
Security Agency (“CISA”) website, had little, if any, basis in fact.’

13. Moreover, in my professional opinion, the assertions by then-Director of CISA, Christopher
Krebs, claiming the November 2020 election was secure had similarly little, if any basis in fact.

Indeed, Mr. Krebs largely refuted his own November 2020 comments in his February 10, 2021,

5 CISA, Joint Statement, November 12, 2020, https://www.cisa.gov/news/2020/11/12/joint-statement-elections-
infrastructure-government-coordinating-council-election




testimony to Congress®, and gravely injured his and the CISA’s credibility on delivering a secure
environment for the election systems employed in the United States.

14.  In my professional opinion, based upon substantial experience on national cyber capabilities,
cybersecurity, planning, policy, strategy, and with my knowledge of the election process, the
statements made by CISA and Krebs referred to above, to be properly, independently, and holistically
assessed must include a factual establishment and public release of the actual National Intelligence
Collection priorities at the time of the November 2020 election, and the precise and specific signatures
and indicators the national intelligence collection system (and law enforcement), and their capabilities
were supposedly tuned to monitor, collect, and defend the 2020 election’. The broad assertions and
statements by Mr. Krebs and others also presume an ability to detect these remote access operations in
an extremely timely manner with extremely high confidence—which is simply not realistic at this

point in time and have a poor track record.

Relevant Experience and Qualifications of Author

15.  Ihave defended our Country since 1983. My service for our Nation ranges from the tactical
level in combat to the strategic at the Office of the Secretary of Defense (DOD). I am a school trained
and qualified Military Intelligence Officer, Psychological Operations Officer (PSYOP — a Special
Operations Community Branch), Civil Affairs Officer (also a Special Operations Community Branch),
and Public Affairs Officer. My role has essentially been as a national security strategic planner since
approximately 2001. My service at the senior levels of the U.S. Government has included: complex

inter-agency proceedings and deliberations on cyber and cybersecurity and other whole of government

¢ Christopher Krebs Testimony Committee on Homeland Security, February 10, 2021
https://docs.house.gov/meetings/HM/HM00/20210210/111152/HHRG-117-HMO00-Wstate-KrebsC-20210210.pdf

7 The code name of the operation(s), their planning documents, establishment of inter-agency roles and missions, and all
coordinating instructions to include the detailed guidance on factual Intelligence Collection priorities, including signatures
and indicators, must be made public.

5



operations across the whole spectrum of instruments of national power; international partner
negotiation of sensitive information sharing agreements (including the Five Eyes (FVEYS®)); and
being the DOD representative at the National Security Council from mid 2008 to mid 2009 as
NS/HSPD-54/232 when the Comprehensive National Cybersecurity Initiative (CNCI)!? was brought to
life as described in following official memorandum (a formal Presidential Directive of the President

George W. Bush Administration).

ZOP—SECRET
: THE WHITE HOUSE
WAS HINGTON’
e January 8, 2008 ; ;
NATIONAL SECURITY PRESIDENTIAL DIRECTIVE/NSPD-54

HO ECU ] NTIAL | SPD-23

* Subject: Cybersecurity Policy (U)
. Pupose
(1) ' This directive establishes United States policy, strategy, guidelines, and implementation actions
to secure cyberspace. It strengthens and augments existing policies for protecting the security
and privacy of information entrusted to the Federal Government and clarifies roles and :
- responsibilitics of Federal agencies relating to cybersccurity. It rcquires the Federal Government

_to integrate many of its technical and organizational capabilities in order to better address
: sophisticated cybersecunty threats and vulnerabmtles (U) ' ' ;

PN e

Figure 1: NS/HSPD-54/23

8 “The Five Eyes was formally founded in the aftermath of the Second World War, through the multilateral agreement for
co-operation in signals intelligence (SIGINT), known as the UKUSA Agreement, on 5 March 1946.” Since this original
agreement, Canada, Australia, New Zealand have been added as well as other countries for unique functional topics.
https://ukdefencejournal.org.uk/the-five-eyes-the-intelligence-alliance-of-the-anglosphere/

® Department of Homeland Security, Fact Sheet: Preventing and Defending Against Cyber Attacks, October 18, 2011;
https://www.dhs.gov/news/2011/10/18/preventing-and-defending-against-cyber-attacks

10 FAS.ORG; De-classified Text of HS/NSPD-54/23: Cybersecurity Policy; https:/irp.fas.org/offdocs/nspd/nspd-54.pdf
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Signed January 8, 2008, by President George W. Bush

16. CNCI represented a large-scale leap ahead in Cybersecurity of the American nation state as the
title implies, but also developed significant new remote access capabilities submerged inside the
program. Portions of paragraph 47 of the CNCI document (pages 12-13) are partially redacted and
possibly point to additional capabilities. In layperson’s terms, robust remote access operations can
range across several functional activities and can possibly include exfiltration or manipulation of data
on a large scale of critical infrastructure —including electronic voting systems. NS/HSPD-54/23 was a
defining event in the history of U.S. Government remote access operations. The CNCI effort was a
disruptive, historical inflection point for collection of information on a massive scale never seen
before. From 2007 forward, the ability to penetrate networks, and manipulate or gain information on
scale, expanded exponentially.

17. In both my uniformed service, civilian service, and post-U.S. Government service I have had
several unique opportunities to work, plan, implement, observe, and make recommendations in both
American elections and foreign elections. I have been a sworn election official in my home county,
Prince William County Virginia, multiple times since the early 2000s, including the November 2020
election. Day of voting was almost irrelevant in my county. 74% of the votes in the November 2020
election were absentee in one of several forms. This meant that 74% of the ballots were handled at
what is known as the Central Absentee Precinct (CAP), a first in Virginia and handled with very

unclear guidance on chain of custody for thumb drives removed and moved around with little chain of



custody procedures. The use of a thumb drive is a key enabler in cyber intrusions based upon the
Agent BTZ!! and possibly Stuxnet!2,

18.  While in uniform I have been personally responsible for information campaigns
communicating the importance of a transparent and trustworthy election process and the compelling
imperative of citizen involvement. This was during my service in Bosnia in 1997. In addition, I
participated in the establishment of a clean election process in Iraq which was one of the first strategic
imperatives in the post regime change environment. From 2003 to approximately 2009, I was
routinely part of meetings and projects from the tactical to the Combatant Command, to the strategic
level where issues, themes, processes, and conduct of elections in Iraq were discussed and formulated.
19.  Out of office, I was asked for my actionable recommendations for the January 2020 elections in
Taiwan. I made two basic recommendations. The first was the necessity for a new, national security
law, prohibiting the acceptance of foreign money regarding elections in Taiwan. My second
recommendation was to make the process as simple and transparent as possible and the critical
importance of official ballot standards and the use of the “dumbest and simplest” ballot tabulation
machines possible. The machine should have no other feature other than to simply tabulate the ballot.
Such a configuration limits remote access operations to unique access methods such as 110- or 220-
volt power cords (i.e., wall power that the machine is plugged into)'3. The machines should have no
features other than simple tabulation and should have no connectivity sub-components such as

Bluetooth, modems, or anything else. Simply put, the Taiwanese executed flawlessly. A new law was

! Council on Foreign Relations, Cyber-Operations, “Agent.btz”, November 2008 https://www.cfr.org/cyber-
operations/agentbtz

12 CNET, Stuxnet delivered to Iranian nuclear plant on thumb drive”, April 12, 2012, https://www.cnet.com/news/stuxnet-
delivered-to-iranian-nuclear-plant-on-thumb-drive/

13 The Hacker News, “Hacker can steal data from air-gapped computers through Power Lines, April 12, 2018,
https://thehackernews.com/2018/04/hacking-airgap-computers.html



passed!4, arrests were made of foreign influence operatives, and the election was conducted in a model
of transparent processes using manual processes to the greatest extent possible, enabled by the simplest
of election machines and technology. The outcome was magnificent and Chinese influence operations
to throw the election were crushed.

20.  Inall my election work as an American sworn election officer in U.S. elections, in Bosnia and
Iraq as a Uniformed Military Officer and senior civilian, and assessment of Taiwan elections as a
private citizen (advice rendered to other American nationals), we have either been trained, told, looked
to, or were supposed to abide by the principles of the Carter Center for Democracy, and their
recommended best practices for free and fair elections. The Carter Center Manual, Chapters 8 — 1013
are considered the gold standard in the conduct of democratic elections. In my professional opinion,
American elections deviate substantively from the best practices endorsed by the Carter Center. Just a
few of the examples include:

a. Right of the State to determine and enforce citizenship for voting (P.147): In Virginia I
identified 8 -12% of registered voters in my county were unlawful based on 2019 rejection of voters
for jury duty. There was no action by my Election Registrar or Board after being presented this
apolitical, factual evidence.

b. Independent Body to review electronic voting technologies (P.152): There is no pervasive
implementation of qualified independent bodies provided with uniform minimum standards at the
county or state level to review election technologies that I am aware of. Currently, county election
personnel cede sovereignty on all election technologies to their contractors. I have never come across

a county situation where the sworn election officials know how to access or see network activity

4 ABC News, “Taiwan passes law targeting Chinese Political Interference, December 31, 2019,
https://abcnews.go.com/International/wireStory/taiwan-passes-law-targeting-chinese-political-interference-67996333
15 The Carter Center, “Election Obligations and Standards”;
https://www.cartercenter.org/resources/pdfs/peace/democracy/cc-OES-handbook-10172014.pdf



beyond the machine. There is no independent, 3™ party verification and validation I have ever come
across. Contractors will often assert intellectual property rights or contractual terms and conditions to
deny any third-party review of the network/cloud environment beyond the election machine. For
example, it has been publicly reported that “a software update [was] installed to address a glitch in
Georgia’s voting machines” just a few weeks prior to the November 2020 election.!¢ It does not appear
that this “update”, and it’s purpose or effect, was ever reviewed by any qualified independent bodies in
that State.”

c. Unfettered observation of the election process (P.155): There were hundreds of affidavits
submitted by election poll watchers attesting to being harassed, blocked, and excluded from observing
the election process. Two examples are the reports from the Philadelphia Convention Center and the
Detroit TCF Center during and after the November 2020 election.

d. Judicial reviews of the election process (P.257): Up to this point in time, the judicial branch
has largely deferred on in-depth reviews of the election process and has largely asserted lack of
standing from any group seeking election review or recourse.

21.  There is also a possible intersection between the expanding remote access operations and
capabilities with the spying effort directed toward President Trump in 2016. I also was present and a
witness to several events in what has become known as “Spygate” or “Russiagate”. Within days of the
November 2016 election, I was asked to participate in urgent inter-agency meeting to produce a
Russian connection narrative, through the finalization of an Intelligence Community Assessment (ICA)

which has now been established as being composed of false statements'” from Mr. John Brennan and

16 AP News, “With time short, judge mulls Georgia voting system changes”, October 7, 2020,
https://apnews.com/article/technology-senate-elections-georgia-elections-voting-machines-
6a6be19f168a719e68c107c7426df9f3

17 Cornell Law; 18 U.S. Code § 1001 - Statements or entries generally; https://www.law.cornell.edu/uscode/text/18/1001
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Mr. James Comey. | have presented extensive evidence to U.S. Attorney for Connecticut, Mr. John

Durham chronologizing these events.

Mr. John Mills

Re:

Dear Mr. Mills:

United States Department of Justice

Llnned Statey Attorney
District of Conneciic

July 6, 2020

Your F-mailed Correspondence Reeeived on June 29, 2020

We are in receipt of your correspundence which was recelved via e-mail in oae office on
June 29, 2020 with follovw-up e-mails on JTuly 2, 2020, Thank vou for submitting those materizls to
us. They have been brought to Mr., Durkam’s attention for h's revicw.

Yery wruly yours,

JOHN H. DUREAM
UNITED STATES AT I(H\I\l'\

1
\

. Mu‘t])’h’fl ‘/(/L/Kv)

KATHERINE F. LIBBY
SUPERVISORY LEGAL ASSISTANT

Figure 2: Mr. Durham Receipt of 27 Pages of names and events from Colonel (Ret) John Mills

An important attribute of the contemporary national security culture is a strong influence for
conformance to an established narrative — this behavior undermines original thought, analysis,

and innovation

22.

In my professional experience, there often is a monoculture of singular narratives in the

national security world that are established and rarely, if ever questioned, challenged, or further

investigated. I have experienced this mentality in countless senior level meetings within the Pentagon,

the Inter-Agency, and the White House. However, it appears that under President Trump, this strong

conformance to a singular narrative changed to include outright hostility to the notion that China

interfered in the November 2020 election. On January 7, 2021, the Director of National Intelligence

11



(“DNI”) concluded in an unclassified memorandum that “CIA Management took actions ‘pressuring
[analysts] to withdraw their support” for findings regarding China’s actions to “interfere” in the
election. '® The DNI concluded that the CIA’s actions violated Intelligence Community Tradecraft

Standards.

The history and evolution of U.S. Government remote access operations

Compelling need for access to denied areas containing foreign actors with nuclear weapons
23.  Since the Second World War and the 1947 and 1949 National Security Acts'®, the IC and the
rest of the United States Government have rightly and assertively sought to attain access to denied
areas? to defend the United States from the existential threat of the Soviet Union and others since the
Second World War. The U-2, SR-71, the Corona Program?!, are but a few of the manifestations of
grand and bold innovation to seek access to the true status, capabilities, and intent of a closed,
secretive, and paranoid, totalitarian system with nuclear weapons at the ready to destroy the United

States.

Era of Dial Up
24.  Inthe early days of network connectivity which trace their lineage from the ARPANETZ
(Advanced Research Project Agency Network), original packet switching was often conducted through

the common term of “dial up”. The basic thesis was creating a resilient network for continuity of

18 DNI John Ratcliffe Memo, January 7, 2021; Views on Intelligence Community Election Security Analysis;
https://context-cdn.washingtonpost.com/notes/prod/default/documents/6d274110-a84b-4694-96cd-
6a902207d2bd/note/733364cf-0afb-412d-a5b4-ab797a8bal 54 .#page=1

19 DNI, “National Security Act of 19477, https://www.dni.gov/index.php/ic-legal-reference-book/national-security-act-of-
1947

20 Denied areas meaning totalitarian nations with hostile intent and an inability of the United States to obtain information on
motives, agendas, and intent by traditional statecraft.

2l National Aeronautics and Space Administration, “Corona”; https://space.jpl.nasa.gov/msl/Programs/corona.html

22 Defense Advanced Research Projects Agency, “ARPANET”; https://www.darpa.mil/about-us/timeline/arpanet
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communications during a nuclear exchange between the Soviet Union and America. In these early
days of modern cyber (approximately 2007 being the critical year with CNCI, thus the BC/AD of
cyber), computers and our personal computers had to reach out through common, copper, phone lines
to knock and handshake in an analogue manner and establish a connection with another computer.
During those days, it was a simple way to connect. There were no firewalls, gateways, or
cybersecurity. There really was no thought to security at the time?3. The thought of a non-compliant

or hostile participant was not really considered. Why would anyone be malign?

ARPANET
MARCH 1972

ILLINOIS

Figure 3: The original ARPANET network

23 Washington Post, “Net of Insecurity”, May 30, 2015; https://www.washingtonpost.com/sf/business/2015/05/30/net-of-
insecurity-part-1/
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Major cyber intrusions enter the picture

25.  As we now know, there are malign actors?*, many of them?°. The threat actors have evolved
since the early days where information technology engineers created worms?® out of curiosity and early
compartmented U.S. Government activities, possibly in participation with our Five Eyes (FVEYS)
partners?’, began to poke, peek, and even fiddle with foreign networks and the Soviet Union and others
did it right back.

26.  Inthe 1980’s the original concept of ARPANET began exponentially expanding, and threat
actors (and American U.S. Government activities) began to realize the exploitation (i.e., exfiltrating or
taking data from someone else) or mayhem they might be able to inflict on large scale. Much of the
activity centered on intercepting and decrypting message traffic, but there also was deep interest and
grave concern over the sanctity of our nuclear command and control systems. The CIA and NSA
entered this world as well as the Department of Justice and the Federal Bureau of Investigation. The
seminal statute in prosecuting computer intrusions was, and still is the Computer Fraud and Abuse Act
(CFAA 18 USC 1030) from 1986%%, which gave DOJ lawyers?* the foundational law to indict, charge,
and prosecute computer crimes. The Soviet Union was the main nation state concern, China was
silently organizing for the long game, non-nation state actors sometimes called “hacktivists” and

organized crime were also beginning to learn, study, and exploit the rapidly developing internet.

24 Cybercrime Magazine, “The History of Cybercrime And Cybersecurity, 1940 — 2020”, November 30, 2020;
https://cybersecurityventures.com/the-history-of-cybercrime-and-cybersecurity-1940-2020/

25 Center for Strategic and International Studies, “Significant Cyber Incidents”; https://www.csis.org/programs/strategic-
technologies-program/significant-cyber-incidents

26 Norton, https://us.norton.com/internetsecurity-malware-what-is-a-computer-worm.html

%7 Privacy International, “Five Eyes”; https://privacyinternational.org/learn/five-eyes

28 Cornell Law School, “18 U.S. Code S. 1030 — Fraud and related activity in connection with computers”;
https://www.law.cornell.edu/uscode/text/18/1030

2 Department of Justice, “Prosecuting Computer Crimes”; https://www.justice.gov/sites/default/files/criminal-
ccips/legacy/2015/01/14/ccmanual.pdf
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The visionary wisdom of Richard Clarke (and others) — but also the foundation for mass
surveillance

27. Seminal national security visionary, Richard Clarke*® began to understand the macro trend that
while the American Government was establishing dominance in network enabled military warfare and
intelligence collection as decisive Instruments of National Power, other forces were simultaneously
exploiting our own networks.

28. Richard Clark along with others such as Admiral (Ret) Mike McConnell2!, and General (Ret)
Mike Hayden?2 worked to develop the National Strategy to Secure Cyber Space**. This White House
issuance in 2003, released while American and international partner forces were in Iraq to oust Saddam
Hussain, established the future of both securing our networks and simultaneously ensuring decisive
American freedom of movement at will through all other networks and the cyber environment. As
with most unclassified, public facing national security issuances, there is normally voluminous Top
Secret and compartmented activity behind such an issuance. The public facing document is merely the
very tip of a much larger, concealed behemoth.

29.  People, programs, and resources were being assembled, en masse to assert this 2003 strategy.
In 2005, Secretary of Defense Donald Rumsfeld tasked General (GEN) James Cartwright, the
Commander of Strategic Command, to establish the Joint Functional Component Command Network
Warfare (JFCC-NW). GEN Cartwright turned around and tasked the NSA Director, Lieutenant
General (LTG) at the time, Keith Alexander, to establish this entity.

30. In my office in the Pentagon, I established, what I called, my “Seminal Stack of Stuff” of

documents, where I placed documents, I innately sensed as having enduring value, and placed hard

30 Middle East Institute, “Richard A. Clarke”; https://www.mei.edu/profile/richard-clarke

31 University of South Florida, “Former National Security Agency Director to lead Cyber Florida at USF”;
https://www.usf.edu/news/2020/cyberflorida-gets-new-director.aspx

32 National Security Institute, “General Michael Hayden (RET.)”, https://nationalsecurity.gmu.edu/general-michael-hayden-
ret/

33 The White House, “The National Strategy to Secure Cyberspace”, https://georgewbush-whitehouse.archives.gov/pcipb/
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copies of them there, in addition to electronic storage. The three memos documenting the JFCC-NW
arrangement were immediately placed into this stack. These documents were retrieved numerous
times in the subsequent years, by myself, or my staff as core, historical artifacts for many more, future,
follow-on branches, and sequels. Over the years, the “Seminal Stack of Stuff” grew voluminously.

31.  All this work was the foundation of remote access at a massive scale — some of which
overwhelmed, skirted, or was complicit with murkiness of the Foreign Intelligence Surveillance Court
(FISA)* process. I knew and trusted many of the leaders overseeing these operations at the time but
was also disturbed to find out later about the participation of some of these trusted, senior leaders in
nefarious palace intrigue that leveraged these capabilities for personal political agendas. For example,
in early 2018, General (Ret) Hayden sat 24 — 36 inches away from me coordinating his daily talking
points in his almost daily phone call with James Comey, John Brennan, and others in their coordinated
efforts to topple President Donald J. Trump.

32. The establishment of a mass remote access operations, while originally well intended, has now
been rotated around to point at the American People. In 2010, the Washington Post presented a multi-

235

part series entitled, “Top Secret America™>. We chuckled openly in Top Secret White House

meetings and joked, “Well thank God they didn’t find out about super double Top-Secret America”
The Washington Post was on to something but didn’t totally understand what they were seeing through

the very foggy, windowpane.

Role of Remote Access Operations in dealing with dangerous regimes
33.  Going a bit backwards to the immediate post 9/11 era, as we consolidated Coalition gains in

Afghanistan, the American Instruments of National Power began to pivot and focus on chasing Al

34 Foreign Intelligence Surveillance Court; https://www.fisc.uscourts.gov/
35 Washington Post, “Top Secret America”, July 21, 2010; https://www.washingtonpost.com/investigations/top-secret-
america/2010/07/21/secrets-next-door/
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Qaeda (AQ) throughout the world and working to factually establish the connectivity between AQ and
Saddam Hussein — which was manifested in one trail by Abu Musab Al-Zargawi (AMZ)3®. In 2002, as
AQ dispersed across the world from Afghanistan, one place some went to was Yemen. It was my
Special Operations staff officer duty at this time, in the Chairman of the Joint Chiefs of Staff, J-3
Special Operations Division, to run a staffing action to resolve legal concurrence and recommend
POTUS level approval and directive authority to eliminate an AQ cell in Yemen?’. The gravity and
scope of this action was immense, and it was my job, when necessary, be the scribe, negotiate,
advocate, and receive the highest-level input for Secretary of Defense deliberation in the inter-agency
on behalf of our immediate General, Stanley McChrystal®®, who will intersect again, later in this
overview of remote access operations.

34.  What does the Yemen event have to do with U.S. Government Remote Access Operations of
critical infrastructure? A lot. Everything we knew on tagging, tracking, and locating these personnel
with precision was based on the ability to establish remote access, full spectrum presence and
dominance in all forms of critical infrastructure communications, networks, emissions, and signatures
around the world. Part of this presence was the ability to deliver offensive, defensive, and exploitation
effects. This nascent methodology worked, but it was labor and resource intensive, quite manual, and
lacked automation to do this with multiple target tracks simultaneously.

35. In other words, presuming high precedence in the National Intelligence Collection priorities
system, it could be done, but not on scale (scale meaning managing tens and hundreds of thousand
simultaneous surveillance operations, not dozens. In IC idiom — moving out of the “hobby-shopped”

micro-tailored solution culture of the IC, to surveilling at an exponential scale). This event was in the

36 CRSR Report, “Al Qaeda in Iraq; Assessment and Outside Links”, August 15, 2008;
https://www.everycrsreport.com/reports/RL32217.html

37 Journal of Conflict & Security Law, “‘Targeted Killings’ in an age of Terror: The legality of the Yemen Strike”,
Summer 2004; https://www.jstor.org/stable/26294308

38 McChrystal Group; https://www.mcchrystalgroup.com/I
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direct lineage of capabilities that led to remote access operations on scale as a normalized event. It was
an iterative learning process and over time, this strategic reach became more routinized, efficient, and
ubiquitous with greater numbers of personnel involved, but also with a dizzying exponential increase
in “points of presence” (where information was gathered from) and simultaneous remote access
operations. Conformance to law and mission guidance regarding civil liberties was being outpaced by
the capability to conduct these remote access operations.

36.  The intent of remote access operations was to establish full spectrum dominance of all forms of
communication, information technology, and cyber in and around Iraq to project effects. Were these
effects used to influence elections? According to a Foreign Affairs article®, it was discussed but
ultimately not implemented according to those interviewed. The wording in the article implies in my
opinion, a declination of President Bush to approve a covert finding for the CIA to directly engage on
the election and perhaps the direct method of manipulating vote tallies.

37.  Astime went on in Iraq and chaotic civil war broke out among several factions, we attempted
different lines of effort to help establish civil society. Part of this was efficiently generating and
delivering cyber effects into Iraq and relevant areas outside of Iraq. This was a complex inter-agency
effort that revealed the conundrum between sharply focused and tailored Title 50 activities vis a vis the
desire of Title 10 forces to conduct these operations on a much broader and routinized scale. These
two different perspectives are a normal point of friction between these two worlds. At that time, Jen
Easterly, now the Director of CISA at the Department of Homeland Security (DHS) appeared to have
been a staff officer associated with the Tailored Access Office (TAO) of the National Security Agency

(NSA) and was a key planner and integrator of the projection of capabilities. General Stan

39 Foreign Affairs, “When the CIA Interferes in Foreign Elections A Modern-Day History of American Covert Action”
June 21, 2020
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McChrystal, who was now with the Joint Special Operations Command (JSOC) refined the art form of
integrating Remote Access Operations to directly support his Commander’s objectives.

38. I was working in this architecture of Military staffs, processes, and units as both a Joint Staff
J-5 Middle East Staff Officer as well as an Office of the Secretary of Defense (OSD) Senior Civilian
ensuring the achievement of national objectives as well as the deliberations to develop and approve the
Execution Order for Countering the Adversary Use of the Internet (“CAUI,”).%, These efforts
encapsulated the operational and directive authority for a family of worldwide remote access
operations as well as what would become PPD-20% (the actual Top Secret PPD-20 may be on the
internet, courtesy possibly of Edward Snowden), a follow on authority for the use of remote access
operations which, in theory made the authority and approval of remote access more agile and
responsive to a greater spectrum of senior leaders.

39.  Inacurious harbinger of issues with the 2020 election, retired General McChrystal made
puzzling comments in May 2020 about his intent to use technology from this era*2, in coordination
with the Lincoln Project to help ensure President Trump did not win the November 2020 election.

This immediately received my attention and concern. His May 2020 announcement did not appear to
receive much attention in the media. In my mind I had immediate questions — just what technologies?
Were these remote access technologies from the Iraq era or beyond? Were these technologies lawfully
obtained and used? Who was helping General (Ret) McChrystal? A retired General announces his

intent to use US Government developed capabilities to influence a Presidential election and there is

40 Committee on Armed Services, U.S. Senate, “Foreign Cyber Threats to the United States”, January 5, 2017;
https://irp.fas.org/congress/2017 hr/cyber-threats.pdf

41 Executive Office of the President, “Fact Sheet on Presidential Policy Directive 20”, January 2013;
https://irp.fas.org/offdocs/ppd/ppd-20-fs.pdf

42 Washington Post, “Technology once used to combat ISIS propaganda is enlisted by Democratic group to counter
Trump’s coronavirus messaging”, May 1, 2020; https://www.washingtonpost.com/politics/technology-once-used-to-
combat-isis-propaganda-is-enlisted-by-democratic-group-to-counter-trumps-coronavirus-messaging/2020/05/01/6bed570-
8aSb-11ea-ac8a-fe9b8088e101 story.html
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little intellectual curiosity from media or “experts” in the field? He certainly wasn’t going to conduct
these technical remote access-like operations personally. Exactly how were these capabilities going to
be used and just how was he going to use them lawfully now that he was a private citizen running a
private business?

40.  This is one of many examples of the blurring of trained cyber personnel in government service,
or under contract to the U.S. Government and the transition of this government developed tradecraft*?
for uses outside of statute-based activities. This work is supposed to be classified and controlled. Yet
this transfer, seepage, and escapage is not an uncommon thing. Any use of these capabilities could
implicate federal law starting with the CFAA. Nothing here made sense to me, despite a compelling
obligation for the Department of Justice to issue a referral to the FBI to investigate a retired being in
possession of software and technical access capabilities.

41. Sharyl Attkisson has had to deal with this as ex/former FBI personnel like Shaun Bridges**
have allegedly used remote access capabilities developed in-house, in post government service. A
culture of remote access capabilities has now become ubiquitous and perhaps commoditized. What
was nurtured in classified environments has escaped, one way or another, into the wild.*®

42.  There is distinct mimicry of American efforts by great power competitors, China and Russia,
and their sidekicks of Iran and Venezuela. From my almost 40 years of experience, I have seen this

repeatedly — we lead and innovate, our competitors then copy us. A computer virus called Stuxnet*°,

43 The Verge, “Hackers reportedly used a tool developed by the NSA to attack Baltimore’s computer systems”, May 25,
2019; https://www.theverge.com/2019/5/25/18639859/baltimore-city-computer-systems-cyberattack-nsa-eternalblue-
wannacry-notpetya-cybersecurity

4 Nittany Nation, “Former govt. agent admits illegally spying on Sharyl Attkisson, implicates govt. colleagues”, January 9,
2020; https://bwi.forums.rivals.com/threads/former-govt-agent-admits-illegally-spying-on-sharyl-attkisson-implicates-govt-
colleagues.257893/

4 Atlantic Council, “Surveillance Technology at the Fair: Proliferation of Cyber Capabilities in International Arms
Markets”, November 8, 2021; https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/surveillance-
technology-at-the-fair/

46 C/NET, “Stuxnet delivered to Iranian nuclear plant on thumb drive”, April 12, 2012; https://www.cnet.com/news/stuxnet-
delivered-to-iranian-nuclear-plant-on-thumb-drive/
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was planted by someone into the Iranian nuclear environment, and Agent BTZ* was planted right back
onto U.S. Government networks in a seemingly copycat attack, leveraging very similar techniques.
Some may argue this as sheer coincidence, but in this gray shadow world, coincidences are often not.
43.  The Chinese especially, fastidiously, laboriously, and almost to comic levels study and analyze
everything, everything we say and do. If we possibly used remote access operations to enter critical
infrastructure and influence events, the Chinese surely studied our efforts and applied these same
capabilities and strategies. Totalitarian nations such as China, Russia, Iran, and Venezuela were always
watching us, and starting with China’s relentless intellectual property theft and destruction of the
American economy since the 1990s and Russia’s cyber aggression against Estonia in 2007, that’s
exactly what happened — and they have used remote access operation tactics, techniques, and

procedures they often watched, studied, and learned from us.

Securing the American cyber world (and American dominance with absolute freedom of
maneuver in cyber): The CNCI program established the BC/AD of remote access operations
on scale
44.  The CNCI effort was a grand, bold, and expensive move forward to help America re-establish
dominance in the cyber arena as it was realized that threat actors were de-stabilizing and taking

advantage of the American public and private information technology sectors. There were 12 publicly

announced initiatives in the CNCI program?®,

47 Council on Foreign Relations, “Agent.btz”, November 2008, https://www.cfr.org/cyber-operations/agentbtz
“IT Law Wiki, “The Comprehensive National Cybersecurity Initiative (CNCI)”,
https://itlaw.wikia.org/wiki/Comprehensive National Cybersecurity Initiative#Citation
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45.

Table 1: CNCI Projects and Lead Agencies
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Figure 4: The 12 public facing “Initiatives” of CNCI

I was a key player in the de-classification of the 12 CNClI initiatives, which was a grueling and

resource consuming bureaucratic exercise.
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CYBERSPACE
POLICY REVIEW

/Kssuring a Trusted and Resilient Information
and Communications Infrastructure

Figure 5: The “60 Day” Report under the Obama Administration, May 2009

46.  The CNCI Program resided in the Intelligence Community (IC) under Title 50 and its budget,
National Intelligence Program® (NIP), which is not publicly revealed except in aggregate at the end of
the Fiscal Year. For the layperson, this is the world of “Black” programs. This is the budget for
everything “off book”, “black”, or whatever other moniker is appropriate. It was my job from 2007 —
2014 to act as the senior DoD lead working in conjunction with OMB, the DNI, DHS, and the DOJ to
ensure these CNCI funds were properly deployed, obligated, implemented, and effectiveness

measured.

4 Office of the Director of National Intelligence, U.S. Intelligence Community Budget;
https://www.dni.gov/index.php/what-we-do/ic-budget
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47. As the Obama Administration was seated after inauguration, they directed a sweeping “60
Day” review>? of the CNCI effort. I participated in drafting the report which was well received in the
Administration.”. Again — behind the veil of the 12 announced initiatives shown above, other
capabilities lurked involving big data collection, sorting, and analysis on a scale never seen—
capabilities now seen as routine as with the public’s addiction to Amazon and Google search. Simply
put, these behind the veil programs established a historical inflexion point with an unprecedented
ability to access, exfiltrate, analyze, and change information in critical infrastructure, which includes
electronic election systems—on scale regardless of what it was or where it was. Our Great Power
Competitors and their lackeys have once again, studied, and replicated our efforts.

48. One curious oddity of my time with CNCI and the White House was the reference to the
cessation of the effort™ to find out more about the Smartmatic Voting Machine System> and their
curious footprint in Venezuela. At the time, it was one of many factoids/quick blurbs that came and
went. In my professional viewpoint, Venezuela is acting as a foreign base camp and covert base of
adventurist opportunities for China, Russia, and Iran in our home hemisphere, and it should be of
significant intellectual interest as to why foreign powers are creating voting machine software in
Venezuela**. In November 2019, T was asked to lead a cybersecurity panel on the security of Election
Machines at a cyber investors event at the Washington Press Club. Jerome Lovato®® of the Election

Assistance Commission (EAC), was going to be part of the panel and he asked if Chris Wlaschin of

50 Eric A. Greenwald, “History Repeats Itself: The 60-Day Cyberspace Policy Review in Context”, https://jnslp.com/wp-
content/uploads/2010/08/05 Greenwald.pdf

5! Executive Office of the President, “Cyberspace Policy Review”, May 2009, https://irp.fas.org/eprint/cyber-review.pdf
52 https://www.nytimes.com/2006/10/29/washington/29ballot.html

53 Voter Action, “SEQUOIA VOTING SYSTEMS, INC. USES VOTE-COUNTING SOFTWARE DEVELOPED,
OWNED, AND LICENSED BY FOREIGN-OWNED SMARTMATIC, A COMPANY LINKED TO THE
VENEZUELAN GOVERNMENT OF HUGO CHAVEZ”, June 12, 2008;
https://www.nist.gov/system/files/documents/itl/vote/SequoiaSmartmaticReport61208.pdf

5% G News, “The link Between Dominion, Sequoia, Smartmatic, and the CCP”, November 21, 2020;
https://gnews.org/577635/

55 Fulcrum, “Federal slap on the wrist for a voting equipment maker’s misleading claims”, August 14, 2020;
https://thefulcrum.us/election-security-2646984614
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Election Systems & Software (“ES&S”), one of the election machines companies, could also be on the
panel. It is interesting that Wlaschin, an invitee of Lovato, swiftly dismissed my proposed agenda to
address Venezuela and election machine software development. Wlaschin’s response shown below

which included the reference to Venezuela and election machine software (Please see Figure 6 and 7

below).
4 Wilaschin, Chris B SINET  October 25, 2019 at 5:08 PM
RE: REMINDER: SINET Showcase WDC Panel Prep Call (Panel 10) =
To: I R N N o Details

Janice, thank you for setting this up and providing an abstract. | think this panel will be able to develop more timely and relevant questions than
those proposed and | would ask our panel members to do just that. 2006 and 2016 are far behind us and we have plenty to talk about regarding
recent challenges and opportunities.

Chris

-—---Original Appointment-—-

I 0 - N

Sent: Friday, October 25, 2019 2:41 PM

To: John Mills; Wlaschin, Chris; I [0 me Lovato
C (T R)

Subject: REMINDER: SINET Showcase WDC Panel Prep Call (Panel 10)

When: Monday, October 28, 2019 1:30 PM-2:00 PM (UTC-08:00) Pacific Time (US & Canada).
Where: United States: +1 712 451 0200, Access code: 181363

Hello -
THANK YOU for your upcoming participation at SINET Showcase in Washington DC.

Our panel prep call to discuss the upcoming panel:

Monday, Octaber 28th @ 4:30pm ET / 3:30 CT / 1:30pm PT {if this time does not work, please let me know)
Dial-in using your phone:

United States: +1 712 451 0200

Access code: 181363

Please find the panel abstract attached.

Event Site: https://www.security-innovation.org/events/dc/

You are currently on our agenda on the following panel:
Wednesday, November 6, 2019

4:50 PM - 5:30 PM

What Are We Daing To Improve Election Security and Interference?

ALkntumats

Figure 6: Email Exchange where Mr. Wlaschin dismisses my proposed agenda points referencing
Venezuela and Election Machine software development.
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structure today is over seen by local jurisdictions and conducted mostly by volunteers. It was not
designed or created in the context of delivering voting resilience in the face of determined adversaries —
but that is the reality today. This panel will discuss some of the challenges — but also same of the
reasonable ways ahead to provide higher levels of assurance and confidence in the voting system.

Scope and Scale of US Elections

Roughly 114,000 Polling Stations nationwide
Roughly 174,000 Precincts

Roughly 350,000 voting “machines” in the system
Precinct size is roughly 1,100 voters

Low end is roughly 437 in Kansas/2,704 in DC

Potential Questions:
Who here has helped run an election (been an “election official”) in the US and/or averseas?

How can technology make things better?

A NYT October 29, 2006 article talked about a US investigation into Smartmatic/Sequoia and Venezuela
—what ever happened to that?

Is diversity of voting machines and processes helpful or a vulnerability?

Would standardizing methodologies across all 174k precincts help or make things worse?

Figure 7: Agenda Attachment to Email Exchange where Mr. Wlaschin dismisses my proposed agenda
points referencing Venezuela and Election Machine software development.
49.  During my government service I witnessed the development of a close relationship between the
Obama / Biden Administrations, the Federal Government and Big Tech in Silicon Valley. The
beginnings of this relationship can be traced in part to the 2006 — 2007 timeframe when the
Commander of a Combatant Command had his Facebook site hacked. At the time, the Department of
Defense didn’t really have firm policy on social media usage or protection of the public personae of
senior personnel. I was called in and told by the senior, Senate Confirmed Assistant Secretary of
Defense to figure it out and give control of the account back to the Combatant Commander. I simply

picked up the phone and after a few calls was talking to former DOJ prosecutor, then Facebook Chief
26



Security Officer Joe Sullivan®®, With no formal process or memorandum of agreement in place, within
the day, the Commander had his Facebook account back. Establishing and formalizing the Silicon
Valley and DOD/U.S. Government relationship became one of my core missions from 2009 to 2016 in

addition to CNCI, and it has now been memorialized as the DIU>..

Office of Personnel Management — a massive Chinese remote access operation with horrific
and real results

50.  While significant people, programs, and resources were being generated by CNCI, the Chinese
conducted a massive remote access penetration and exfiltration operation focused on the obscure, and
not well known, Office of Personnel Management (“OPM”). This was a brilliant flanking action by
Chinese intelligence to “vacuum up” massive amounts of information and illustrates how American
critical infrastructure involving electronic systems can be penetrated through remote access operations.
The more recent Solar Winds breach is one more example of a nation state using remote access
operations to penetrate a critical infrastructure network (including U.S. Government Departments and
Agencies) and planting enabling malware (one may also say algorithms) to enable further distribution
of the malware and embedding the malware/algorithm into updates which created broad and pervasive
presence through many customer networks using Solar Winds Orion software. This was one more
example of the relative ease of the offense penetrating the defense and spreading broadly, perhaps for
years, and establishing a decisive position to monitor, surveil, steal, and manipulate data>®. This breach

also illustrates how thousands of systems can be hacked in a coordinated fashion, and shows how the

56 Wired, “A Former Uber Exec’s Indictment is a Warning Shot”, August 21, 2020; https://www.wired.com/story/uber-
exec-joe-sullivan-data-breach-indictment/

57 Defense Innovation Unit; diu.mil

58 Trenton System, “SolarWinds Orion Hack Explained”, https://www.trentonsystems.com/blog/solarwinds-hack-overview-
prevention
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belief that our electronic voting systems are more secure by being purportedly decentralized is a false
notion

51.  The decisive way China conducted the OPM breach demonstrated the ease at which a peer
competitor could access a U.S. Government “trusted” critical infrastructure network, install enabling
malware, and exfiltrate data on a massive scale. The crown jewel of this massive theft through remote
access®” were the hundreds of thousands or more SF-86’s**—the key U.S. Government form that
comprehensively documents all of the information about a person’s history and background for those
seeking or renewing a security clearance that were taken. CNN reported 21.5 million Americans were
exposed in this breach®! which started, perhaps around 2013, just as CNCI was hitting full operational
capability. These files contained expansive details about everyone who has or had security clearances.
The FBI has made some arrests — one Chinese personality was so brazen as to be traveling in the U.S.
at the time of his arrest®?, however the loss has been catastrophic.

52.  According to one report — the CIA’s agent network was destroyed in China® and the Chinese
aggressively used the information derived in the breach for spying operations®®. It is very likely

Chinese nationals were arrested and dispensed with from this historic, catastrophic security breach. I

lived through the response actions inside the Government. This episode must be highlighted as an

59CS0, “The OPM hack explained: Bad security practices meet China's Captain America

How the OPM hack happened, the technical details, and a timeline of the infiltration and response.” February 12,
2020 https://www.csoonline.com/article/3318238/the-opm-hack-explained-bad-security-practices-meet-chinas-captain-
america.html

60 Big data analytics can consume this information and cross reference, analyze and find interesting connections and lack of
connections that can be ques for intelligence analysis. https://www.opm.gov/forms/pdf fill/sf86-non508.pdf

61 CNN, OPM Data Breach, July 9, 2015, https://www.cnn.com/2015/07/09/politics/office-of-personnel-management-data-
breach-20-million/index.html

62 The Hill, FBI arrests Chinese national linked to OPM Hack Malware, https://thehill.com/policy/cybersecurity/347897-
fbi-arrests-chinese-national-linked-to-opm-hack-malware-report

3 CNN, “U.S. pulls spied from China after hack”, https://money.cnn.com/2015/09/30/technology/china-opm-hack-us-spies/
64 Schneier on Security, December 24, 2020, https://www.schneier.com/blog/archives/2020/12/how-china-uses-stolen-us-
personnel-data.html
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example showing the scope and effects of remote access operations. There is no reason to believe that

our electronic election systems infrastructure could not be similarly penetrated and manipulated.

The Cyber Response Group (CRG) handles the hardest Cyber Problem Sets
53.  From about 2008 — 2014, I was one of a small group of inter-agency players involved in a
group called the CRG. The purpose of this group was to work the hardest problem set of weaknesses
of the American cyber critical infrastructure to foreign remote access operations and turn these into
opportunities for American counter moves back into the threat environment to hold our adversaries at
risk. The name morphed over time and the small, inter-agency group appreciated my unique and
actionable insights. In approximately 2014, because of shifting priorities, I no longer attended the
CRG meetings, but I often heard updates of their work in in regular internal cyber coordination
meetings. Usually, it was the representatives from Undersecretary of Defense for Policy, starting with
Eric Rosenbach who would share these hints. In 2016, references to Russian and Chinese interference
into the American election process began. The references identified their intrusions into campaign
networks. Iran was also a regular threat nation identified.
54. At other times, I observed references being made by senior officials on the clever use of
information FVEYES partners provided to spy on Americans. These FVEYES techniques were long
standing and pre-existing as a possibly lawful end-around the FISA process, but rarely used. The
unlawful un-masking operation against Trump Campaign personnel, revealed later, caused me to
believe that the CRG Group was possibly the group and entry portal for compartmented activity to
support spying on the Trump Candidacy and nominate names for un-masking. Several days after the
election in November 2016, I was called by a group member on the classified phone and asked to
participate in the production of the ICA to finalize the Russian Narrative with Trump as a Russian

asset with the purpose of delaying the January 2017 inauguration of President Trump. Now we know
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through the de-classifications by Mr. Richard Grennell and Mr. John Ratcliffe, that Comey and
Brennan knew the Russia Story was false, but they personally pushed through an ICA (which I non-
concurred with during my assigned review, due to the lack of substantiating detail) in late November

2016 to January 2017 to frame President Trump and potentially block his inauguration.

Failure of the U.S. Government to Secure the American Election Environment

54. One point of concern that is relevant are the assertions by U.S. Government Officials on the
security of U.S. election critical infrastructure against remote access operations. Election security was
a topic raised several times while I was in office. As I become knowledgeable of the election process
in the United States, since leaving office, and knowing a fair amount about the maturity, ability,
operations, and true, overall priorities of the different U.S. Government Cybersecurity Centers such as
CISA, the NSA Threat Operations Center (NTOC), the FBI National Cyber Investigative Joint Task
Force (NCIJTF)®, and other U.S. Government entities, while the leaders and personnel are of high
caliber and well meaning, they simply do not understand the election system, process, nor equipment.
55. Around the November 2020 election, representatives of CISA, including Mr. Chris Krebs,
Director of CISA, made strong assertions of election security such as “[t]he November 3rd election
was the most secure in American history.” In my professional opinion, such statements are false
because, in my observations and decades of experience within government, the U.S. Government does
not have the people, programs, or resources to have a comment on the true resilience and security of

the election critical infrastructure.

5 FBI, NCIJTF, https://www.fbi.gov/investigate/cyber/national-cyber-investigative-joint-task-force
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56.  Inaddition, two things Mr. Krebs did, significantly undermined his credibility. First was his
tweet on November 18, 2020, where Mr. Krebs backtracked on his previous assertion of that the

November 2020 election was secure.

Chris Krebs &

@C_C_Krebs
Rumor Control: | never claimed there wasn’t fraud in
the election, bc that’s not CISA’s job - it’s a law
enforcement matter. We did provide info on measures

elec officials use to prevent and detect dead voters,
tho. Don’t buy it. And think 2x before sharing.

12:26 PM - Nov 18, 2020 - Twitter for iPhone
4,396 Relweels 322 Quote Tweels 38.4K Likes

9 = O O A Tip

William J Hudson @Astrogeek61 - Nov 18, 2020
Replying to @C_C_Krebs

Figure 6: Mr. Chris Krebs Tweet on November 18, 2020

57.  The second was Mr. Krebs congressional testimony on February 10, 2021, where his
statement was replete with comments on the shortage of people, programs, or resources to provide
effective cybersecurity of the American election environment. From Mr. Krebs statement, it is hard to

reconcile his February 10, 2021, statement with the statement he approved from November 12, 2021:

“It is hard to overstate the massive scope of the critical infrastructure security and resilience
challenge. The levers government has at its disposal to change behaviors, on the other hand, is

underwhelmingly small.

6 Christopher C. Krebs Testimony before Committee on Homeland Security, February 10, 2021,
https://docs.house.gov/meetings/HM/HM00/20210210/111152/HHRG-117-HM00-Wstate-KrebsC-20210210.pdf

31



This leads to three conditions limiting the ability of government and industry to collectively
improve critical infrastructure cybersecurity: (1) lack of a deep understanding of what is truly
systemically important across the economy, (2) a need for more meaningful methods for
operational engagement with industry to address risk; and (3) insufficient funding and

investment in security improvements.

58.  Knowing these things, and the maturity of CISA, in my professional opinion, Mr. Chris Krebs
was in over his head with attempting to lead a U.S. Government agency. He should have been more
transparent on the state of affairs, yet if he did, it likely would have revealed a political appointee
unable to exercise effective leadership of an organization.

59.  In my professional experience and opinion, it is of low probability that the national intelligence
collection system was specifically looking for Chinese intervention into any election system
infrastructure or components. The catastrophic Target Corporation (The Target retail store) breach®’
demonstrated how a threat actor can remotely obtain access into key information of an enterprise
through related but different critical infrastructure such as facility climate control networks (i.e.,
HVAC Heating, Ventilation, Air Conditioning). The Target Corporation breach was closely followed
and studied within the U.S. Government. It is of note that none other than Chris Krebs identified this
capability of remote access through a related system in a 2014 article on the Target Breach®®,

In my professional opinion, assertions by state and federal officials that electronic election systems in

our Country are secure from remote access operations have little basis in fact and are false. My

67 ZDNet, “The Target Breech, two years later”, November 27, 2015, https://www.zdnet.com/article/the-target-breach-two-
years-later/

%8 KrebsonSecurity, Target hackers Broke in via HVAC Company, February 14, 2015,
https://krebsonsecurity.com/2014/02/target-hackers-broke-in-via-hvac-company/
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opinion is further supported by other computer science experts such as University of Michigan

Professor J. Alex Halderman.®®

I declare under penalty of the perjury laws of the State of Virginia and the United Sates that the
foregoing is true and correct and that this declaration was executed this 21 day of November 2021 in

Woodbridge, Virginia

Colonel, USAR (Retired) John R. Mills
November 21, 2021

% Declaration of J. Alex Halderman in support of Motion for Preliminary Injunction, Civil Action No. 1:17-CV-2989-AT
stating 16 states using Dominion machines can have votes “stolen” by “nefarious actors” and begging the court unseal his
report on these issues to allow CISA to try and fix these vulnerabilities before the 2022 election.
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EXHIBIT 5

Declaration of J. Alex Halderman (Sept. 21, 2021)



Case 1:17-cv-02989-AT Document 1177-1 Filed 09/21/21 Page 2 of 11

IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF GEORGIA

ATLANTA DIVISION
DONNA CURLING, ET AL.,
Plaintiffs,
DECLARATION OF
V. J. ALEX HALDERMAN

BRAD RAFFENSPERGER, ET AL.,
Defendants. Civil Action No. 1:17-CV-2989-AT

Pursuant to 28 U.S.C. § 1746, J. ALEX HALDERMAN declares under
penalty of perjury that the following is true and correct:

1. Thereby incorporate my previous declarations as if fully stated herein. I
have personal knowledge of the facts in this declaration and, if called to testify as a
witness, [ would testify under oath to these facts.

2. My July 1, 2021, expert report describes numerous security
vulnerabilities in Georgia’s Dominion ICX BMDs. These include flaws that would
allow attackers to install malicious software on the ICX, either with temporary
physical access (such as that of voters in the polling place) or remotely from election

management systems. They are not general weaknesses or theoretical problems, but
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rather specific flaws in the ICX software, and I am prepared to demonstrate proof-
of-concept malware that can exploit them to steal votes cast on ICX devices.

3. Some of these critical vulnerabilities could be at least partially mitigated
through changes to the ICX software if Dominion implemented such changes and
jurisdictions deployed them. However, it would likely take months for Dominion to
assess the problems, develop responsive software updates, test them, obtain any
necessary approvals from the EAC and state-level certification authorities, and
distribute the new software to states, as well as additional time for localities to install
the changes. But Dominion cannot begin this process, because (to my knowledge)
they have yet to learn what is in my report.

4. My analysis also concludes that the ICX is very likely to contain other,
equally critical flaws that are yet to be discovered. Jurisdictions can mitigate this
serious risk through procedural changes, such as reserving BMDs for voters who need
or request them. Election officials cannot make an informed decision about such
urgent policy changes or any other mitigations until they have assessed the technical
findings in my report. However, to my knowledge, the Georgia Secretary of State’s
Office has yet to even request access to it, despite Plaintiffs’ repeated offers to make

it available to appropriate individuals at the Secretary’s Office.
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S. Nor do these problems affect Georgia alone. In 2022, the ICX will be
used in parts of 16 states.! Nevada will use it as the primary method of in-person
voting in certain areas of the state. Louisiana is slated to use it for early voting in a
DRE configuration where there is not even a paper trail. It will be used for accessible
voting in Alaska and large parts of Arizona, California, Colorado, and Michigan. It
will also see some use in parts of Illinois, Kansas, Ohio, Missouri, New Jersey,
Pennsylvania, Tennessee, and Washington State. Officials in these jurisdictions too
must act to update the software and their procedures, but they cannot do so without
information about the problems. Continuing to conceal those problems from those
who can—and are authorized to—address them, to the extent possible, serves no one
and only hurts voters (and heightens the risk of compromise in future elections).

6. The most effective way to ensure that the necessary information gets to
the parties responsible (without also falling into the wrong hands) would be to share
my report with the Cybersecurity and Infrastructure Security Agency (CISA), which
operates a Coordinated Vulnerability Disclosure (CVD) program for just this
purpose. CISA is a federal agency that collaborates with state and local governments,

election officials, federal partners, and vendors to manage risks to U.S. election

I'See Verified Voting, “Verifier Search — November 2022,” https://verifiedvoting.
org/verifier/#mode/search/year/2022/model/ImageCast%20X.
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infrastructure.” Under CISA’s CVD process, agency staff would independently
validate the vulnerabilities, work with Dominion to develop software updates as
necessary, and facilitate sufficient time for affected states and localities to apply
mitigation strategies.® CISA strives to disclose “accurate, neutral, objective
information focused on technical remediation and mitigation” and to “correct

* making it well qualified to coordinate the

misinformation where necessary,”
disclosure of such sensitive vulnerabilities.

7. Geoff Hale, Director of CISA’s Election Security Initiative, has
confirmed to me that, if the Court permits it, the agency would be willing to receive
my expert report and carry out coordinated vulnerability disclosure activities as
appropriate (see Exhibit 1). Mr. Hale requests that I and my assistant Drew Springall
be available for consultation with CISA during the CVD process, which we would be
willing to do subject to the Court’s permission.

8. Informing responsible parties about the ICX’s vulnerabilities is

becoming more urgent by the day. Foreign or domestic adversaries who are intent on

2 Cybersecurity and Infrastructure Security Agency, “Election Infrastructure
Initiative,” https://www.cisa.gov/election-security.

3 Cybersecurity and Infrastructure Security Agency, “Coordinated Vulnerability
Disclosure Process,” https://www.cisa.gov/coordinated-vulnerability-disclosure-

process.
Y1d.



Case 1:17-cv-02989-AT Document 1177-1 Filed 09/21/21 Page 6 of 11

attacking elections certainly could have already discovered the same problems I did,
yet Georgia’s 2022 primaries are less than nine months away, and other states that
use the ICX will conduct high-profile elections even sooner. It is important to
recognize the possibility that nefarious actors already have discovered the same
problems I detail in my report and are preparing to exploit them in future elections.
Providing my report to CISA through its CVD program will ensure that Dominion
and affected jurisdictions are able to begin appropriate mitigations as soon as
possible. Continuing to withhold my report from CISA puts voters and election
outcomes in numerous states at unnecessary, and avoidable, risk.

0. I understand that State Defendants object to disclosure to CISA on the
argument that my report should be used only for this lawsuit. But this ignores the
implications of my report and my role in this matter. [ am not a party to this lawsuit.
I am an independent expert who was engaged to conduct an impartial assessment of
the security and reliability of the Dominion BMD system, using (in part) election
equipment that the Court ordered I be provided. I have done that, as reflected in my
lengthy, detailed report and other submissions in this matter. As an independent
expert and member of the election integrity community, I have a professional
obligation to take appropriate steps to ensure that the severe vulnerabilities my report

describes are properly remediated, to the extent possible, and that those tasked with
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election security and administration across the country have the information they
need to make responsible, informed decisions about election procedures, including
the equipment used, the manner and purposes for which it is used (including whether
it is used at all), the steps needed to secure that equipment and other aspects of the
election systems in which it is used, and more. In short, my professional obligations
do not end at the boundaries of this lawsuit, nor do the serious risks to voters and
elections that my report discusses in depth. Additionally, I can imagine no prejudice
to anyone in this lawsuit (or beyond) from disclosure of my report to CISA, nor am I
aware of any claim of prejudice from any of the parties.

10. I of course have complied, and will continue to comply, with all
directives from the Court regarding disclosure of my work in this matter. I submit
this declaration to explain why I believe disclosure of my report to CISA is critically
important (and not just for Georgia) and to respectfully ask that the Court allow that
disclosure, rather than accept State Defendants’ position that my findings must not
be shared beyond the confines of this lawsuit, including with those who are
authorized to address the vulnerabilities with the ICX and stand ready to do so. If my
findings regarding the ICX actually present no meaningful risks to voters and election
outcomes and therefore require no remediation, as I gather State Defendants would

have the Court believe, CISA is well positioned to determine that. If, on the other
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hand, my findings do warrant remediation, as I believe they do, then CISA is well
positioned to work with Dominion and the appropriate authorities around the country
to implement remedial measures. I can see no reason to prevent (or further delay) that
important work for future elections. And I note that none of State Defendants’ experts
have disputed my findings regarding the ICX machines. Only Dr. Juan Gilbert has
responded to my sealed report, and he has not examined the machines (or used them)

to my knowledge.

I declare under penalty of the perjury laws of the State of Georgia and the
United States that the foregoing is true and correct and that this declaration was

executed this 21stday of September, 2021 in Ann Arbor, Michigan.

/=

¥ ALEXAALDERMAN
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M Gma” J. Alex Halderman <halderman@gmail.com>

Vulnerability Disclosure

Hale, Geoffrey <Geoffrey.Hale@cisa.dhs.gov> Thu, Aug 19, 2021 at 12:15 PM
To: "J. Alex Halderman" <jhalderm@umich.edu>
Cc: Andrew Springall <andrew.springall@gmail.com>

Prof. Halderman,

Thank you for your email. Yes, CISA would be willing to receive the report regarding possible vulnerabilities in election
infrastructure for inclusion in CISA’'s Coordinated Vulnerability Disclosure (CVD) process and would carry out any further
coordinated disclosures activities as appropriate. As we share on our public website (https://www.cisa.gov/coordinated-
vulnerability-disclosure-process), CISA's CVD program coordinates the remediation and public disclosure of newly
identified cybersecurity vulnerabilities in products and services with the affected vendor(s). Note that part of our process
may also involve validating any alleged vulnerabilities, planned mitigations, remediations, or patches with the security
researcher who discovered the alleged vulnerability, so we would appreciate if you could continue to be available for
consultation during the CVD process as well.

As shared on our website, please submit any vulnerability reports for CVD coordination using the form here:
https://www.kb.cert.org/vuls/report/

Best,

Geoff

From: J. Alex Halderman <jhalderm@umich.edu>
Sent: Wednesday, August 18, 2021 4:37 PM

To: Hale, Geoffrey <Geoffrey.Hale@cisa.dhs.gov>
Cc: Andrew Springall <andrew.springall@gmail.com>
Subject: Vulnerability Disclosure

CAUTION: This email originated from outside of DHS. DO NOT click links or open attachments unless you recognize
and/or trust the sender. Contact your component SOC with questions or concerns.

Dear Mr. Hale,

We are writing to you in your capacity as Director of the Election Security Initiative at the federal Cybersecurity and
Infrastructure Security Agency (CISA).

We understand that the Election Security Initiative at CISA works to ensure the physical security and cybersecurity of the
systems and assets that support the Nation’s elections, including through detection and prevention, information sharing
and awareness, and incident response.

https://mail.google.com/mail/u/0?ik=ae299b9abb&view=pt&search=all&permmsgid=msg-f%3A1708538952728724245&dsqt=1&simpl=msg-f%3A1708... 1/2
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As you may be aware from recent press reports, one of us (Halderman) is presently serving as an expert witness for the
plaintiffs in Curling v. Raffensperger (Civil action no. 1:17-CV-2989-AT, N.D. Ga.), a case that concerns the security of
Georgia's election system. A year ago, the court granted plaintiffs access to an ICP ballot scanner and ICX ballot marking
device as used in Georgia in order to test their security. Following months of analysis, on July 1, Dr. Halderman submitted
an expert report that describes several very serious vulnerabilities we found in the equipment, which, to our knowledge,
have not been previously documented or disclosed.

Given the nature of the vulnerabilities and the time that would be necessary to mitigate them before the 2022 midterm
elections, we believe it is critical for Dominion and affected jurisdictions (which include Georgia and parts of many other
states) to begin taking responsive action soon. It is also vitally important to prevent information sufficient to exploit the
vulnerabilities from falling into the wrong hands, and to avoid fueling election-related misinformation if possible.

Currently, disclosure of the expert report to anyone other than outside litigation counsel for the parties is strictly prohibited
by the Court’s protective order and by recent directives from the judge. However, if permitted by the Court, we would like
to share the report with CISA and ask your agency to carry out appropriate further disclosure of the information it contains
to Dominion and affected jurisdictions as you see fit, under CISA's coordinated vulnerability disclosure (CVD) program
(https://www.cisa.gov/coordinated-vulnerability-disclosure-process).

We understand that under this process, CISA will work with the vendor (Dominion) for mitigation development and the
issuance of patches or updates and to facilitate sufficient time for affected end users to obtain, test, and apply mitigation
strategies. We further understand that CISA strives to disclose "accurate, neutral, objective information focused on
technical remediation and mitigation" and to "correct misinformation where necessary".

Please confirm that CISA would be an appropriate agency to handle coordinated vulnerability disclosure for election
infrastructure under these circumstances, and that you would be willing to receive the report (subject to the Court's
permission) and carry out further disclosures as you deem appropriate.

Sincerely,

J. Alex Halderman

Drew Springall

https://mail.google.com/mail/u/0?ik=ae299b9abb&view=pt&search=all&permmsgid=msg-f%3A1708538952728724245&dsqt=1&simpl=msg-f%3A1708... 2/2
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EXHIBIT 6

Email, Steven Rosenberg, Fulton County Deputy County Attorney to Garland
Favorito (Sept. 27, 2021)



GARLANDF@msn.com

From: Rosenberg, Steven <Steven.Rosenberg@fultoncountyga.gov>

Sent: Monday, September 27, 2021 9:57 AM

To: GARLAND FAVORITO

Cc: Bodison, Mariska; Ringer, Cheryl; Lowman, David; McCray, Unique; Eatmon, Shana
Subject: RE: VoterGA Open Records Request #1 - 09-27-21

Mr. Favorito,

| recall our conversation and | appreciate you emailing me your requests. | can confirm that the County
maintains no records which are responsive to your request. The answer is the same for both the request
contained in this email as well as the email you just sent seeking “Electronic Copy of the approximately 315,000
original In-Person Advance Voting ballot images for the November 3, 2020 election”. The County maintains
nothing responsive.

Steve Rosenberg
. Deputy County Attorney
/ Office of the County Attorney
404-612-0259(direct)
- 404-612-0246 (main)

COUNTYy  404-730-6324 (fax)

T Connect with Fulton County:
Website | Facebook | Twitter | Instagram | EGTV | #OneFulton E-News

This message (including any attachments) is being sent by or on behalf of a lawyer. It constitutes an electronic
communication within the meaning of the Electronic Communications Privacy Act, 18 U.S.C. §2510, and its disclosure is
strictly and exclusively intended for the individual or entity to which it is addressed. This message may contain
information that is protected by the attorney-client privilege and/or the attorney work product doctrine, and may be
proprietary, privileged, confidential, or otherwise legally exempt from disclosure. If you are not a named addressee, you
are not authorized to read, use, print, retain, copy or disseminate this message or any part of it. If you have received this
message in error, please notify the sender immediately by e-mail, and please delete from all locations all copies of the
message without reading or saving any part in any manner.

From: GARLAND FAVORITO [mailto:GARLANDF@msn.com]

Sent: Monday, September 27, 2021 9:38 AM

To: Rosenberg, Steven <Steven.Rosenberg@fultoncountyga.gov>
Cc: Bodison, Mariska <Mariska.Bodison@fultoncountyga.gov>
Subject: VoterGA Open Records Request #1 - 09-27-21

Attorney Rosenberg,
Prior to the hearing last week, | mentioned that | had two more Open Records requests and | believe you said you
preferred me to Email them to you. | understand that Fulton Elections may not have this information and if so, a simple
confirmation that there are no responsive records is all that is needed. The request is:

e “Electronic Copy of all original Election Day ballot images for the November 3, 2020 election”

| have one additional request | will send in a separate Email. | am copying Ms. Bodison since | know she will be working
with you to respond to these requests.



Thank you,

Garland Favorito

VOTERGA.ORG
404 664-4044 CL

VOTERGAH|

Woters Organired for Trusted
Election Reswlls in Geovgio




EXHIBIT 7

Email, Chris Harvey, Georgia Election Director, to Larry Sampson, Murray
Cty., Georgia (Dec. 2, 2020)



Lar|_'¥ Sameson

From: Chris Harvey <wchrisharvey@gmail.com>
Sent: Wednesday, December 2, 2020 1:12 PM
To: Larry Sampson

Subject: Re: memory cards

Yes, go ahead and reuse the memory cards.

On Tue, Dec 1, 2020 at 09:59 Larry Sampson <|sampson@murraycountyga.gov> wrote:

Hello Chris: We really need to know if it is ok to clean the memory cards we used in the scanners in the

General Election or do they need to stay loaded for some legal reason. It is time to start L&A and Dominion
sent no extra cards with the equipment,

Larry
Murray

Chris Harvey




EXHIBIT 8

Sen. William Ligon, Chairman, Election Law Study Subcommittee of the
Georgia Standing Senate Judiciary Committee (Dec. 17, 2020)



REPORT

OF THE ELECTION LAW
STUDY SUBCOMMITTEE
OF THE STANDING SENATE
JUDICIARY COMMITTEE

SUMMARY OF TESTIMONY FROM DECEMBER 3, 2020 HEARING

Honorable William T. Ligon, Chairman
Senator, District 3

Honorable John Kennedy, Member
Senator, District 18

Honorable Bill Heath, Member
Senator, District 31

Honorable Blake Tillery, Member
Senator, District 19

Honorable Michael Rhett, Member
Senator, District 33

Honorable Elena Parent, Member
Senator, District 42




I.  INTRODUCTION

. EXECUTIVE SUMMARY

. ORAL TESTIMONY

IV. FINDINGS

v. RECOMMENDATIONS

l. INTRODUCTION

The charge assigned to the Election Law Study Subcommittee of the Standing Senate Judiciary
Committee was to examine the recent election cycle, the recount process, the audit process,
the current investigations taking place, the litigation that is moving forward, as well as address
issues relating to the upcoming runoffs. In the matter of the law itself, we were to also consider
Georgia’s election laws as they have impacted and are impacting the current election cycle. This
Report may be further amended prior to the 2021 Georgia Legislative Session.

This Subcommittee met once at the Georgia State Capitol on Thursday, December 3, 2020. The
hearing was open to the public, and there was an open invitation for citizens to speak before
the committee. Subcommittee members also expressed stories they had heard from their
constituents. Other committee meetings have also been hearing testimony which should be
considered to present an even broader understanding. At this time, the additional committees
which have met and received testimony are the Senate Governmental Affairs Committee and
the House Governmental Oversight Committee. Many who could not testify due to lack of time
have recorded their own testimonies online and shared their written speeches with this
committee; the Subcommittee received many affidavits under oath.

1. EXECUTIVE SUMMARY

The November 3, 2020 General Election (the “Election”) was chaotic and any reported results
must be viewed as untrustworthy. The Subcommittee took evidence from witnesses and
received affidavits sworn under oath. The Subcommittee heard evidence that proper protocols
were not used to ensure chain of custody of the ballots throughout the Election, after the
opening of ballots prior to the Election, and during the recounts. The Subcommittee heard
testimony that it was possible or even likely that large numbers of fraudulent ballots were
introduced into the pool of ballots that were counted as voted; there is no way of tracing the
ballots after they have been separated from the point of origin. The Subcommittee heard
testimony of pristine ballots whose origin looked suspicious or which could not be verified and
the inability of poll workers to distinguish between test ballots and absentee ballots. Signatures
were not consistently verified according to law in the absentee balloting process.



Poll watchers on Election Night testified that they had noted that ballots were not secured, that
seals and security tags were not used, and the chain of custody was often lax or non-existent.
During the recount process, the monitors observed similar patterns of unsecured ballots that
had broken seals and open cases of ballots laying around for hours or overnight in unsecured
locations. There was a lack of enforcement of the law, sloppy handling of the ballots by those
counting, deliberate covering-up of voting numbers by workers, lack of following the process
during the recount, unsafe handling of military ballots, and insecure data such as on laptops
and flash drives. According to submitted testimony, there were also many equipment failures
when ballots would not go through the machines and other times when ballots were counted
more than once.

A great deal of testimony supported evidence of a coordinated effort to prevent a transparent
process of observing the counting of ballots during the absentee ballot opening period and on
Election Night. Witnesses testified to hostility to Republican poll workers during the recount —
directional signage was unavailable, doors were locked, and Republican poll watchers were sent
home early or given menial assighments.

Monitors throughout the state were often kept at an unreasonably long distance — some social
distancing was understandable, but monitors were blocked from having the visual ability to see
what was written on the ballots or to have any meaningful way to check the counting or to
double-check that what was counted was actually assigned to the right candidate. They also
could not observe what was entered into the ARLO system, nor could they be told the count
that was being entered into ARLO. Instead, they were told that those numbers would be totaled
and come back from the Secretary of State’s Office. They were also told not to take pictures,
film, or have other means of acquiring proof of the process that they were experiencing based
on a rule from the State Elections Board. That rule contravenes the spirit and purpose of the
election law.

The Secretary of State’s Office was unresponsive to its hotline. It has been unresponsive to
many who wonder if their vote ever really counted. The office has turned a blind eye to fraud to
the point that it ought to be considered gross negligence.

The Subcommittee did not have time to investigate the numerous publicly reported issues with
the Dominion voting machines. The Subcommittee takes notice of the various publicly reported
functions of the machines and heard evidence that the machines can duplicate fraudulent
ballots to the point that not even trained personnel can tell the difference between a test ballot
and a real ballot. Testimony also suggested that the system responds wirelessly to being reset
from an unknown location as happened with the poll books. The Subcommittee also heard that
Dominion machines can be programmed with algorithms that reallocate votes between
candidates. In addition, the Dominion machines are programmed to count votes using
percentages of whole numbers rather than actual votes, which is a feature incompatible with
the actual voting process. The Subcommittee learned that the history and control of the



company that owns the Dominion voting system is unclear and provides serious implications of
foreign interference in the U.S. election.

1. ORAL TESTIMONY
Violation of Ballot/Computer Security Procedures During Early Voting and on Election Day

B Bridget Thorne, who has nine years’ experience as a poll worker/precinct manager in
Fulton County, worked for five and a half days during early voting as a technician in the
temporary warehouse in the Georgia World Congress Center. Because of positive COVID
tests among Fulton County elections employees, Dominion Software was selected to run
the warehouse. Thorne was disturbed at the lack of ballot security. Test ballots were
printed on the same type of paper (official Rolland Voting paper) as real ballots, but test
ballots were not routinely marked as such or destroyed. Thorne testified she saw a stack
of these ballots almost eight inches tall.

On October 30, when early voting finished at State Farm Arena in Fulton County (the
“State Farm Arena”), Thorne observed 40-50 scanners being brought into the arena and
tens of thousands of ballots being scanned in by random people pulling ballots from
random places — no formal procedure, no oaths, no chain of custody. When Thorne
objected to this haphazard process, a Dominion employee replied, “It’s fine, we have
been doing this all week.” When Thorne left that night, she observed unsecured
suitcases of ballots next to the scanners.

Upon arriving at the State Farm Arena the following morning, Thorne saw that suitcases
of ballots had been piled in a corner and sealed. But there was no restricted access, so
anyone could have removed one or more suitcases. In addition, anyone could have
opened them and resealed them” because “seals were easily accessible.” During the
day, employees brought Thorne other ballots that were found in the warehouse, asking
if they were real or test. She had no way of knowing.

The following night, when Thorne was again working at the warehouse, she observed a
Dominion employee and an Election Group Consultant printing “test ballots” but doing
so incorrectly. She realized then that “anyone in the warehouse had access to printing

real ballots.”

Before Election Day, Thorne attempted to report her concerns about these insecure
ballot operations to the Secretary of State (SOS) office and to the State Board of
Elections; she received no response.

Since giving her testimony to the Senate Subcommittee, Bridget Thorne has been fired
by a consultant working for Fulton County.



Recount: Counting Votes Without Monitoring, or Without Meaningful Monitoring

Election Day — Video from State Farm Arena in Fulton County showed a Fulton County
Election worker approaching the media and poll monitors. After a brief exchange, the
media and monitors packed up and left. This coincided with media reports that
everyone was told to leave State Farm Arena around 10 p.m. on Election Night; workers
testified they were told that tabulation was stopping for the night and would resume
the next morning. Instead, video from State Farm Arena revealed that about six workers
stayed behind. What happened next revealed a coordinated effort by election workers
to deliberately conceal their continued counting of ballots out of public view, in direct
violation of the law. This incident was premeditated. Those workers pulled out four
concealed cases of ballots from under a table and continued counting for another two
hours. During those two hours there were multiple machines running, each of which
could process up to 3000 ballots per hour. A “representative” of The Secretary of
State’s office claimed that it had a representative present during that period, and the
media reported that statement widely; it was not true. The representative admitted he
was not present during that time period and is not evident on the video.

David Cross, though unable to speak at the hearing due to time constraints, submitted
written testimony with graphs, one of which appears to enhance the significance of
what took place with the change in vote totals just after the late-night activities took
place at State Farm Arena. Due to its significance to the State Farm Arena video seen by
the committee, his graph is included with this Report. It shows that 136,155 votes
suddenly appeared in Biden’s vote column at 1:59 a.m., November 4, 2020.

Scott Hall of Fulton County is an experienced poll watcher who testified that there was a
secured “lunch area” but when he bought lunch for workers, they were not permitted to
use that area. There were no cameras in that area, yet tables were set up for counting,
and poll watchers were excluded. He has photographs of the area. He also testified
that there were stacks and stacks of unsecured blank ballots (“checks,” as he called
them) that were in the open.

Mr. Hall noted a limitation of one monitor per 10 recounting tables as being an
inadequate ratio to be truly effective. He was constantly engaged in the recount, even
being called to go to the World Congress Center at ridiculous hours, such as 10 p.m., for
more counting. He was adamant that something was seriously wrong with how Fulton
County was handling the ballots.

Mark Amick reported that in DeKalb County, only one monitor was allowed per 10
tables of 16 recounters. He testified that monitors were kept six feet away and could
not see the totals entered on the computer screens.



B At State Farm Arena at the end of the recount day on November 14, Susan Voyles of
Sandy Springs observed pallets of ballots remaining to be counted beginning the
following day. When she arrived the next morning, November 15, those pallets were
gone.

B On November 15, Voyles and her partner with whom she had traveled to State Farm
Arena (also identified as a Republican), were given only 60 ballots to review, even
though other tables had thousands. Voyles and her partner, as well as other Republican
monitors, were told at 10 a.m. there was nothing else for them to do, so they should
leave. Since giving her testimony to the Senate Subcommittee, Susan Voyles has been
fired by a consultant working for Fulton County.

B Tony Burrison of Savannah and a military veteran served as one of very few recount
observers during the recount in Chatham County. He described the process as
“disgusting” — stacks of ballots were being counted with no oversight or accountability.
Based on what he observed, he believed there is a major problem with voting integrity
due to tampering with the vote.

B Nancy Kain of DeKalb reported that she was kept too far from the counting to verify any
votes.

B Hal Soucie of Smyrna, a poll watcher at State Farm Arena, testified that he was told that
he was not supposed to be close enough to see batch numbers.

No Chain of Custody

B Annette Davis Jackson, a Gwinnett monitor, saw broken locks on the bins containing
paper backup ballots.

B Scott Hall of Fulton County was told to leave the World Congress Center after he tried to
document and photograph nine unsecured bags of ballots. He testified he “cried” over
the incidents he saw.

B Dana Smith, a Republican poll watcher in Hart County, testified that she observed the
paper backup ballots being placed in unlocked canvas bags for transport to the county
office of the Elections Supervisor. The precinct manager finally (at Smith’s insistence)
obtained locks before transporting the bags in her car, but she refused to complete
chain-of-custody forms. Smith also testified that there was open access to the special
paper used to print the paper backup ballots.



B Hal Soucie observed the recount process in two counties, Cobb and Fulton. At State
Farm Arena in Fulton County, he reported “suitcases” full of ballots “all over the place,”
with no chain-of-custody procedures, no time and no date information. He observed
people taking ballots out of the cases, counting, and putting them right back into the
cases. No one checked him in as a credentialed observer, and one man handed him a
stack of ballots without knowing who he was or where the ballots came from.

Suspicious “Pristine” Absentee Ballots

B At the State Farm Arena recount on November 14, Susan Voyles — who has 20 years’
experience managing election precincts in Fulton County — reviewed a stack of 110
absentee ballots [ballots are normally placed in stacks of 100] and noticed they were
“pristine.” They had not been folded, and they did not appear worn as though voters
and election workers had handled them. Each ballot was “bubbled in” with exactly the
same marking, which showed a small crescent of white in the bubble. It appeared as
though one ballot had been marked and then reproduced over 100 times. In addition,
one of these ballots bore the distinctive ink markings of having been pulled from a
printer too soon. Almost all of these ballots were votes for Vice President Biden; only
two were for President Trump. In her 20 years of election experience, Voyles had never
seen any ballots like these. As noted above, Ms. Voyles has been fired from her position
as a poll manager with Fulton County, presumably for her honest testimony.

B Hal Soucie, who was also at the State Farm Arena, verified that he saw the pristine
ballots mentioned by Ms. Voyles.

B During the recount, Scott Hall of Fulton County saw large quantities of ballots at the
World Congress Center that appeared to have been machine-produced. He stated that
he saw this “over and over.” The Subcommittee received evidence that other poll
workers throughout the State reported similar instances of “pristine” ballots with no
explicable origin.

Duplication of Ballots Without Oversight

B Nancy Kain, a naturalized citizen in DeKalb County, volunteered as a poll watcher for
Advance Voting at lower Roswell Road, served as a poll monitor during processing of
absentee ballots and as a poll watcher on Election Day. At 10 a.m. on November 5, at
the State Farm Arena, she was not asked for credentials and noticed that many people
did not even have credentials. She observed a young man with paper ballots putting in
selections on a ballot on a voting machine and wondered why it was not going through
the scanner. The supervisor explained that the military ballots are transcribed in proper
format and ballots come in that they were trying to salvage because of damage, thus
they were just transferring them to a new ballot, and that was the process. Yet, no one
was there to verify what the young man was doing. He was the brother of the



supervisor. Technically, he was voting for someone else on a voting machine. She took
video and photographs and recorded her conversation with the supervisor.

B Mark Amick observed the processing of Provisional, Military and UOCAVA ballots in
Fulton County on November 6 from early morning until 10:15 p.m. The only “oversight”
provided was from a Secretary of State (SOS) employee who was not seen in the area
before mid-morning, and who spent much of day not observing the duplication and
tabulation process but rather sitting in the back of the room and leaving the room while
on his phone. The first time Amick saw the SOS employee on the counting/sorting floor
was 5:53 p.m. By 6:02 p.m. he had returned to his chair at the back of the room, and he
did not go back onto the counting/sorting floor by the time Amick left at 10:15 p.m.

Denial of Entry to Election Day Poll Watchers and During Recount

B Mark Amick, a credentialed Statewide Poll Watcher in Milton (Fulton County), was
denied entry into the Birmingham Falls Elementary School precinct despite his statewide
credentials. The Subcommittee has also received evidence from monitors that some of
them were denied entrance during the recount.

Hostility

B Hale Soucie of Symrna testified that Cobb County was using an electronic counting
machine on the first day to count ballots, which was not the approved way to do the
recount. The next day, it was the hand count process. He stated that on his second day
he immediately observed that the first auditor made three mistakes in two minutes
calling three ballots marked for Trump as Biden votes, but the second auditor caught
those mistakes. He noticed another table that was not even doing a double-check at all.
When he sought to observe, he was met with great hostility and vulgar name calling
directed at him. The Subcommittee received other evidence of hostility against the
monitors.

Wildly Disparate Vote Totals from the Recount

B  While observing the recount at the DeKalb County Board of Elections on November 15,
Mark Amick saw that a box of ballots was recorded as 10,707 votes for Biden and 13
votes for President Trump. He flagged this obvious disparity to the election workers,
who discussed among themselves how it came to be. Two election officials with whom
he engaged about this issue became agitated with Amick for his continued monitoring of
the situation. They finally agreed to recount the box, resulting in a revised total of 1,081
votes for Vice President Biden and 13 for President Trump — still statistically disparate,
but 9,626 votes less so. Amick was not certain if the corrected count was actually
entered into the final recount totals.



B At State Farm Arena during the recount, Susan Voyles also noted a stack of absentee
ballots with only two votes for President Trump.

B Hal Soucie of Smyrna, while monitoring in State Farm Arena, noticed stacks of ballots
quite high, such as eight inches high for Biden, yet not a single Trump vote. He stated
that he works with data and marketing, and anytime figures start reaching the 9ot
percentile, that type of consumer data is suspect, and when it gets to 100 percent that is
passing the level of improbable to impossible.

Ballots Counted from Ineligible Voters

B Mark Davis analyzed data from U.S. Postal Service change-of-address (COA) forms and
compared it to voters who voted in their former precincts. For example, he discovered
that 14,980 out-of-state movers still voted in the Georgia General Election. Another
40,279 moved across county lines more than 30 days prior to the election, yet still voted
in their former county precincts, a violation of Georgia law. He also noted that about
1,000 voters had voted twice in the Primary, inferring that the same pattern could have
existed in the General Election.

Constitutional Violations of Duly Passed Law

B Dr. John C. Eastman, former Professor of Law and former Dean of the Chapman
University Fowler School of Law and current Fellow at the Claremont Institute, testified
regarding the plenary authority of the legislative body of the States to set the “Times,
Places and Manner” of elections involving Federal officials, including with respect to the
selection of Electors for the Electoral College in the presidential election, citing Article |,
Section 4 and Article I, Section 1 of the U.S. Constitution. He noted that when States
have vested that authority in the people of their States that they are bound to follow
the people’s choice in a free and fair election, but where fraud and failure to follow the
law as passed by the legislative body is evident, that authority can be withdrawn. The
legislature then can exercise its plenary authority to choose the electors in a presidential
contest. He referenced both Bush v. Gore and McPherson v. Blacker as authoritative.

Professor Eastman further explained that the failure of State election officials to follow
the manner of conducting the election according to the statutes duly passed by the
legislative body can annul an election. The U.S. Constitution clearly gives State
legislatures under Article |, Section 4 the duty to determine the “manner” of federal
elections, and that power rests solely with the State legislatures unless Congress passes
its own laws that preempt State election laws. There is no provision which allows any
Executive branch member to modify, set aside, enhance, or otherwise create policies or
procedures which undermine or contravene those laws.



He noted various ways State election officials had failed to follow the statutes in
conducting the election. He reiterated failures such as counting the votes of
approximately 66,000 underage individuals, the 2,500 felons whose votes were
unlawfully counted, the votes of those who had no verifiable residences within the
State, and the “biggest” of all he believed was the March 2020 settlement agreement
that was entered into with Georgia’s Secretary of State and “certain democrat
committee challengers that effectively altered the signature verification process” with
regard to Absentee Ballots, an agreement that was contrary to State law. He further
noted that the “intermingling of legal and illegal ballots” also meant that the election
cannot legally be certified. “The State has failed to make a choice on Election Day in
accordance with the manner” the legislature prescribed. In light of the failures, the
fraud, and the unconstitutional agreement, Dr. Eastman opined that it was the duty of
the legislative body to choose the State’s Electors for the presidential election.

Data Analysis in General and Dominion Issues

B Russell J. Ramsland, Jr., a cybersecurity expert from Texas, testified that his team had
compared data from Dominion voting machines in those places where they were used
around the nation. They discovered that with Dominion machines, Vice President Biden
outperformed what he was statistically expected to receive by an “amazing” 5%. He also
outperformed statistical expectations when the analysis was run by county, with Vice
President Biden picking up 78% of Dominion counties but only 46% of counties using
machines from other manufacturers. Depending on the type of analysis performed,
Ramsland estimated that these anomalies translated to between 123,000 and 136,000
extra votes for Vice President Biden in Georgia.

Ramsland also found that the rejection rate for absentee ballots in Georgia was much
lower in 2020 (0.2%) than in 2016 (6.4%). He also identified over 96,000 phantom votes,
meaning that they had been counted, but there was no record of the counties recording
those ballots as “received.”

B Phil Waldron, a former U.S. Army information officer with expertise in electronic
warfare, identified a “pretty significant information warfare campaign” conducted
across the country during the Election. He described the history of the Dominion and
other voting machines, with the operating software sharing the same “DNA” going back
to Smartmatic, which was created to help steal elections in Venezuela.

Waldron analyzed these machines in Michigan and found them extremely insecure. He
said a good hacker could get into them within two minutes, while an elementary-school
student could probably do it in twelve. There are 12 avenues of attack. Dominion also
sends voter data outside the United States.
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Waldron discussed fractional voting. Waldron testified that the Dominion software used
in the Georgia machines assigns a fractional value to each vote; there is no legitimate
purpose in assigning an elector’s vote as a fractional vote. That feature can allow the
manipulation of election results.

Waldron said federal law (USC Title 46) requires that the ballot images within the
machine are required to be preserved for 22 months, but only a forensic analysis would
show if this was done. Each machine can record 2,000-3,000 ballots per hour. His
Michigan analysis showed “huge breaches in chain of custody” with respect to the
machines and to absentee ballots. In Georgia, there was an unexplained upload of
ballots at 3:36 a.m. on November 4.

Waldron urged a full forensic audit of the machines and of absentee ballots (for
example, ink analysis would show if ballots were mass-produced).

B Scott Hall of Fulton County stated that when he worked at the English Street facility that
he had concerns about the contractors hired there. He noted that every vote in Fulton
County ends up on thumb drives that eventually find their way to the English Street
location. He said, “I have photographs of pallet loads of basically signed checks.” “So
you’ve got every single vote, you’ve got currency, and now you just need someone to do
it.” He said he hired one of his own guys to determine if a fraudulent vote could be
recorded on the Dominion machines at that point in the process. “Now, I've got all
these votes that have not been uploaded anywhere. And he actually wrote me a paper,
and he said that it was the ‘stupidest, simplest thing I've ever seen.” He said,
‘Dominion’s own documentation shows how you take an entire batch, swipe it off, and
then swipe on a new batch, before you put it into the real-time reader that uploads.” He
summed up the voter fraud by using the analogy that the referee got paid off to call the
game and something is very wrong.

Outside Influence Over Governmental Election Functions

B Scott Walter from the Capitol Research Group testified about Mark Zuckerberg’s Center
for Technology and Civic Life (CTCL), a progressive advocacy group that seeks to
influence elections via voter “education” and get-out-the-vote efforts. In the 2020
election, CTCL made grants to individual counties, in Georgia and elsewhere, ostensibly
to help run safe elections during COVID. But county boards could use the money for
whatever they wanted, and the bulk of the grants (95% of total funding) went to
counties that voted for Clinton in 2016 and for Biden in 2020. In fact, nine of the 10
Georgia counties that experienced the largest shifts toward Democrats in 2020 received
CTCL grants -- $4.38-510.47 spent per each man, woman, and child in those counties.
Georgia should not allow “privatized” elections via the organization that the Washington
Post has called the “Democratic Party’s Hogwarts for digital wizardry.”

11



Voters Unable to Verify Votes Counted

Grace Lennon, a student at Georgia Tech, hoped to early vote on October 23. When she
arrived, she was told that she had been sent an absentee ballot. She never received an
absentee ballot. She had to sign an affidavit saying that she had not requested nor had
she received an absentee ballot. She was then given a voter card to vote on the
machine. However, the next day, she learned that someone had voted absentee in her
name on October 7th. She was not able to verify that her vote actually counted for the
one she chose to select in the election or whether the absentee ballot counted instead.
Senator Greg Dolezal confirmed that most all the Senators had heard many similar
stories.

FINDINGS

The November 3, 2020 election was chaotic and the results cannot be trusted.

The Secretary of State and the State Elections Board failed to enforce the law as written
in the Georgia Code, and furthermore, created policies that contravened State law. As
Senator Matt Brass concluded at the December 3 hearing, “We have heard evidence
that State law was not followed, time after time after time.”

The Secretary of State failed to have a transparent process for the verification of
signatures for absentee ballots, for the counting of votes during the subsequent recount
and audit, and for providing the type of guidance and enforcement necessary to ensure
that monitors and other observers had meaningful access to the process.

The Secretary of State instituted an unconstitutional gag order so that monitors were
told not to use photography or video recording devices during the recount.

Election officials at all levels failed to secure test ballots and actual ballots. Many reports
indicate that proper procedures were not followed, and there was systematic failure to
maintain appropriate records of the chain of custody for these ballots, both prior to and
after voting and throughout the recount.

The Secretary of State and Election Supervisors failed to stop hostile behavior of
workers toward citizen volunteer monitors during the recount process.

The events at the State Farm Arena are particularly disturbing because they
demonstrated intent on the part of election workers to exclude the public from viewing
the counting of ballots, an intentional disregard for the law. The number of votes that
could have been counted in that length of time was sufficient to change the results of
the presidential election and the senatorial contests. Furthermore, there appears to be
coordinated illegal activities by election workers themselves who purposely placed
fraudulent ballots into the final election totals.

Grants from private sources provided financial incentives to county officials and exerted
influence over the election process.

The oral testimonies of witnesses on December 3, 2020, and subsequently, the written
testimonies submitted by many others, provide ample evidence that the 2020 Georgia
General Election was so compromised by systemic irregularities and voter fraud that it
should not be certified.
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VI.

RECOMMENDATIONS

A. Absentee Ballots

In addition to following the law as already written by the legislature, such as
not opening absentee ballots until Election Day, additional steps should be
taken to ensure that only legal absentee votes are counted.

At a minimum, these recommendations include requiring photo
identification, following signature match procedures faithfully, allowing
absentee ballots to be used only upon demonstration of need, mailing
absentee ballots out only upon the request of the registered voter, and
although already illegal, expressly prohibiting drop boxes.

B. Secure Chain of Custody and Additional Security Measures

Procedures should be established to ensure proper chain of custody for all
ballots, whether they are test ballots, new unused ballots, spoiled ballots,
cast BMD-generated ballots, absentee ballots, and even the specialty paper
that is used to print the ballots.

Penalties should be clearly known and enforced for any violations.

There should be complete security when workers go on the job, with sign-in
of their names and a time stamp, when they go in and when they go out.

Cameras should also be on-site to monitor the process at all times, as well as
all the entrances to the buildings where ballots and the ballot paper are
stored.

C. Meaningful Access for Poll Watchers and Monitors

Citizens who are seeking to ensure the integrity of the vote need to be able
to truly see the process. They should be able to ensure that people are
reading their ballots before they are cast. They should be able to inspect the
signature match process when ballots are opened. They should be able to
write down seal information so they can ensure proper custody is in place.
They should be close enough to see the names on the ballots during any
recounts, the counts written on recount report sheets, the counts going into
the ARLO system, the counts written on ballot containers, the process of the
seals being broken as the ballots are entering the process, and so forth.
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More poll watchers and monitors should be allowed to participate since the
ratio needs to be improved. Objections by monitors should be addressed
immediately on-site to ensure access and transparency.

Hostile actions by election workers toward volunteers should be
immediately addressed and should be cause for dismissal.

D. No Unconstitutional Gag Orders
There is no reason to ban cameras when tabulation is taking place or when
recounts and audits are taking place.

Furthermore, there is no reason to ban cameras at the polling booth as long
as voters have privacy while voting.

The State Board of Elections should not ban cameras and recording
equipment. They must fulfill their duty to ensure a transparent election
process. Furthermore, citizens have a right to share those photos,
recordings, and thoughts about what they observe.

E. Unqualified Voters Should Be Purged from the System
No underage voters should be in the system to allow their votes. No felons
should be in the system to allow their votes.

Other categories of voters, such as the deceased and those who have moved
out of state, should also be examined as to their continued presence on the
voter rolls.

F. Violations of State Election Laws Must Be Prosecuted
The Georgia Bureau of Investigation (“GBI”) and the Attorney General
should aggressively investigate and prosecute those who violate election
laws, including those conspiring to place fraudulent ballots into the system
and the 1,000 persons identified by the Secretary of State who voted twice
in the 2020 primaries. If prosecutions do not happen, violations will recur.

The GBI should establish an independent office for the investigation of all
claims of voter fraud. That office should report regularly to the Judiciary
Committee and, except in the case of investigations involving the Secretary
of State or its personnel, the office of the Secretary of State.

The GBI should investigate the cases where many affidavits already exist
regarding election fraud in the 2020 General Election.
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G. Forensic Audits of Ballots and Machines
The Legislature must determine if ballot marking devices (BMDs) have been
manipulated to provide a fraudulent result and without regard to whether
the forensic audits can actually identify the manipulation of votes and the
authenticity of the ballots that are in the ballot boxes, either generated by
the BMDs or those that are absentee ballots.

Independent third-party auditors should review the fiducials on all ballots
types (absentee, military, machine generated), audit the absentee ballot
results from the last election, confirm the number of external envelopes in
each county, and the number of ballots for each county.

Such audits should help ensure that phantom ballots and other fraudulent
ballots are not counted in election results, and that legal votes are the only
votes counted.

H. For Rectifying the 2020 General Election Results
The Legislature should carefully consider its obligations under the U.S.
Constitution. If a majority of the General Assembly concurs with the
findings of this report, the certification of the Election should be rescinded
and the General Assembly should act to determine the proper Electors to be
certified to the Electoral College in the 2020 presidential race. Since time is
of the essence, the Chairman and Senators who concur with this report
recommend that the leadership of the General Assembly and the Governor
immediately convene to allow further consideration by the entire General
Assembly.

Respectfully submitted this the 30th day of December 2020.
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EXHIBIT 9

Letter, Sen. William Ligon, Georgia State Senate, to Donald J. Trump (Jan.
2, 2021)



William Ligon Committees

District 3
158 Scranton Connector
Brunswick, Georgia 31525
Office: 912.261.2263
Email: william@senatorligon.com

Banking and Financial Institutions, Chairman
Ethics, Vice Chairman
Reapportionment and Redistricting,
Vice Chairman
Appropriations
Health and Human Services
Judiciary

121-E State Capitol

Atlanta, Georgia 30334 .
Phone: 404.463.1383 Georgia Senate

William.Ligon@senate.ga.gov

January 2, 2021

President Donald J. Trump
The White House

1600 Pennsylvania Ave.
Washington, DC 20500

Re:  Request for Assistance under the DHS Cyber Hunt And Incident
Response Teams Act of 2019

Dear Mr. President:

In accordance with DHS Cyber Hunt And Incident Response Teams Act of
2019, as Chairman of the Georgia Senate Judiciary Subcommittee on Elections (the
“Committee”), I request that you immediately send an outside team of cyber experts
to investigate potential hacking and other irregularities associated with Dominion
Voting Systems, Inc.’s (“Dominion”) scanners, ballot marking devices, ballots and
polling pads used in the 2020 general election in Georgia.

On December 30, 2020, the Committee held a hearing investigating potential
fraud and other irregularities during Georgia’s 2020 general election. The Committee
first unanimously approved a report dated December 17, 2020 discussing a myriad of
voting irregularities and potential fraud in the Georgia 2020 general election (the
“Report”) discussed in an earlier hearing held on December 3, 2020. Notably, the
Committee stated in the Executive Summary that “[tJhe November 3, 2020 General
Election (the ‘Election’) was chaotic and any reported results must be viewed as
untrustworthy.”

The Committee then heard additional testimony concerning voting
irregularities during the 2020 general election, including testimony and a real time
test demonstrating serious irregularities with Dominion’s voting machines. Three
events discussed at this hearing stand out, and require a forensic audit of the
Dominion voting machines in Georgia be immediately conducted.

1 See http://www.senatorligon.com/THE FINAL%20REPORT.PDF




Page Two
January 2, 2021

First, the Dominion voting machines employed in Fulton County had an
astounding 93.67% error rate in the scanning of ballots requiring a review panel to
“adjudicate” 1.e. "determine” the voter’s intent in over 106,000 ballots out of a total
113,130 ballots. The national average for such an error rate is far less at 1.2%. The
source of this astronomical error rate must be identified to determine if these
machines were set up or designed to allow for a third party to disregard the actual
ballot cast by the registered voter.

Second, there is clear evidence that tens of thousands of votes were switched
from President Trump to former Vice President Biden in several counties in Georgia.
For example, in Bibb County, President Trump was reported to have 29,391 votes at
9:11 pm EST while simultaneously former Vice-President Joe Biden was reported
17,218 votes. Minutes later at the next update, these vote numbers switched with
President Trump now having 17,218 votes and Mr. Biden having 29,391 votes, a
12,173 switch to Mr. Biden’s favor. No rational explanation has been put forth
demonstrating a legitimate reason for this switch in the vote tally.

Third, during this hearing, a presenter, Jovan Hutton Pulitzer, demonstrated
that a Dominion poll pad could be hacked into real-time because it was connected to
the internet. This demonstration proved that these machines could allow votes to be
siphoned off or added during the voting process because they are connected to the
internet. Cyber security experts agree that voting machines should not be connected
to the internet at any time.

Former Vice President Biden leads in Georgia only by a margin of 11,779 votes.
An immediate forensic audit of an appropriate sampling of Dominion’s voting
machines and related equipment is critical to determine the level of illegal or
fraudulent ballots improperly counted in Georgia during the 2020 general election,
and to safeguard future elections from such vulnerabilities. As of the date of this
letter, a forensic audit of the Dominion voting machines has not occurred in Georgia.
We, therefore, turn to you for relief at this critical moment in our Republic.

William T. Ligo haifman
Senate Judiciary Sub¢ommittee
on the Election




EXHIBIT 10

Genetski v. Benson, Case No. 20-000216-MM, (Mich. Ct. Claims, March 9,
2021)



STATE OF MICHIGAN
COURT OF CLAIMS

ROBERT GENETSKI, County of Allegan Clerk,

individually and in his official capacity, and OPINION AND ORDER GRANTING
MICHIGAN REPUBLICAN PARTY, SUMMARY DISPOSITION IN PART TO
PLAINTIFFS AND GRANTING
Plaintiffs, SUMMARY DISPOSITION IN PART TO
DEFENDANTS
% Case No. 20-000216-MM

JOCELYN BENSON, in her official capacity, and  Hon. Christopher M. Murray
JONATHAN BRATER, Director of Elections, in
his official capacity,

Defendants.

Before the Court is defendants’ January 20, 2021 motion for summary disposition filed
pursuant to MCR 2.116(C)(4) and (C)(8), as well as plaintiffs’ February 3, 2021 cross-motion for
summary disposition filed pursuant to MCR 2.116(C)(8). Plaintiffs’ cross-motion will be
GRANTED in part with respect to Count Il of the amended complaint because the challenged
signature-matching standards were issued in violation of the Administrative Procedures Act. As
aresult of the grant of summary disposition in plaintiffs’ favor on Count Il, Count I of the amended
complaint will be dismissed without prejudice. In addition, defendants’ motion for summary

disposition will be GRANTED in part with respect to Counts I11 and IV of the amended complaint.

I. BACKGROUND
The issues raised implicate signature-matching requirements for absent voter ballot
applications and absent voter ballot return envelopes contained in this state’s election law. MCL
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168.759 and MCL 168.761 require voters to sign applications for absent voter ballots in order to
receive a ballot. In addition, this state’s election laws require voters who choose to vote by absent
voter ballot to sign their absent voter ballot return envelopes in order to have their ballots counted.
MCL 168.764a. The signatures on the applications and the return envelopes are compared against
signatures in the qualified voter file or those that appear on the “master registration card” in order
to determine whether the signatures match. Signatures on applications or return envelopes that do
not “agree sufficiently” with those on file are to be rejected. MCL 168.761(2). As of October 6,
2020, MCL 168.761(2)* was amended by 2020 PA 177 to give notice to voters’ whose signatures
do not *“agree sufficiently” with those on file that their absent voter ballot application has been
rejected. The purpose of the notice is to give voters the opportunity to correct inaccuracies with
absent voter ballot signatures. The same notice requirements also apply to rejected signatures for
absent voter ballots. MCL 168.765a(6). There is no dispute that this state’s election law does not
define what it means for signatures to “agree” or to “agree sufficiently” for purposes of comparing
the signature on file with the signature on a received absent voter ballot application or absent voter

ballot.

On the day PA 177 became effective, defendant Jocelyn Benson issued what defendants
refer to as “guidance” for local clerks who are charged with inspecting signatures on absent voter
ballot applications and ballots. The document, which was entitled “Absent Voter Ballot

Processing: Signature Verification and Voter Notification Standards” largely mirrored guidance

12020 PA 302 further amended MCL 168.761 and other provisions of this state’s election law.
Those amendments do not become effective until June 27, 2021. This opinion and order only
examines those provisions of the statute that are currently in effect at this time. And no issues
have been raised with respect to the yet-to-be-effective statutory requirements.
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defendant Benson had previously issued. This guidance regarding signature verification forms the

heart of the issues in the present case and it requires additional examination.

The stated purpose of the at-issue document was to “provide[ ] standards” for reviewing
signatures, verifying signatures, and curing missing or mismatched signatures. Under a heading
entitled “Procedures for Signature Verification,” the document stated that signature review “begins
with the presumption that” the signature on an absent voter ballot application or envelope is valid.
Further, the form instructs clerks to, if there are “any redeeming qualities in the [absent voter]
application or return envelope signature as compared to the signature on file, treat the signature as
valid.” (Emphasis in original). “Redeeming qualities” are described as including, but not being
limited to, “similar distinctive flourishes,” and “more matching features than nonmatching
features.” Signatures “should be considered questionable” the guidance explained, only if they
differ “in multiple, significant and obvious respects from the signature on file.” (Emphasis in
original). “[W]henever possible,” election officials were to resolve “[s]light dissimilarities” in

favor of finding that the voter’s signature was valid.?

The section on signature-verification procedures goes on to repeat the notion that “clerks
should presume that a voter’s [absent voter] application or envelope signature is his or her genuine
signature, as there are several acceptable reasons that may cause an apparent mismatch.”
(Emphasis omitted). Next, the guidance gave excuses or hypothetical explanations for why
signatures on absent voter ballot applications and absent voter ballots might not be an exact match

to those that are on file. Finally, the document again mentioned the presumption when, in

2 The guidance included a chart with what were deemed to be acceptable and unacceptable
“defects” in signatures.
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conclusion, it stated that clerks “must perform their signature verification duties with the
presumption that the voter’s [absent voter] application or envelope signature is his or her genuine
signature.” (Emphasis added). By all accounts, the guidance set forth in that document was not
limited to the then-upcoming November 2020 general election, nor has it been rescinded. Rather,

it appears that the guidance remains in effect for local clerks with respect to upcoming elections.

Il. PLAINTIFFS’ COMPLAINT

Plaintiff Robert Genetski is the Allegan County Clerk. He, along with plaintiff Michigan
Republican Party, filed a complaint alleging that defendant Benson’s October 6, 2020 guidance is
unlawful. The December 30, 2020 amended complaint alleges that the presumption in favor of
finding valid signatures is unlawful, as is the directive to find “any redeeming qualities” for
signatures. They contend that the presumption contained in the guidance issued by defendant
Benson will allow invalid votes to be counted. Plaintiff Genetski has not, however, alleged that

this guidance caused him to accept a signature that he believed was invalid.

The four-count amended complaint asks the Court to issue declaratory and injunctive relief
with respect to future elections. Count I alleges that defendant Benson violated various provisions
of this state’s election law by issuing the challenged guidance regarding signature-matching
requirements which allegedly conflicts with this state’s election law. They ask the Court to issue
injunctive relief to remedy the allegedly unlawful guidance. Additionally, they seek a declaratory

ruling regarding the validity of defendant Benson’s guidance.

Count Il of the amended complaint alleges that defendant Benson’s guidance was a “rule”
as defined by the Administrative Procedures Act (APA) that was issued without compliance with

the APA. Plaintiffs allege that the guidance is in fact a rule because it is generally applicable and
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requires local election officials to apply a mandatory presumption of validity to signatures.

Plaintiffs ask the Court to declare that the “rule” is invalid.

Count 111 alleges a violation of Const 1963, art 1, 88 2 and 5, as defendant Benson’s
guidance will result in the counting of invalid absent voter ballots which will ultimately result in
the dilution of valid votes cast by this state’s electorate. They argue that defendant Benson’s

guidance is so vague and imprecise that it cannot be applied uniformly throughout the state.®

Count IV alleges that plaintiff Genetski had a right to request an audit of his choosing under
Const 1963, art 2, 8 4(1)(h) as it relates to absent voter ballots. Plaintiffs acknowledge that
defendants have announced and/or completed a state-wide audit of the November 2020 general
election; however, according to plaintiffs, the audit does not address plaintiffs” concerns because
it did not review whether signatures on absent voter ballots were properly evaluated. Plaintiffs ask
the Court to declare that the right to request an audit under art 2, 8 4(1)(h) encompasses the type
of absent-voter-ballot review requested in the amended complaint. Plaintiff also suggests the

manner in which such an audit should be conducted.

1. ANALYSIS
A. MOOTNESS AND RIPENESS

Defendants argue that this Court should refrain from evaluating the merits of plaintiffs’
complaint because the issues are either moot or not ripe. With respect to mootness, there is no

dispute that Count Il1, which raises an equal protection claim arising out of the November 2020

3 Plaintiffs’ briefing has conceded that this claim is now moot, with the November 2020 election
having already come and gone. As a result, the Court will not address this claim in any additional
detail.
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general election, is moot and must be dismissed. However, the Court declines to find that
plaintiffs’ remaining challenges are either moot or not ripe. Those issues concern the validity of
guidance that is still in effect (Counts I and 1), or an audit (Count 1V) that, according to the plain
text of art 2, § 4(1)(h) and MCL 168.31a, may be requested after the election has occurred.
Moreover, defendants have not advanced a specific mootness/ripeness argument with respect to
the audit claim. As a result, the Court declines to find that the issues raised in Counts 1, Il, and IV
of the amended complaint would have no practical effect on an existing controversy or that it
would be impossible to render relief. Cf. Garrett v Washington, 314 Mich App 436, 449-450; 886

NW2d 762 (2016) (describing the mootness doctrine).

The Court also rejects defendants’ contention that there is no actual controversy. As noted,
plaintiffs seek declaratory relief. MCR 2.605(A)(1) requires that there be “a case of actual
controversy” for the issuance of declaratory relief. “In general, *actual controversy’ exists where
a declaratory judgment or decree is necessary to guide a plaintiff’s future conduct in order to
preserve his legal rights.” Shavers v Kelley, 402 Mich 554, 588; 267 NW2d 72 (1978). Here,
plaintiffs—particularly plaintiff Genetski, who is a local clerk subject to the guidance at issue—
sought a declaration regarding whether he is and will continue to be subject to guidance that by all
accounts remains in effect at this time. This clearly presents an actual controversy that is

appropriate for declaratory relief. See id.

Defendants argue that no actual controversy exists because the Legislature could change
the applicable law, or because defendant Benson could decide to revoke the guidance. That
argument would seek to turn the requirements of declaratory relief on their head and would
eviscerate the purpose of declaratory relief. If the Court were to adopt the view that no actual

controversy exists because the law could change, there could be no limit to the number of cases

-6-



that could be dismissed as moot. Here, plaintiffs have sought a declaration as to their legal rights
with respect to the validity of a currently existing directive issued by defendant Benson in advance
of the next election. That the law could hypothetically change in the future is not a reason to avoid
issuing a declaration of the parties’ currently existing legal rights, as plaintiffs have sought here.
Indeed, the ability to seek an advance declaration of legal rights on an existing policy is one of the
very reasons why the declaratory judgment rule was adopted in the first instance. See UAW v
Central Mich Univ Trustees, 295 Mich App 486, 496; 815 NW2d 132 (2012) (discussing the

purposes of the declaratory judgment rule).

B. WHETHER DEFENDANT’S ACTIONS VIOLATED THE APA

The dispositive issue, as the Court see it, concerns the APA and whether defendant Benson
was required to comply with the APA when she issued the “Signature Verification and Voter
Notification Standards.” The Secretary of State has authority, under MCL 168.31(1)(a), to “issue
instructions and promulgate rules pursuant to the administrative procedures act of 1969, 1969 PA
306, MCL 24.201 to 24.328, for the conduct of elections and registrations in accordance with the
laws of this state.” Under the APA, a “rule” is defined as “an agency regulation, statement,
standard, policy, ruling, or instruction of general applicability that implements or applies law
enforced or administered by the agency, or that prescribes the organization, procedure, or practice
of the agency, including the amendment, suspension, or rescission of the law enforced or

administered by the agency.”* MCL 24.207. A “rule” not promulgated in accordance with the

4 There is no dispute that defendant Benson is subject to the APA, generally. See MCL 24.203(2)
(defining “agency” in a way that includes the Secretary of State). The only dispute is whether this
particular action is subject to the APA.
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APA’s procedures is invalid. MCL 24.243; MCL 24.245; Pharris v Secretary of State, 117 Mich

App 202, 205; 323 NW2d 652 (1982).

An agency must utilize formal APA rulemaking procedures when establishing policies that
“do not merely interpret or explain the statute or rules from which the agency derives its
authority,” but rather “establish the substantive standards implementing the program.”
Faircloth v Family Indep Agency, 232 Mich App 391, 403-404; 591 NW2d 314 (1998). “[I]n
order to reflect the APA’s preference for policy determinations pursuant to rules, the definition of
‘rule’ is to be broadly construed, while the exceptions are to be narrowly construed.” AFSCME v
Dep’t of Mental Health, 452 Mich 1, 10; 550 NwW2d 190 (1996). It is a question of law whether
an agency policy is invalid because it was not promulgated as a rule under the APA. Inre PSC

Guidelines for Transactions Between Affiliates, 252 Mich App 254, 263; 652 NW2d 1 (2002).

As for whether the guidance or directive at issue is a “rule” subject to the APA, the Court
must look beyond the labels used by the agency and make an independent determination of whether
the action taken by the agency was permissible or whether it was an impermissible rule that evaded
the APA’s requirements. AFSCME, 452 Mich at 9. In other words, the Court “must review the
actual action undertaken by the directive, to see whether the policy being implemented has the

effect of being a rule.” 1d. (citation and quotation marks omitted).

Examining the “Signature Verification and Voter Notification Standards” through that
lens, the Court agrees with plaintiffs that the same constitutes a “rule” that should have been
promulgated pursuant to the APA’s procedures. The standards are generally applicable to all
absent voter ballot applications and absent voter ballots, and it contains a mandatory statement

from defendant, this state’s chief election officer, see MCL 168.21, declaring that all local clerks
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“must perform their signature verification duties” in accordance with the instructions. (Emphasis
added). In addition, clerks must presume that signatures are valid. That this presumption is
mandatory convinces the Court that it is not merely guidance, but instead is a generally applied
standard that implements this state’s signature-matching laws. See MCL 24.207 (defining “rule”™);
AFSCME, 451 Mich at 8 (describing what constitutes a “rule” under the APA); Spear v Mich
Rehab Servs, 202 Mich App 1, 5; 507 NW2d 761 (1993) (focusing on the mandatory nature of

policies in support of the conclusion that the same constituted a “rule” under the APA).

Defendants cite three statutory exceptions to rulemaking—MCL 24.207(g), (h), and (j)—
but the Court is not persuaded that the standards are saved by any of these exceptions. The first
argument is that MCL 24.207(j), which is sometimes referred to as the “permissive power
exception,” applies and exempts the standards from the APA’s rulemaking requirements. MCL
24.207(j) exempts from the APA’s definition of “rule,” a “decision by an agency to exercise or not
to exercise a permissive statutory power, although private rights or interests are affected.” Here,
defendant Benson points to MCL 168.31(1)(a) as the source of her “permissive statutory power.”
That statute provides that the Secretary of State “shall” *“issue instructions and promulgate rules
pursuant to the administrative procedures act of 1969, 1969 PA 306, MCL 24.201 to 24.328, for
the conduct of elections and registrations in accordance with the laws of this state.” MCL
168.31(1)(a). According to defendant Benson, MCL 168.31(1)(a) allows her to eschew the rule-

making process in order to issue “instructions” like the standards at issue.

The Court disagrees. First, the Court disagrees with defendants’ characterization of the
standards at issue, for the reasons stated above. Second, the cited statutory authority requires
defendant Benson to issue instructions that are “in accordance with the laws of this state.” MCL

168.31(1)(a). Here, it is not apparent that the mandatory presumption of signature validity is “in

-9-



accordance with the laws of this state.”® To that end, nowhere in this state’s election law has the
Legislature indicated that signatures are to be presumed valid, nor did the Legislature require that
signatures are to be accepted so long as there are any redeeming qualities in the application or
return envelope signature as compared with the signature on file. Policy determinations like the
one at issue—which places a thumb on the scale in favor of a signature’s validity—should be made
pursuant to properly promulgated rules under the APA or by the Legislature. See AFSCME, 452

Mich at 10.

Third, a review of the plain language of MCL 168.31(1) and of caselaw discussing the
permissive-power exemption does not support defendants’ argument.® The primary problem with
defendant Benson’s argument is that the language in MCL 168.31(1) is too generic to support her
positions. MCL 168.31(1)(a) simply states that the secretary shall “issue instructions and
promulgate rules pursuant to the” APA “for the conduct of elections.” If that were sufficient to
constitute an explicit or implicit grant of authority to be excepted from the APA rule-making
process, then defendants would never have to issue APA-promulgated rules for any election-
related matters. This view, where the exception would effectively swallow the rule, does
not find support in caselaw. See, e.g., AFSCME, 452 Mich at 12. That is, while defendant has
statutory discretion to decide whether to take certain actions, the implementation of her

discretionary decisions—absent a more precise directive than is contained in the statutes at issue—

® Given that the standards are invalid for being enacted without compliance with the APA, the
Court declines, for now, to determine whether the mandatory presumption imposed is contrary to
the law, as plaintiffs have alleged in Count I. Resolution of that issue becomes unnecessary in
light of the decision to grant relief to plaintiffs on Count Il of the complaint.

® The Court incorporates and restates its reasoning and discussion of a similar issue from Davis v
Benson, (Docket Nos. 20-000207-MZ & 20-000208-MM).
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must still adhere to the APA if that implementation takes the form of a rule. See id. (recognizing
that the Department of Mental Health did not need to take a certain action; however, once the
Department exercised its discretion to act, the implementation of the decision “must be
promulgated as arule.”); Spear, 202 Mich App at 5 (holding that while the agency’s “decision to
employ a needs test represents the discretionary exercise of statutory authority exempt from the
definition of a rule under [MCL 24.207(j)], the test itself, which is developed by the agency, is not
exempt from the definition of a rule and, therefore, must be promulgated as a rule in compliance
with the Administrative Procedures Act.”). Thus, while defendant Benson undoubtedly has
discretion under MCL 168.31 to issue guidance or to instruct local clerks regarding signature
validity requirements, the implementation of her discretionary decision can still be subject to the

APA’s requirements.

Furthermore, the caselaw relied on by defendants in arguing for a different conclusion is
easily distinguishable, and, in some cases, even lends support for the Court’s conclusion. See e.g.,
Detroit Base Coalition for Human Rights of Handicapped v Dep’t of Social Servs, 431 Mich 172,
187-188; 428 NW2d 335 (1988); Mich Trucking Ass’n v Mich Pub Serv Comm, 225 Mich App
424, 430; 571 NwW2d 734 (1997); By Lo Oil Co v Dep’t of Treasury, 267 Mich App 19, 47; 703
NW2d 822 (2005). In the cases cited above, the pertinent agency’s enabling statute expressly or
impliedly authorized the specific action later taken by the administrative agency; additionally, and
significantly, those statutes also permitted the specific action to be achieved either through
rulemaking or other means. See Detroit Base Coalition, 428 Mich at 187-188 (“The situations in
which courts have recognized decisions of [an agency] as being within the [MCL 24.207(j)]
exception are those in which explicit or implicit authorization for the actions in question has been

found.”). Here, MCL 168.31(1) provides generalized authority to defendant, and it lacks
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specificity with respect to the action taken (implementation of a mandatory presumption of
signature validity), making the statute distinguishable from the statutes at issue in cases such as

Detroit Base Coalition, Mich Trucking Ass’n, and By Lo Qil Co.’

Defendants raise concerns that this Court’s interpretation of MCL 168.31(1)(a) would
leave the term “instructions” without any practical effect. According to defendants, this Court’s
view would raise questions regarding whether defendant Benson could do anything when advising
and directing local election officials as to the proper methods of conducting elections. The Court
disagrees with the premise of defendants’ position because, regardless of what is permissible under
MCL 168.31, it is apparent that that which occurred here is not permissible, absent compliance
with the APA. Here, defendant issued a mandatory directive and required local election officials
to apply a presumption of validity to all signatures on absent voter ballot applications and on absent
voter ballots. The presumption is found nowhere in statute. The mandatory presumption goes
beyond the realm of mere advice and direction, and instead is a substantive directive that adds to
the pertinent signature-matching statutes. And for similar reasons, defendants’ arguments about
efficiency and the need for quick action do not change the Court’s decision. That is, nothing about
the Court’s opinion should be read as limiting the Secretary of State’s ability to take quick action
when she so desires. However, when that action takes the form of a rule, then the APA and MCL

168.31 require that the APA be invoked. In other words, the statute gives the Secretary of State

" Remarkably, defendants continue to place reliance on the conclusions of the majority in Pyke v
Dep’t of Social Servs, 182 Mich App 619; 453 NW2d 274 (1990). But as noted in prior opinions,
Judge Shepard’s dissent in Pyke was later adopted by the Palozolo Court, and as that Court noted,
its decision was binding under what is now MCR 7.215(J)(1). Palozolo v Dep’t of Social Servs,
189 Mich App 530, 533-534 & n 1; 473 NW2d 765 (1991). The Pyke Court’s view on MCL
24.207()) is irrelevant.
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the authority and the ability to meet the needs of a situation. But when the action taken constitutes

a “rule” under MCL 24.207, the appropriate procedures must be followed.

Defendants’ citation to the rule-making exceptions contained in MCL 24.207(g) and (h)—
which are the primary exemptions cited in their reply briefing—are no more convincing. Turning
first to MCL 24.207(g), this subsection is an exception to the APA’s rule-making requirements for
an “intergovernmental, interagency, or intra-agency memorandum, directive, or communication
that does not affect the rights of, or procedures and practices available to, the public.” This
exception is inapplicable, however, because the at-issue standard involves a mandatory
presumption that directly affects local election officials” duties with respect to the determination
of whether a voter’s signature on either an absent voter ballot or a returned ballot will be deemed
to be valid. Cf. Kent Co Aeronautics Bd v Dep’t of State Police, 239 Mich App 563; 609 Nw2ad
593 (2000) (finding that a directive fit within the exception where it did not create any obligations

or require compliance).

Nor is defendants’ citation to the exception contained in MCL 24.207(h) convincing. That
exception applies to a “form with instructions, an interpretive statement, a guideline, an
informational pamphlet, or other material that in itself does not have the force and effect of law
but is merely explanatory.” MCL 24.207(h). This exception “must be narrowly construed and
requires that the interpretive statement at issue be merely explanatory.” Clonlara, Inc v State Bd
of Ed, 442 Mich 230, 248; 501 NW2d 88 (1993) (citation and quotation marks omitted). If the
purported “interpretive” statement changes the requirements of the law it is alleged to have
interpreted, the exception does not apply. 1d. See also Schinzel v Dep’t of Corrections, 124 Mich
App 217, 221; 333 NW2d 519 (1983). Here, because nothing in this state’s election law refers to

a presumption of validity, let alone a mandatory presumption, the standards at issue cannot be
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deemed to be merely explanatory. See Clonlara, 442 Mich at 248, 251. That is, rather than merely
explaining existing obligations under the law, the standards have imposed new obligations that do

not appear within the plain language of this state’s signature-matching statutes.

In sum, the standards issued by defendant Benson on October 6, 2020, with respect to
signature-matching requirements amounted to a “rule” that should have been promulgated in
accordance with the APA. And absent compliance with the APA, the “rule” is invalid. Whether
defendant Benson had authority to implement that which she did not need not be decided at this
time because it is apparent the APA applied to the type of action taken in this case. Accordingly,
plaintiffs are entitled to summary disposition on Count Il of the complaint, and the Court will

dismiss Count | without prejudice as a result.

C. PLAINTIFFS” AUDIT CLAIMS ARE WITHOUT MERIT

Finally, the Court examines Count IV of the complaint, which concerns plaintiffs’ request
for an audit. Const 1963, art 2, 8§ 4(1)(h), provides that a qualified Michigan voter has the right to
have “the results of statewide elections audited” in a manner prescribed by law. (Emphasis
added). MCL 168.31a, amended after adoption of the aforementioned audit language, provides

as follows:

(1) In order to ensure compliance with the provisions of this act, after each election
the secretary of state may audit election precincts.

(2) The secretary of state shall prescribe the procedures for election audits that
include reviewing the documents, ballots, and procedures used during an election
as required in section 4 of article 11 of the state constitution of 1963. The secretary
of state and county clerks shall conduct election audits, including statewide election
audits, as set forth in the prescribed procedures. The secretary of state shall train
and certify county clerks and their staffs for the purpose of conducting election
audits of precincts randomly selected by the secretary of state in their counties. An
election audit must include an audit of the results of at least 1 race in each precinct
selected for an audit. A statewide election audit must include an audit of the results
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of at least 1 statewide race or statewide ballot question in a precinct selected for
an audit. Anaudit conducted under this section is not a recount and does not change
any certified election results. The secretary of state shall supervise each county
clerk in the performance of election audits conducted under this section.

(3) Each county clerk who conducts an election audit under this section shall
provide the results of the election audit to the secretary of state within 20 days after
the election audit. [Emphasis added.]

Plaintiffs acknowledge that an audit of the November 2020 general election results was
conducted. They argue that they have the right to request an audit with respect to the subject of
their choosing—signatures on absent voter ballot applications and on absent voter ballots—and in
the manner of their choosing. For at least two reasons this claim is not supported by art 2, § 4 or
the implementing statute, MCL 168.31a. First, the constitution speaks of an audit of election
results, not signature-matching procedures. Second, while the statute allows for an audit that
includes “reviewing the documents, ballots, and procedures” used in the election, the statute
plainly leaves it to the Secretary of State to “prescribe the procedures for election audits” and
mandates that the Secretary of State shall conduct audits “as set forth in the prescribed procedures.”
In other words, there is no support in the statute for plaintiffs to demand that an audit cover the
subject of their choosing or to dictate the manner in which an audit is conducted. MCL 168.31a(2)
leaves that to the Secretary of State. As a result, plaintiffs have failed to state a claim on which
relief can be granted as it concerns Count 1V, and this count will be dismissed with prejudice

pursuant to MCR 2.116(C)(8).

IV. CONCLUSION

IT ISHEREBY ORDERED that pursuant to MCR 2.116(C)(10), plaintiffs’ cross-motion
for summary disposition is GRANTED in part with respect to Count Il of the amended complaint
because the guidance issued by the Secretary of State on October 6, 2020, with respect to signature-
matching standards was issued in violation of the Administrative Procedures Act.
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IT IS FURTHER ORDERED that pursuant to MCR 2.116(C)(8) defendants’ motion for

summary disposition is GRANTED in part on Counts Il and IV of the amended complaint.

IT IS FURTHER ORDERED that Count | of the amended complaint is dismissed without
prejudice, for the reason that the at-issue standards are invalid under the Administrative Procedures

Act.

This is a final order that resolves the last pending claim and closes the case.

Date: March 9, 2021 o foffen /

A — /,—-"'—_'
Christopher M. Murray e
Judge, Court of Claims
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EXHIBIT 11

Affidavit of Jessy Jacob (Nov. 7, 2020)



GREAT LAKES JUSTICE CENTER

STATE OF MICHIGAN

IN THE CIRCUIT COURT FOR THE COUNTY OF WAYNE

CHERYL A. COSTANTINO and EDWARD P. AFFIDAVIT OF JESSY JACOB
McCALL, JR.,

Plaintiff, FILE NO: 20- -AW
-Vs- JUDGE

CITY OF DETROIT; DETROIT ELECTION
COMMISSION; JANICE M. WINFREY, in
her official capacity as the CLERK OF THE
CITY OF DETROIT and the Chairperson of
the DETROIT ELECTION COMMISSION;
CATHY M. GARRETT, in her official
capacity as the CLERK OF WAYNE
COUNTY; and the WAYNE COUNTY

BOARD OF CANVASSERS,

Defendants.

/

David A. Kallman (P34200)
Erin E. Mersino (P70886)
Jack C. Jordan (P46551)
Stephen P. Kallman (P75622)
GREAT LAKES JUSTICE CENTER
Attorneys for Plaintiff
5600 W. Mount Hope Hwy.
Lansing, MI 48917

(517) 322-3207/Fax: (517) 322-3208

AFFIDAVIT

The Affiant, Jessy Jacob, being first duly sworn, hereby deposes and states as follows:

I

2

My name is Jessy Jacob. I am an adult citizen and resident of the State of Michigan.
I have been an employee for the City of Detroit for decades.
I was assigned to work in the Elections Department for the 2020 election.

I received training from the City of Detroit and the State of Michigan regarding the election

process.
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GREAT LAKES JUSTICE CENTER

10.

11.

12,

13.

I worked at the election headquarters for most of September and I started working at a

satellite location for most of October, 2020.

I processed absentee ballot packages to be sent to voters while I worked at the election
headquarters in September 2020 along with 70-80 other poll workers. I was instructed by my
supervisor to adjust the mailing date of these absentee ballot packages to be dated earlier
than they were actually sent. The supervisor was making announcements for all workers to

engage in this practice.

At the satellite location, I processed voter registrations and issued absentee ballots for people

to vote in person at the location.

I directly observed, on a daily basis, City of Detroit election workers and employees coaching
and trying to coach voters to vote for Joe Biden and the Democrat party. I witnessed these
workers and employees encouraging voters to do a straight Democrat ballot. I witnessed
these election workers and employees going over to the voting booths with voters in order to

watch them vote and coach them for whom to vote.

During the last two weeks while working at this satellite location, I was specifically
instructed by my supervisor not to ask for a driver’s license or any photo I.D. when a person

was trying to vote.

I observed a large number of people who came to the satellite location to vote in-person, but
they had already applied for an absentee ballot. These people were allowed to vote in-person
and were not required to return the mailed absentee ballot or sign an affidavit that the voter

lost the mailed absentee ballot.

Whenever I processed an absentee voter application or in-person registration, I was
instructed to input the person’s name, address, and date of birth into the Qualified Voter File
(QVF) system.

The QVF system can be accessed and edited by any election processor with proper

credentials in the State of Michigan at any time and from any location with internet access.

I worked at the satellite location until the polls closed on November 3, 2020 at 8:00 p.m. and

properly completed the entry of all absentee ballots into the QVF by 8:30 p.m.
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GREAT LAKES JUSTICE CENTER

14.

15.

16.

11

18.

19.

I then reported to work at the TCF Center on November 4, 2020, at 8:30 a.m. to process
ballots. I was instructed not to validate any ballots and not to look for any deficiencies in the

ballots.

Absentee ballots that were received in the mail would have the voter’s signature on the
envelope. While I was at the TCF Center, I was instructed not to look at any of the signatures
on the absentee ballots, and I was instructed not to compare the signature on the absentee

ballot with the signature on file.

All absentee ballots that existed were required to be inputted into the QVF system by 9:00
p.m. on November 3, 2020. This was required to be done in order to have a final list of
absentee voters who returned their ballots prior to 8:00 p.m. on November 3, 2020. In order
to have enough time to process the absentee ballots, all satellites were instructed to collect

the absentee ballots {from the drop-box once every hour on November 3, 2020.

On November 4, 2020, [ was instructed to improperly pre-date the absentee ballots receive
date that were not in the QVF as if they had been received on or before November 3, 2020.
I was told to alter the information in the QVF to falsely show that the absentee ballots had

been received in time to be valid. I estimate that this was done to thousands of ballots.

The above information is true to the best of my information, knowledge, and belief.

Further affiant says not. \J % =
“:f‘é il

Jessy Jacob

On this 7th day of November, 2020, before me personally appeared Jessy Jacob, who in

my presence did execute the foregoing affidavit, and who, being duly sworn, deposes and states
that she has read the foregoing affidavit by her subscribed and knows the contents thereof, and that
the same is true of her own knowledge and belief, except as to those matters she states to be on

information and belief, and as to those matterssh;ev % .

Stephen P. Kallman
Notary Public, Eaton County, Michigan
My Commission Expires: 11/26/2025

Appendix - 00014
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EXHIBIT 12

Affidavit of William Hartman (Nov. 18, 2020)



AFFIDAVIT
The Affiant, William C. Hartmann, being first duly sworn, hereby deposes and states
as follows:

1. My name is William C. Hartmann. Iam an adult citizen, voter, and resident
of the State of Michigan.

2. I am a member of the Board of Canvassers of Wayne County, Michigan.

3. I personally observed the Absent Voter Counting Boards in Detroit at TCF
Center.

4. Since the election on November 3«, I have attended the Wayne County
Canvass on an almost daily basis.

5. On November 17, 2020, at 3:00 p.m. there was a meeting of the Board of
Canvassers to determine whether to certify the results of Wayne
County. The meeting did not start until 5:00 p.m. We were told it was
delayed so that representatives of the Democrat Board members could obtain
additional affidavits.

6. At 5:00 p.m. an open meeting and discussion began to discuss the issue of
whether to certify the vote. In my review of the results, I determined that
approximately 71% of Detroit’s 134 Absent Voter Counting Boards
(AVCB) were left unbalanced and many unexplained. I informed the Board

members of the discrepancies, but soon thereafter, a motion to certify was




made by Vice-Chairman Jonathan Kinloch. After further discussion, 1
renewed my concerns that the reason that the numbers did not balance for
the majority of AVCB’s in Detroit, and importantly, could not be
explained. If the vote totals did not match, there should have been a
documented reason explaining why.

. The Board considered the ultimate question of whether to certify the vote,
and the motion to certify the Wayne County elections failed 2-2.

. This vote was followed by public derision from our two democrat
colleagues. I, and Monica Palmer, who also voted against certification, were
berated and ridiculed by members of the public and other Board
members. This conduct included specious claims that I was racially
motivated in my decision. This public ostracism continued for hours during
which time we were not provided an opportunity to break for dinner and
were not advised that we could depart and resume the hearing on another
date.

. 1 discussed a potential resolution with Vice-Chair Kinloch in confidence.
Ms. Anderson-Davis told us that we must vote to certify on that night. We
were told that we could not consider matters such as the unexplained reasons

that most of Detroit’s AVCB?’s did not balance and no one knew why. We



were informed that this consideration was outside of the scope of the Board’s
authority.

10.During the evening, Wayne County counsel, Ms. Janet Anderson-Davis, and
my colleagues on the Board, continued to discuss irregularities in the
AVCB’s. Ms. Anderson-Davis advised the Board that the discrepancies
were not a reason to reject the certification, and based on her explicit legal
guidance, I was under the belief that I could not exercise my independent
judgment in opposition to the certification. Therefore, I voted to certify the
results.

11.Late in the evening, I was enticed to agree to certify based on the promise
that a full and independent audit would take place. I would not have agreed
to the certification but for the promise of an audit.

12.Vice-Chairman Jonathan Kinloch then assured us that if we voted to certify
the election, a full, independent, and complete audit of Detroit’s election,
would be undertaken. We relied on this assurance in coming to an
agreement. Without this assurance, I would not have agreed to certify
Wayne County on November 17-.

13.After the meeting, I was made aware that Michigan Secretary of State,
Jocelyn Benson made a public claim that the representations made by Mr.

Kinlock, on which we had relied, would not be followed.



c. I am also concerned about the use of private monies directing
local officials regarding the management of the elections, how
those funds were used and whether such funds were used to pay
election workers. Ihave not received answers to these questions,
and I believe the people of Michigan deserve these
answers. Can we release the logs to the tabulators
demonstrating what happened in Detroit?

d. Why do the pollbooks, Qualified Voter Files, and final tallies not
match or bélance?

e. 71% of Detroit AVCB’s did not balance, why not?

f. Did the chairperson of each of Detroit’s 134 AVCB’s keep logs
of shift changes?

g. Why were republicans not used in signing seals certified at the
end of the night on Monday, and Wednesday evening before
ballot boxes were documented, closed, and locked?

h. How many challenged ballots were counted?

i. Was any information placed directly into the Qualified Voter
Files in the AVCB’s?

j. How many voter birthdates were altered in the pollbooks?




k. Were ballots counted in TCF that were not reflected in the
electronic pollbook or paper supplemental list?

1. Based upon information and belief, there were over 18,000 same-
day registrations in Detroit on November 3. Were these new
applicants verified as proper voters prior to the tabulation of their
ballots?

18.1 voted not to certify, and I still believe this vote should not be certified.
19.Until these questions are addressed, I remain opposed to certification of the

Wayne County results.

19. The above information is true to the best of my information, knowledge,

and belief.

I certify under penalty of perjury, that my statement and the evidence submitted

with it, are all true and correct.

Printed Name: [Lém )am é #M 7ANA

L N— — >
Signed Name: WW -

Date:

Gh
Sworn to before me this /O day of November, 2020 at le.4 7',00’1

~Ra wf/
w%%u%%a/e‘/lésa MLJ/QI‘,,(, _Rayeraft

My Commission expires on: F@b Q 2024

BT

e olissa Wojnar-Raycraft
NOTARY PUBLIC - STATE OF MICHIGAN
COUNTY OF W_AYNE o0




EXHIBIT 13

Affidavit of Monica Palmer (Nov. 18, 2020)



AFFIDAVIT

[, Monica Palmer, being first duly sworn. and under oath, state:

1
2

8
4.

T

8.

. I am the Chairperson of the Wayne County Board of Canvassers.

. The Board is a four-member board. required to have two Republican and
two Democrat members, and I serve as one of the Republican members.

On August 4, 2020. the Michigan primary election was held.

On August 18, 2020, the Board held a public meeting at the Board's office
in Detroit. 1 attended the meeting with the other three members of the
Board.

. The Board reviewed the Wayne County election results and considered
whether to certify the August 4. 2020 primary election.

. As reflected in the meeting minutes. Wayne County Election Director
Gregory Mahar gave the Board a report at the meeting that included the
following findings:

® Staft encountered difficulties while trying to canvass the
City of Detroit absentee precincts. “He indicated that
aside from receiving the poll books on the first Friday
and Sunday after the canvass began, the list of voters
received made it difficult to determine how many voters
actually returned their ballot. He reported that the City of
Detroit used the QVF printed list of voters but there was
also a handwritten list of voters, which is common to use
both. but the two lists combined put the precincts
severely out of balance.”

* “Director Mahar also reported on the difficulties staff
encountered with trying to retabulate any absentee
precincts that were out of balance. He stated that
according to the Election Management system, he could
see the City of Detroit did not scan a single precinct
within a batch. When multiple precincts are scanned
within a batch. it makes it nearly impossible to retabulate
a precinct without potentially disrupting a perfectly
balanced precinet.”

® “Deputy Director Jennifer Redmond reported on the

irregularitics she encountered while trying to retabulate
out of balance precincts. She indicated that in some cases
staff could not retabulate because the number of physical
ballots counted in the container did not match the number
of voters according to the poll book. Staff also requested
the applications to vote for Detroit precinct 444 and
precinct 262. Both containers ha[d] fewer ballots in the
container than the number of voters according to the poll
book. but what was strange was there appeared to be
some missing applications.” 4.

It was reported that in the August 2020 primary that 72% of Detroit’s

absentee voting precincts were out of balance.

After discussion among the Board members, | voted along with all the other

canvassers in a unanimous vote in favor of certifying the August 4. 2020

Primary Election.



9. Although certiftving the primary election results, all Board members
cxpressed serious concerns about the irrcgularities and inaccuracies. The
Board unanimously approved a proposed joint resolution titled “Requesting
a State Election Monitor and Investigation™ that stated “Now Therefore Be it
Resolved That. The Board of Canvassers for the County of Wayne,
Michigan, request for the Secretary of State as Michigan’s Chief Election
Officer, to appoint a monitor to supervise the training and administration of
the City of Detroit. Absentee Voter Counting Boards in the 2020 November
General Election. Be it Finally Resolved, That, the Board of Canvassers for
the County of Wayne, Michigan, request an investigation be conducted by
the State Department of Elections into the training and processes used by the
City of Detroit in the 2020 August Primary Election.”

10. On November 3, 2020, the general election was held. | went to observe
the election process at the TCF Center on November 3. 2020 and
November 4., 2020.

11. Since November 5. I went to the Wayne County Canvas almost every day
and helped the Wayne County staff.

12. On November 17, 2020, there was a board of Canvassers meeting
scheduled to start at 3:00pm to determine whether or not to certify the
November election. The meeting did not begin until 4:46pm.

13. Minutes before the meeting began at 4:46pm, | was given a report on the
final canvas. We were not given an executive summary which was
customary at most other certification meetings,

I4. During this meeting, I determined that more than 70% of Detroit's 134
Absent Voter Counting Boards (AVCB) did not balance and many had no
explanation to why they did not balance.

15. Vice-Chair Kinloch made a motion to certify the vote. | noted our prior
reservations about unbalanced precinets in August 2020 and determined
the record had discrepancies and irregularities and was incomplete.

6. A motion was made to certify the vote. and | voted not to certify. The
vote to certify the Wayne County elections failed 2-2.

17. After the vote. my Democrat colleagues chided me and Mr. Hartmann for
voting to not certify.

18. After the vote, public comment period began and dozens of people made
personal remarks against me and Mr. Hartmann. The comments made
accusations of racism and threatened me and members of my family. The
public comment continued for over two hours and | felt pressured to
continue the meeting without break.

19. After several hours of harsh comments. Vice-Chair Kinloch suggested a
potential resolution. Wayne County Corporate Counsel Janet Anderson-
Davis told me that | had to certify the vote that night. She told the
members their role was ministerial and they could not use their discretion
on matters like the record being incomplete. We were told that discretion
was outside the board’s authority.

20. After being told by Ms. Anderson-Davis that I could not use my
discretion regarding the anomalies, | believed I had no choice but to certify
the results despite my desire to opposc certification based on the
incomplete record.

21. Additionally, we were presented with a resolution that promised a full.
independent audit that would present answers to the incomplete record. 1
voted to agree to certify based on the promise of a full. independent audit.

I would not have agreed to vote to certify but for that promise of a full.
independent audit.



22. Vice-Chairman Jonathan Kinloch gave me assurances that voting for the
certification of the November election would result in a full, independent
audit of Detroit’s unbalanced precincts. | relied on that assurance and
voted to certify the election based on that assurance. Without that
assurance | would not have voted to certify the Wayne County November
election.

23. Later that evening, | was sent statements that Secretary Jocelyn Benson
made saying that she did not view our audit resolution to be binding. Her
comments disputed the representations made by Vice-Chair Kinloch on
which [ relied.

24. As aresult of these facts, I rescind my prior vote to certify Wayne County
elections.

25. 1 fully believe the Wayne County vote should not be certified.

26. The Wayne County election had serious process flaws which deserve
investigation. I continue to ask for information to assure Wayne County
voters that these elections were conducted fairly and accurately. Despite
repeated requests, [ have not received the requisite information and believe
an additional 10 days of canvas by the Statc Board of Canvassers will help
provide the information necessary.

27. 1 initially voted not to certify the election. and 1 still believe this vote
should nor be certified and the State Board of Canvassers should canvass for
an additional period.

28. Until these questions are addressed, I remain opposed to certification of the
Wayne County results.
The above information is true to the best of my information, knowledge.
and belief.
I certify under penalty of perjury. that my statement and the evidence submitted

with it, are all true an?Z correct. . 7

Printed Name: 7 /& J / Q/}ﬂj/ -
/. e,

Signed Name: ___y ﬂ&’(:ﬁ?/{ .~

Date:

Sworn to before me this /’g é) day of November 2020 at ?5’5 a4

My Commission expires on: 09/3/2_'::722

,//d.\l _,/( Z JANICE L. DANIELS

NOTARY PUBLIC - STATE OF MICHIGAN
COUNTY OF OAKLAND

My Commission Expires A 3, 2022
Acting in the County of@ Eevcr




EXHIBIT 14

Affidavit of Lisa Gage (Dec. 10, 2020)



AFFIDAVIT OF LISA GAGE

Lisa Gage, being sworn, declares under penalty of perjury:
I am personally familiar with the facts stated in this Affidavit and, if sworn as a wit-
ness, am competent to testify to them as well.
I am a registered voter in the State of Michigan.
I was a Republican Poll Challenger on November 3, and November 4, 2020.
On November 3, 2020 I was observing at TCF Center in Detroit Michigan.
I began observing the processing and counﬁng of absentee ballots at 7:00 am on No-
vember 3, 2020. There were approximately 140 tables with five poll workers at each
table.
I observed several irregularities with the 20-30 tables I was able to spend time observ-
ing in detail.
I was not assigned to a specific precinct. The first precinct table I observed only had
10 ballots. I then moved on to another table with no GOP .Challenger present.
Generally, the process I observed, was that the person that was at the e-poll computer
would first scan the bar code on the envelope with a hand-held scanner. The voter’s
name, date of birth, and registration status would appear on a computer monitor on the
table. If the voter’s name did not appear on the computer monitor, poll workers were
supposed to type in the voter’s name, and if the name did not appear, check for the
voter’s name on an Absentee Voter List (“AV List”). The AV List would include vot-

ers who registered and voted on Monday and Tuesday, election day.



10.

11.

12.

13.

After checking that information, the envelope was to be passed to another person who
separated the envelope from the secrecy envelope that contained the ballot.

The next person would take the ballot out of the secrecy envelope and pass the ballot
to the next worker who would roll it to flatten it, tear off the perforated stub with the
ballot number, and then put the ballot into a box identified as the “tabulation box”
with other processed ballots that was then taken to a tabulator when the box had up to
50 ballots. I would estimate that I saw thousands of ballots placed in the tabulation
box during the time I worked at the TCF.

There was no signature comparison being conducted on absentee ballots. There were
stacks of ballots in “post office” bins in their envelopes, on tables identified by
precinct number.

Between 9:00 and 9:30 am, I asked a supervisor about signature comparison for the
ballots currently on the table. She was a slightly overweight, African-American
woman with shoulder length hair. She wore one of the white shirts with an election
insignia on the shirt. As with all other election workers, she did not have a name tag.
This supervisor told me “that was done somewhere else”.

A poll worker said “we have 10 ballots, just like yesterday (meaning Monday)”.
When [ heard this, I approached a supervisor because I thought it was unusual that
there would be just 10 on one day and then just 10 the next day. The supervisor told
me that they had ballots on Tuesday that they had “partially processed on Monday.”

This supervisor wore a white shirt with election insignia and no name tag, but was a



14.

15.

16.

17.

18.

19.

different supervisor identified in paragraph 11. With these repeat ballots, the poll
workers followed the 5 step process outlined above.

Later that morning approximately between 11:45am and 12:30pm, a third supervisor
announced that they “needed to catch up”. This supervisor was tall, approximately
5°9” average build, late 40°, early 50-ish, short hair, African-American woman. She
also wore the white shirt with election insignia with no name tag. At this point the
ballots were just divided up between each of the poll worker at the table who opened
envelopes, pulled the stub and put the ballots in the tabulator box. The entire 5 step
process was entirely abandoned. There was no scanning of the outside of the envelope
to check for registration status, there was no signature, or ballot number verification.
There was no post mark verification ; there was no ballot review for stray marks; there
was no verification of the voter existing in the data base; there was no signature com-
parison or authentication.

I estimate that thousands ballots were processed this way.

None of the outer envelopes that I observed, included any additional written state-
ments or stamps in addition to the signature, and if there had been I would have no-
ticed them. I estimate these outer envelopes that I was able to see to be at least several
hundred to a thousand.

These non-verified ballots were then placed in a box and then a separate worker took
the box to the tabulator, without any review.

As a challenger I was prohibited from observing the postmarks. I was told many times

by a supervisor that I had to “stand away”.



20.

21.

22.

As a challenger I was prohibited from observing the ballot duplication process by poll
workers moving in front of me to block me from watching the duplication process.
Poll works are supposed to have three people involved in the duplication process: a
Democrat, a Republican, and an independent observing the process. One of the three
would mark the duplicate ballot, while another person called out the selections.

Once the duplicate was made, the poll workers deposited the original into an envelope,
marked “Originals’. As poll challengers were not able to see what happened to the en-
velope. I asked a Supervisor as to the disposition of the originals, and was told the
originals envelope will stay in the supplies box. Having observed other challengers
being escorted out of the site, and the noticeable disgust at my asking questions, I felt
that too much inquiry could result into dismissal from the site.

Over the course of the day, I changed my tactic and would ask a variety of supervisors
a question instead of multiple questions to any one or two supervisors. I left the TCF
Center on November 3, 2020 mid-afternoon as it appeared no more ballots were com-
ing in. Contributing to my decision to leave was that GOP challengers were denied
the ability to sit in unoccupied chairs by either poll workers or supervisors. We were
not allowed to pull chairs away from the table; we were not permitted to leave to get
food and were told by republican resources that if we left we would not be able to re-
turn. Other GOP challengers and myself observed Democrat challengers sit at the ta-
bles with the poll workers. We were not even permitted to place a water bottle on an
unused corner of the tables. We were left to juggle water bottles pens, note papers

and other documents, making note taking difficult.



23.

24.

25.

26.

27.

28.

On November 4, 2020, I returned to TCF at 6:30am.

I returned to the same general area I had been on the day before. I started observing
four tables but eventually observed many different tables.

I observed incomplete and inconsistent E-poll documentation, table to table.

The E-poll system allowed ballot acceptance even when date of birth and/or voter reg-
istration dates were suspect. For example, I observed a voter date of birth 20 years
AFTER the date of voter registration. The poll worker simply processed the ballot
without inquiry. I tried to challenge this ballot and was told that the ballot would go
into the “problem bin”. The “problem bin” was at the table. At various times the
“problem bin” would be taken the “bull pen” or in some cases, directly to the tabula-
tion area.

On one occasion I witnessed two of the ballots that I challenged, being fed through the
tabulator without adjudication. The poll worker that processed this ballot saw me
watching this process and stared back at me with indignation.

I specifically observed 26 ballots that were not verified with either e-poll or the AV
list. This list of 26 is attached. I attempted to challenge these 26 ballots, although the
poll workers would not acknowledge my challenges. The 26 ballots on this list were
observed by me in the span of a few hours. There were other ballots that I could have
challenged for the same reasons, but these 26 were the ones that I was able to write
down as the pace of processing increased. The 26 were observed in a couple of hours
at a single table on Wednesday November 4. There were over 140 tables in the count-

ing room.



29.

30.

31.

32.

33.

Each of the ballots on the list of 26 I challenged were tabulated without adjudication.
It can be observed that these ballots were sequential, highly suggestive of fraud, due to
the fact that each clerk must assign a ballot number as the applications for absent voter
ballots arrive in the clerk’s office. The chance of the same ballots being applied for
and then returned for tabulation as the same time is remote.

When the military ballots came in, I observed, all were in the E-poll system. However
there were inconsistencies between dates of birth and voter registration on the vast
majority of the ballots I observed. For example, I observed an active duty ballot, with
a voter date of birth of 1938, with a voter registration date of 2020.

I made a point to examine every military ballot for date of birth and date of voter reg-
istration. A vast majority contained dates of birth between 1938 and 1960 for active
duty ballots. They had e-poll addresses of Detroit, MI, rather than a deployment loca-
tion. Also there were only a handful of “voting locations” identified in the e-poll for
approximately 100 ballots. I noticed that these same “voting locations” would come
up again and again as these military ballots were being processed. 1 would estimate
this to be approximately 100 ballots at the multiple tables I was observing. There were
approximately 143 tables.

Of all the military ballots I observed, none were in AV envelopes. There were less than
5 in larger manila envelopes, the rest were in standard white business envelopes.

I observed the opening of military ballots that arrived in standard white business en-
velopes. 1 did not see any voter signature certificates come out of these envelopes as

required by law.



34.

35.

36.

37.

38.

39.

I observed the duplication process of the each of the military ballots onto the machine
readable ballot forms. The original, 8/5x11 papers were put back in their mailing en-
velopes and placed in the originals envelope.

During a time when there was no activity, I observed that the system clock time on the
screen saver on the E-poll system monitors varied by up to 5 hours, thereby rendering
inability to verify date and time stamp for data verification later. This would make it
easy for ballots to be excluded if a review was time specific.

I also experienced attempts at intimidation. When I began challenging ballots I was
approached by individuals identifying as from the NAACP or a “civil rights group”
accusing me of acting in “bad faith”; telling me that I was violating “civil rights” by
challenging ballots.

I was able to resist the intimidation but I did observe other Republican poll chal-
lengers become visibly upset by this activity. I was asked to replaced several poll chal-
lengers who had become rattled. I observed a Republican poll challenger arrested for
taking off his mask when he experienced breathing problems. The poll workers would
cheer and clap whenever a Republican poll challenged was escorted out.

I was also approached by an “activists” who inserted himself into a particular chal-
lenge discussion, offering his opinion that my challenge was in bad faith. He later
identified himself as a University of Michigan Law School student, stating he and oth-
ers decided to come to TCF to be involved.

Once the actual attorneys were present, these activists moved on.



40.  Other forms of intimidation were body blocking, deprivation of chairs to sit in. Then

when Republican poll challengers left to get food or drink, they were denied re-entry.

41.  Dated: December\DZOZO
Lisa Gage

Subscribed and sworn to before me on:
/s/ w W

Notary public, State of Michigan, County of: lopra

My commission expires: S/ ib] 21



EXHIBIT 15

Affidavit of Ben Cotton (Apr. 8, 2021)



STATE OF MICHIGAN

IN THE CIRCUIT COURT FOR THE COUNTY OF ANTRIM

WILLIAM BAILEY
Plaintift

V.

ANTRIM COUNTY
Defendant,

SECRETARY OF STATE JOCELYN
BENSON

Intervenor-Defendant,

Case No. 20-9238-CZ

HON. KEVIN A. ELSENHEIMER

Matthew S. DePerno (P52622)
DEPERNO LAW OFFICE, PLLC
Attorney for Plaintiff

951 W. Milham Avenue

PO Box 1595

Portage, MI 49081

(269) 321-5064

Haider A. Kazim (P66146)

CUMMINGS, MCCLOREY, DAVIS & ACHO, PLC
Attorney for Defendant

319 West Front Street

Suite 221

Traverse City, MI 49684

(231) 922-1888

Heather S. Meingast (P55439)

Erik A. Grill (P64713)

Assistant Attorneys General

Attorneys for Proposed Intervenor-Defendant
Benson

PO Box 30736

Lansing, MI 48909

(517) 335-7659

AFFIDAVIT OF BENJAMIN R. COTTON 8 APRIL 2021

I, Ben Cotton, being duly sworn, hereby depose and state as follows:



1) I am over the age of 18, and I understand and believe in the obligations of an oath.
I make this affidavit of my own free will and based on first-hand information and my own
personal observations.

2) I am the founder of CyFIR, LLC (CyFIR).

3) I have a master’s degree in Information Technology Management from the
University of Maryland University College. I have numerous technical certifications, including
the Certified Information Systems Security Professional (CISSP), Microsoft Certified
Professional (MCP), Network+, and Certified CyFIR Forensics and Incident Response
Examiner.

4) I have over twenty five (25) years of experience performing computer forensics
and other digital systems analysis.

5) I have over eighteen (18) years of experience as an instructor of computer
forensics and incident response. This experience includes thirteen (13) years of experience
teaching students on the Guidance Software (now OpenText) EnCase Investigator and EnCase
Enterprise software.

6) I have testified as an expert witness in state and federal courts and before the
United States Congress.

7) I regularly lead engagements involving digital forensics for law firms,
corporations, and government agencies.

8) In connection with this legal action I have had the opportunity to examine the
following devices:

a) Antrim County Election Management Server Image. This image was

acquired on 4 December 2020 by a firm named Sullivan and Strickler.



b) Thirty eight (38) forensic images of the compact flash cards used in
Antrim County during the November 2020 elections that were imaged on 4 December

2020 by a firm named Sullivan and Strickler.

c) One (1) SID-15v-Z37-A1R, commonly known as the Image Cast X (ICX),

that was used in the November 2020 elections

d) Two (2) Thumbdrives that were configured for a precinct using the ES&S

DS400 tabulator that were used during the November 2020 election.

e) One ES&S server that was used in the November 2020 election.

9) Internet Communications with the Dominion ICX. I examined the forensic image of a

Dominion ICX system utilized in the November 2020 election and discovered evidence of
internet communications to a number of public and private IP addresses. Of specific concern
was the presence of the IP address 120.125.201.101 in the unallocated space of the 10™ partition
of the device. This IP address resolves back to the Ministry of Education Computer Center, 12F,
No 106, Sec.2,Hoping E. Rd.,Taipei Taiwan 106. This IP address is contextually in close
proximity to data that would indicate that it was part of the socket configuration and stream of an
TCP/IP communication session. Located at physical sector 958273, cluster 106264, sector offset
256, file offset 54407424 of the storage drive, the unallocated nature of the artifact precludes the
exact definition of the date and time that this data was created. Also located in close proximity
to the Ministry of Education IP address is the IP address 62.146.7.79. This IP address resolves to

a cloud provider in Germany.
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Figure 1-IP Addresses Iocaled in Unal/ocaled Space

Further examination of the ICX clearly indicates that this system is also actively configured to
communicate on a private network of 10.114.192.x with FTP settings to connect to
10.114.192.12 and 10.114.192.25. Also apparent is that at one time this system was configured
to have the IP address 192.168.1.50. This IP address is also a private IP range. These IP
configurations and artifacts definitively identify two things, 1) the device has been actively used
for network communications and 2) that this device has communicated to public IP addresses not
located in the United States. Further analysis and additional devices would be required to
determine the timeframe of these public IP communications.

10)  ESS DS400 Communications. A careful examination of the ESS DS400 devices and
thumb drives was conducted. This examination proved that each DS400 had a Verizon cellular
wireless communications card installed and that the card was active on powerup, which meant
that there is the ability to connect to the public internet on these devices as well. Both of the
DS400 devices were configured to transmit election results to IP address 10.48.51.1. Thisis a
private network, which means that it would only be accessible by the remote DS400 systems
through leveraging the public internet and establishing a link to a communications gateway using

a public IP or via a virtual private network (VPN). It is important to understand that this



communication can only occur if the cellular modems have access to the public internet. I did
not have the entire communications infrastructure for the private network and given this lack of
device production associated with the DS200, I can not say which other devices may have
connected to this private network nor the full extent of the communications of nor the remote
accesses to the DS400 devices.

11)  Out of Date Security Updates and Virus Definitions. An analysis of operating system,
and antivirus settings on the servers and computers provided to me was conducted. It was
immediately apparent that these systems were extremely vulnerable to unauthorized remote
access and manipulation. For example, none of the operating systems had been patched nor the
antivirus definition files updated for years. The Antrim EMS was last updated in 2016. The
other systems were in a similar state. This lack of security updating has left these systems in an
extremely vulnerable state to remote manipulation and hacking. Since 2016 more than ninety
seven (97) critical updates have been issued for the Windows 10 operating system to prevent
unauthorized access and hacking. The fact that these systems are in such a state of vulnerability,
coupled with the obvious public and private internet access, calls the integrity of the voting
systems into question. The Halderman report dated March 26, 2021 relating to this matter
validates this finding. It also validates that the system is in a state such that an unauthorized user
can easily bypass the passwords for the system and database to achieve unfettered access to the
voting system in a matter of minutes. These manipulations and password bypass methodologies
can be performed remotely if the unauthorized user gains access to the system through the
private network or the public internet.

12)  Incomplete Compliance with the Subpoena for Digital Discovery. Antrim County has

apparently failed to produce all of the voting equipment for digital preservation and analysis. |



examined the purchase documents produced by Antrim County with respect to the purchase of
the Dominion Voting system and note that the following system components listed on the
purchase documents were not produced:

(a) ImageCast Listener Express Server

(b) ImageCast Express Firewall

(¢) EMS Express Managed Switch

(d) ICP Wireless Modems (17)

(e) Image Cast Communications Manager Server

(f) ImageCast Listener Express RAS (remote access server) System

(g) ImageCast USB Modems (5)
Without these system components it will be impossible to determine the extent of public and
private communications, the extent to which remote access to the voting system components is
possible and to determine if or when unauthorized access occurred.

SIGNED UNDER THE PAINS AND PENALTIES OF PERJURY THIS 8th DAY OF

F_ A

Benjamin R. Cotton

April 2021.
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Letter, Rep. Francis X. Ryan, Pennsylvania House of Representatives, to Rep.
Scott Perry, U.S. House of Representatives (Dec. 4, 2020)



December 4, 2020

Congressman Scott Perry
1207 Longworth House Office
Building Washington, DC 20515

Congressman Perry;

The general election of 2020 in Pennsylvania was fraught with inconsistencies, documented
irregularities and improprieties associated with mail-in balloting, pre-canvassing, and canvassing
that the reliability of the mail-in votes in the Commonwealth of Pennsylvania is impossible to
rely upon.

The above factors, when combined with the lack of the required associated internal control
mechanisms to ensure legality, accountability, accuracy, and the trustworthiness of the results,
effectively undermine the trustworthiness of the entire election process.

The House of Representatives of Pennsylvania determined, as a result, that the process by which
the President of the United States was determined was so fraught with errors that the legislature
introduced House Resolutions 1094 on November 30, 2020 to contest the selection of electors.

The analysis below substantially confirms that the mail-in ballot process in the Commonwealth
of Pennsylvania in the 2020 General Election was so defective that it is essential to declare the
selection of presidential electors for the Commonwealth to be in dispute. The United States
Congress is asked to declare the selection of presidential electors in this Commonwealth to be in
dispute and to intervene in the selection of the electors for the Commonwealth of Pennsylvania
for the 2020 General Election.

In any process control environment, the system of internal controls is designed to reasonably
deter wrongdoing.

In the Sarbanes-Oxley type environment and the Committee on Sponsoring organizations
process control environment, the control environment surrounding an election require that the
processes utilized be capable of providing reasonable controls to ensure that the election results
reflect the will of the voters.



In that regard, the COSO standards (Committee on Sponsoring Organizations) prescribes
processes of controls to ensure internal controls are adhered to, for instance, in this case, the
accuracy of the election results. COSO and SOX are built on the same model of the system of
internal controls

The control environment includes:
1. Control Environment

o Exercise integrity and ethical values.

o Make a commitment to competence.

e Use the board of directors and audit committee.

o Facilitate management’s philosophy and operating style.
o Create organizational structure.

o Issue assignment of authority and responsibility.

o Utilize human resources policies and procedures.

2. Risk Assessment

o Create companywide objectives.

« Incorporate process-level objectives.

e Perform risk identification and analysis.
e Manage change.

3. Control Activities

o Follow policies and procedures.

o Improve security (application and network).
e Conduct application change management.

e Plan business continuity/backups.

o Perform outsourcing.

4. Information and Communication

e Measure quality of information.
o Measure effectiveness of communication.

5. Monitoring

« Perform ongoing monitoring.
e Conduct separate evaluations.

In any system of internal controls, there are audits which would identify control deficiencies,
significant deficiencies, and material weaknesses of the system of internal controls. When there
are such deficiencies of internal controls of the material weakness nature and/or significant
deficiency nature than standards require that the results cannot be relied upon. The accounting



profession has specific guidance on such control environment in AU-314, Understanding the
Entity and Its Environment and Assessing the Risks of Material Misstatement.

In 2019, Rep. Ryan identified such concerns about the control environment in the
Commonwealth and introduced House Bill 1053, Lean Government Operations, to uniformly
implement lean operations and an effective system of internal controls. The Governor indicated
opposition to the bill and threatened to veto the bill. In the State Government Committee the bill
passed 20-5 when the Democrat members placed such significant amendments and opposition
from the executive branch to preclude the bill from moving.

This pattern of obstruction to systems of internal controls reinforces the concerns that the control
environment did not exist in Pennsylvania’s executive branch to warrant confidence that there
was any intent to establish an effective system of internal controls over the mail-in ballots in the
Commonwealth.

In 2019, we identified such concerns about the control environment in the Commonwealth were
identified and a bill to address these concerns was introduced. and introduced House Bill 1053
was introduced to uniformly implement lean government operations in order to uniformly
implement lean operations and an effective system of internal controls. The Governor indicated
opposition to the bill and threatened to veto the bill. Additionally, Democrat members in the
House State Government Committee cited the Governor's opposition to the bill as they sought to
defeat the bill through the amendment process. In the State Government Committee the bill
passed 20-5 when the Democrat members placed such significant amendments and opposition
from the executive branch to preclude the bill from moving.

This pattern of obstruction to systems of internal controls reinforces the concerns that the control
environment did not exist in Pennsylvania’s executive branch to warrant confidence that there
was any intent to establish an effective system of internal controls over the mail-in ballots in the
Commonwealth.

In any audit committee the Audit Committee and with auditing standards, the question is always
asked in the management representation letters: “Was management (read Executive Branch) able
to override the system of internal controls?”” Should the answer to that question be YES, which
in the instant case, it was, the CPA audit would immediately stop with NO audit opinion issued.
Nothing less can should be expected of our election process.

For the reasons below, it is believed that the system of controls over voting within the
Commonwealth of Pennsylvania in the 2020 General Election were so flawed as to render the
results of the mail-in ballot process incapable of being relied upon. Specific potential remedies
are available to include:

1. Revote of the mail in ballots in time to certify the electors for the presidential election.
2. Declare the process of mail in ballots so flawed that the Congress of the United States, as
prescribed by the U. S. Constitution would select the PA electors for President.



The evidence of resistance to the implementation to election security safeguards, process flaws,
inconsistencies, violations of PA election laws as written, include:

1.

2.

3.

Documented objection by leaders of the Democrat Party to object to a study of the
election process to preclude the problems that in fact did occur in the 2020 general
election. The study was proposed as House Resolution 1032 of 2020 and was abandoned
after gross public misrepresentations were made about the true nature of the intent of the
resolution. due to public backlash due to the comments (An example of this can be found
in the comments of Representative Malcolm Kenyatta.)

Actions from the PA Supreme Court which undermined the controls inherent in Act 77 of
2019. The “legislative” overreach by the Supreme Court is the basis of the impeachment
articles against Justice Wecht. The controls which were undermined include:

a. On September 17, 2020, less than seven weeks before the November 3, 2020
election, the partisan majority on the Supreme Court of the Commonwealth of
Pennsylvania unlawfully and unilaterally extended the deadline for mail-in ballots
to be received, mandated that ballots mailed without a postmark would be
presumed to be received timely, and could be accepted without a verified voter
signature.

b. On October 23, 2020, less than two weeks before the November 3, 2020 election
and upon a petition from the Secretary of the Commonwealth, the Supreme Court
of the Commonwealth of Pennsylvania ruled that mail-in ballots need not
authenticate signatures for mail-in ballots, thereby treating in-person and mail-in
voters dissimilarly and eliminating a critical safeguard against potential election
crime.

c. Authorized the use of drop boxes for collecting votes with little to no controls
proscribed to prevent ballot harvesting.

Actions by the Secretary of State which undermined the consistency and controls of the
election process during the weeks preceding the General Election of November 3, 2020.
The actions by the Secretary led to a House Resolution to prohibit object to the seating of
electors calling the election to be in dispute. These include:

a.  On November 2, 2020, the night before the November 3, 2020 election and prior
to the prescribed time for pre-canvassing mail-in ballots, the office of the
Secretary of the Commonwealth encouraged certain counties to notify party and
candidate representatives of mail-in voters whose ballots contained defects;

b. Heavily Democrat counties permitted mail-in voters to cure ballot defects while
heavily Republican counties followed the law and invalidated defective ballots;

c. In certain counties in the Commonwealth, watchers were not allowed to
meaningfully observe the pre-canvassing and canvassing activities relating to
absentee and mail-in ballots;

d. In other parts of the Commonwealth, watchers observed irregularities concerning
the pre-canvassing and canvassing of absentee and mail-in ballots.

Prior attempts to cure the problems associated with Act 77 of 2019, the election Reform
Code where incorporated into House Bill 2626 of the 2019-2020 session. The Governor
threatened to veto the bill when it became apparent that the Supreme Court was going to
incorporate more favorable changes to Act 77 of 2019 than House Bill 2626 authorized.




5. Permitted inconsistent drop box processes by counties with little to no controls or audits
processes which essentially gave way to substantial opportunities for ballot harvesting.

6. The Secretary of State has shown bias in get-out-the-vote efforts due to the Secretary’s
coordination efforts for get out the vote efforts only in Democrat party-controlled
counties and localities.

In addition to the concerns of the actions of the Secretary of State and the legislative overreach
by the Pennsylvania Supreme Court, the inaccuracies of the actual results themselves call into
question the accuracy of the SURE system, the consistency of the application of voting laws
throughout the counties. Certain inconsistencies stand out to include:

At the county level the pattern of inconsistencies is easily seen. For instance, Over-vote in
Philadelphia County -- On November 4" at 11:30am, the DOS posted updated mail in vote
counts for Philadelphia County. The number of ballots reported to have been counted was an
impossible 508,112 ballots despite the fact that only 432,873 ballots had been issued to voters in
that county. Later that day, the ballots counted number was reduced but this begs the question,
who had the authority to add and subtract votes on the ballot counts reported to the Department
of State? Even if this was simply a data entry error, the lack of internal controls over such
reporting necessitates a review of the numbers, the process and system access.

Information Sharing -- Members of the legislature or any oversight body of election inspectors,
were not provided access to any data that was not available to the general public in open source
records. There are many other anomalies that one could not include in the letter because we have
not been provided with the information you need to evaluate. We have had to file right to know
Right-to-Know requests to access the data. \Whenever the systems lack transparency it is
IMPOSSIBLE for anyone to contend that fraud did not occur.

Mail Date

e Ballots Mailed on or BEFORE 9-11-2020. That total is 27995.

e Ballots Mailed on November 1, 2 or 3. That total is 8163.

e Ballots with NO MAILED date. That total is 9005.

e Ballots Returned on or BEFORE the Mailed Date. That total is 58221.
o Ballots Returned one day after Mailed Date. That total is 51200.

Voter Date of Birth

e Mail Votes cast by voters over the age of 100. That total is 1532.

e In Allegheny County, there were 41 ballots mailed to people born on 01/01/1800- making
them all 220 years old.

e Mail Votes by voters with NO Date of Birth. That total is 245.

Additionally, in a data file received on November 4, 2020, the Commonwealth’s PA Open Data
sites reported over 3.1 million mail in ballots sent out. The CSV file from the state on November
4 depicts 3.1 million mail in ballots sent out but on November 2, the information was provided



that only 2.7 million ballots had been sent out. This discrepancy of approximately 400,000
ballots from November 2 to November 4 has not been explained.

This apparent discrepancy can only be evaluated by reviewing all transaction logs into the SURE
system to determine the access, authority for the entry, the verification of the data entered as well
as the authentication of the security certificates of the sites from which the data had been entered.

It is also important to note that the Department of State removed all election data from the PA
Open Data platform in Mid-November 2020. They provided no explanation for removing the
data. That is part of the issue—the data changed over time despite the fact that the number of
ballots mailed should not have changed after November 2nd and the number of mail ballots
received/cast should not have changed after November 3'.

In light of the above, the mail-in ballot process in the Commonwealth of Pennsylvania in the
2020 General Election was so defective that it is essential to declare the selection of presidential
electors for the Commonwealth to be in dispute. The United States Congress is asked to declare
the selection of presidential electors in this Commonwealth to be in dispute and to intervene in
the selection of the electors for the Commonwealth of Pennsylvania for the 2020 General
Election.

Respectfully Submitted,

= SR ¥ I

Francis X. Ryan, Member
101% Legislative District, PA

Bah Pras %@ZW

Brad Roae, Member Daryl Metcalfe, Member
6" Legislative District, PA 12" Legislative District, PA

= 5l

/ Mike Puskaric, Member Valerie Gaydos, Member
39" Legislative District, PA A4™ Legislative District, PA
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Eric Nelson, Member Kathy L. Rapp, Member
57" Legislative District, PA 65" Legislative District
j)

Stephanie Borowicz, Member David Rowe, Member

76" Legislative District, PA 85" Legislative District, PA

Rob Kauffman, Member Mike Jones, Member

89" Legislative District, PA 93" Legislative District, PA

David Zimmerman, Member Jim Cox, Member

99" L egislative District, PA 129" Legislative District, PA
Lrdniea Hewne W

Barbara Gleim, Member Russ Diamond, Member

199" Legislative District, PA 102" Legislative District

Cc: Members of the United States House of Representatives, Members of the United States
Senate, President of the United States, Governor Tom Wolf, Secretary State of Pennsylvania, PA
Senator Jake Corman, PA Senator Kim Ward, PA Speaker of the House Bryan Cutler, and PA
Representative Kerry Benninghoff
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Legislative Audit Bureau

The Legislative Audit Bureau supports the Legislature in its oversight of
Wisconsin government and its promotion of efficient and effective state
operations by providing nonpartisan, independent, accurate, and
timely audits and evaluations of public finances and the management
of public programs. Bureau reports typically contain reviews of
financial transactions, analyses of agency performance or public policy
issues, conclusions regarding the causes of problems found, and
recommendations for improvement.

Reports are submitted to the Joint Legislative Audit Committee
and made available to other committees of the Legislature and to
the public. The Audit Committee may arrange public hearings on
the issues identified in a report and may introduce legislation in
response to the audit recommendations. However, the findings,
conclusions, and recommendations in the report are those of the
Legislative Audit Bureau.

The Bureau accepts confidential tips about fraud, waste, and
mismanagement in any Wisconsin state agency or program
through its hotline at 1-877-FRAUD-17.

For more information, visit wwuw.legis.wisconsin.gov/lab.

Contact the Bureau at 22 East Mifflin Street, Suite 500, Madison, Wisconsin 53703; AskLAB@Iegis.wisconsin.gov;

or (608) 266-2818.
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October 22, 2021

Senator Robert Cowles and

Representative Samantha Kerkman, Co-chairpersons
Joint Legislative Audit Committee

State Capitol

Madison, Wisconsin 53702

Dear Senator Cowles and Representative Kerkman:

As requested by the Joint Legislative Audit Committee, we have completed an evaluation of elections
administration issues. The Wisconsin Elections Commission (WEC) is responsible for ensuring
compliance with state and federal election laws. County and municipal clerks administer elections.

We reviewed the training that WEC is statutorily required to provide to municipal clerks, analyzed how
WEC and clerks maintained the accuracy of voter registration records, reviewed guidance that WEC and
its staff provided to clerks for handling absentee ballots and processing ballots, examined issues
pertaining to electronic voting equipment and the statutorily required post-election audit that WEC
conducted after the November 2020 General Election, assessed how WEC and its staff considered
complaints, and examined the costs of the recount after the General Election.

To complete this audit, we contacted WEC's staff, surveyed all 1,835 municipal clerks and 72 county clerks
in April 2021, contacted 179 clerks to obtain additional information about elections administration issues,
analyzed voter registration data, physically reviewed 14,710 certificates that accompanied absentee ballots
returned to clerks in 29 municipalities throughout the state, reviewed the results of 175 statutorily required
tests of electronic voting equipment that clerks in 25 municipalities completed before the November 2020
General Election, and reviewed all 45 sworn, written complaints pertaining to the General Election that
were filed with WEC as of late-May 2021.

We make 30 recommendations for improvements, which are located throughout the report and
comprehensively listed in Appendix 7. We include 18 issues for legislative consideration, which are
located throughout the report and comprehensively listed in Appendix 8.

We appreciate the courtesy and cooperation extended to us by WEC'’s staff, municipal clerks, and
county clerks.

Respectfully submitted,

~

j6e Chrisman
State Auditor

JC/DS/ss






WEC is responsible for
ensuring compliance
with state and federal
election laws.

The Wisconsin Elections Commission (WEC) is responsible for
ensuring compliance with state and federal election laws, and county
and municipal clerks administer elections. Statutes require WEC to
provide training and guidance to municipal clerks in the state’s

1,849 municipalities. Statutes also require WEC to design and maintain
the state’s electronic voter registration system, which is known as
WisVote; maintain the MyVote Wisconsin website, through which
individuals may register to vote and obtain absentee ballots and other
election-related information; and approve electronic voting equipment
before it can be used in Wisconsin. Statutes specify how individuals can
submit complaints pertaining to elections administration issues to
WEC. WEC was created by 2015 Wisconsin Act 118, which was enacted
in December 2015, and began operation on June 30, 2016. WEC
replaced the Government Accountability Board (GAB), which was
abolished by Act 118.

WEC includes six commissioners who serve for five-year terms,
including:

* one commissioner appointed by the Senate
Majority Leader;

* one commissioner appointed by the Senate
Minority Leader;

* one commissioner appointed by the Assembly
Speaker;

* one commissioner appointed by the Assembly
Minority Leader; and



4 ) INTRODUCTION

* two commissioners appointed by the Governor,
with the advice and consent of the Senate. These
two commissioners must have formerly served as
county or municipal clerks. The Governor
nominates one individual from each of the lists
provided by the two political parties that received
the most votes for President.

Appendix 1 lists the six WEC commissioners as of October 2021 and
indicates how each commissioner was appointed.

WEC has delegated to the
administrator limited
authority to act without
its involvement.

WEC is statutorily required to appoint an administrator with the advice
and consent of the Senate. This administrator, who serves as the state’s
chief election officer, performs the duties assigned by WEC and
appoints other staff as needed to help carry out these duties. Statutes
require WEC'’s staff to be nonpartisan. WEC has delegated to the
administrator limited authority to act without its involvement. In
February 2020, WEC delegated the authority for the administrator to
exempt municipalities from polling place accessibility requirements,
exempt municipalities from using electronic voting equipment, and
execute certain contracts up to $100,000. WEC also delegated the
authority for the administrator to take specified actions in consultation
with its chairperson, including when considering certain complaints.

Elections are administered by local election officials. Figure 1 shows the
key statutory responsibilities of local election officials, including county
clerks, municipal clerks, chief election inspectors, and election inspectors.
The City of Milwaukee Election Commission, rather than the municipal
clerk, administers elections in the City of Milwaukee.

Figure 1

Key Statutory Responsibilities of Local Election Officials

COUNTY
CLERKS

Prepare and provide
ballots and election
supplies

MUNICIPAL
CLERKS

Register individuals to
vote and administer
elections

Section 7.10,
Wis. Stats.

Section 7.15,
Wis. Stats.

CHIEF ELECTION
INSPECTORS

Direct the activities at
polling places on
Election Day

ELECTION
INSPECTORS

Serve at polling
places to maintain
order, ensure ballot
boxes and poll lists
are secure, and
ensure that electronic
voting equipment
works properly;
commonly known

as “poll workers”

Section 7.36,
Wis. Stats.

Section 7.37,
Wis. Stats.




INTRODUCTION

The Legislative Audit Bureau has previously completed audits of
elections administration issues, including Complaints Considered by
the Government Accountability Board (report 15-13), Government
Accountability Board (report 14-14), Compliance with Election Laws
(report 07-16), and Voter Registration (report 05-12).

After the General Election on November 3, 2020, questions were raised
about elections administration issues, including compliance with
election laws, the use of electronic voting equipment, and complaints
filed with WEC and clerks. On February 11, 2021, the Joint Legislative
Audit Committee directed us to evaluate elections administration
issues, including:

= efforts by WEC to comply with election laws,
including by working with clerks to ensure voter
registration data include only eligible voters, and
by providing training and guidance to clerks;

= efforts by clerks to comply with election laws,
including by administering elections, processing
absentee ballots, and performing recount
responsibilities, as well as the observations and
concerns of clerks regarding elections administration;

* the use of electronic voting equipment, including
the methodology and results of WEC'’s most-recent
statutorily required post-election audit and the
actions taken as a result of this audit; and

» General Election-related complaints filed with WEC
and clerks, as well as how those complaints were
addressed.

To complete this evaluation of issues pertaining to the November 2020
General Election:

* We contacted eight groups that are involved with
elections administration issues. These groups are
listed in Appendix 2.

*  We reviewed statutory provisions pertaining to
elections administration and WEC’s administrative
rules. We contacted WEC's staff and reviewed their
written policies and procedures, the minutes and
materials associated with WEC’s meetings, and the
written guidance provided by WEC and its staff to
municipal and county clerks.

* In April 2021, we invited all six WEC commissioners
to discuss elections administration issues. Two
commissioners spoke with us, and one other
commissioner provided written information.

5
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In April 2021, we surveyed all 1,835 municipal clerks
and all 72 county clerks to obtain their perspectives
on various issues pertaining to the General Election.
A total of 879 municipal clerks (47.9 percent) and

59 county clerks (81.9 percent) responded to our
survey.

We contacted a total of 179 clerks in 61 counties,
including 157 municipal clerks and 22 county clerks,
to obtain additional information about elections
administration issues. The locations of these clerks
are listed in Appendix 3.

We analyzed WisVote data pertaining to voter
registration records and absentee ballots cast in the
General Election.

We physically reviewed 14,710 absentee ballot
certificates, which are typically the envelopes in
which individuals return absentee ballots. We
attempted to review certificates in 30 municipalities,
including the 10 municipalities where the most
absentee ballots were cast in the General Election,
the 10 municipalities where the highest proportions
of absentee ballots were cast in that election, and

10 municipalities we selected randomly from
counties other than those in which the first

20 municipalities were located. However, the City of
Madison clerk declined to allow us to physically
handle the certificates. The clerk indicated that the
clerk’s office is responsible for maintaining the
chain of custody of election records and ensuring
these records are not inadvertently altered or
damaged. As a result, we examined certificates in

29 municipalities. The results of our review are
shown in Appendix 4.

We reviewed a total of 1,233 Election Day forms
completed by poll workers for the November 2020
General Election, including 571 forms completed by
poll workers in 319 municipalities that we randomly
selected and 662 forms completed by poll workers
in 39 municipalities that had central count
locations. On these forms, poll workers recorded
information such as the numbers of absentee

ballots that were remade and rejected. The results of
our review are shown in Appendix 5.

We reviewed a total of 175 statutorily required tests
that municipal clerks had completed before the
General Election for electronic voting equipment
used in 25 municipalities. The results of our review
are shown in Appendix 6.



Based on our audit work, we
make 30 recommendations for
improvements and include

18 issues for legislative
consideration.
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»  Wereviewed all 45 sworn, written complaints
pertaining to the General Election that were filed
with WEC as of late-May 2021, and we reviewed
1,521 election-related concerns that individuals
provided through forms on WEC’s website from
January 2020 through mid-April 2021.

* We assessed 26 reports that expressed general
concerns about how the General Election was
conducted and that were made to our office’s Fraud,
Waste, and Mismanagement Hotline. Few reports
provided information pertaining to specific
municipalities or issues. One report expressed
concerns about a post-election investigation. We
also assessed one complaint forwarded to us by a
legislative office by speaking with two municipal
clerks, but we did not find information to
substantiate the issues in this complaint.

= We reviewed information about the recount costs
that Dane and Milwaukee counties submitted to
WEC after the General Election.

» Wereviewed information from other states about
various elections administration issues, including
ballot drop boxes, signature verification on absentee
ballot certificates, indefinitely confined individuals,
post-election audits, and recount costs.

Based on our audit work:

= we make 30 recommendations for improvements,
which are located throughout the report and
comprehensively listed in Appendix 7; and

» we include 18 issues for legislative consideration,
which are located throughout the report and
comprehensively listed in Appendix 8.

Because our audit was not approved until three months after the
November 2020 General Election, we did not directly observe Election
Day practices, including how poll workers processed ballots and how
electronic voting equipment operated. The U.S. Department of Justice
indicated that election officials are responsible for retaining and
preserving election records, regardless of who physically possesses
them. In part as a result of this guidance from the Department of
Justice, the City of Madison clerk did not allow us to physically handle
election records. In addition, county clerks indicated that we would not
be able to handle ballots for Milwaukee County and the Town of Little
Suamico. Combined, the City of Madison, Milwaukee County, and the
Town of Little Suamico accounted for 623,700 of the 3.3 million ballots
cast in the November 2020 General Election (18.9 percent). Therefore,
to complete our audit we relied on available evidence we were able to
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access, including WisVote data, absentee ballot certificates that we
could physically handle, other election records, and information
provided to us by municipal clerks, county clerks, WEC’s staff, and
other individuals.

Statutes require us at all times to observe the confidential nature of

any audit being performed. As a result, we completed our audit
independently from legislators, WEC, and all other individuals and
organizations. Although we typically allow an audited entity the
opportunity to review our draft audit report and respond in writing to it,
we did not do so for this report. Because we contacted a total of

179 clerks, sharing the draft audit report with so many individuals
would have compromised the report’s confidentiality. In addition,
because WEC’s administrator has limited authority to act without
WEC’s involvement, we would have needed to provide our confidential
draft audit report to WEC for its consideration. Statutes allow
governmental bodies such as WEC to convene in closed session only for
specified purposes, none of which pertains to reviewing draft audit
reports. Thus, to preserve the statutorily required confidentiality of our
audit until its completion, we did not provide WEC with an opportunity
to review a confidential draft audit report and respond in writing to this
report prior to its release.



Municipal Clerks
Other Local Election Officials

Statutes require WEC to
conduct regular training
throughout the state for
municipal clerks and other
local election officials.

Statutes require WEC to conduct regular training throughout the state
for municipal clerks and other local election officials. The training is
intended to provide key information that clerks and other local election
officials need to administer elections effectively, explain the state’s
election laws, and promote uniform procedures. WEC'’s staff train
municipal clerks and the chief election inspectors who oversee
individual polling places on Election Day, and they approve training
provided by other entities. Municipal clerks are statutorily required to
train other local election officials such as election inspectors, who are
commonly known as poll workers. We reviewed training materials
prepared by WEC's staff and contacted 20 clerks. We recommend
WEC's staff work with WEC to promulgate and modify administrative
rules and comply with the rules by notifying the governing bodies of
municipalities when clerks have not reported that they completed

the required training. We also include two issues for legislative
consideration.

Municipal Clerks

Statutes require each municipal clerk to attend WEC-approved training
at least once every two-year period that begins on January 1 of an
even-numbered year and ends on December 31 of the following year.
WEC'’s administrative rules require a clerk to attend three hours of
training approved by WEC's staff in order to receive initial certification
for the two-year period in which a clerk receives the training. A clerk
must complete three additional hours of training, approved by

WEC’s administrator, in the same two-year period in order to maintain
certification for the subsequent two-year period. Thereafter, a clerk
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WEC’s administrative
rules for training
municipal clerks have not
been updated since

June 2016 and contain
outdated provisions.

must attend six hours of approved training in a given two-year period in
order to maintain certification for the subsequent two-year period.
Statutes require WEC to promulgate administrative rules specifying the
training contents. WEC’s administrative rules require the training to
address topics such as:

* completing election-related forms and notices;

* handling confidential voter information and proof
of residence documents;

* acquiring, testing, and auditing voting equipment;

» ensuring the security of ballots and voting
equipment; and

» preparing and supplying polling places.

We reviewed WEC's election administration manual and materials for
the three-hour training that municipal clerks must complete in order to
obtain initial certification. We found that the training and the manual,
which is referenced in the training, addressed all of the training
provisions specified by WEC’s administrative rules.

We found that WEC’s administrative rules for training municipal
clerks have not been updated since June 2016 and contain outdated
provisions. The administrative rules specify that training may
include how municipal clerks are to use the former Statewide Voter
Registration System (SVRS), which was replaced by WisVote in
January 2016. The administrative rules also require clerks to complete
training during two-year periods that begin on January 1 of odd-
numbered years, rather than the even-numbered years required by
statutes. WEC'’s staff should work with WEC to modify administrative
rules to reflect current statutory requirements for elections, such as
training clerks on how to use WisVote.

¥ Recommendation

We recommend staff of the Wisconsin Elections Commission:

= work with the Wisconsin Elections Commission to
modify ch. EL 12, Wis. Adm. Code, to reflect
current statutory requirements for elections; and

= report to the Joint Legislative Audit Committee by
March 31, 2022, on their efforts to implement this
recommendation.



As of June 2021,

82.5 percent of municipal
clerks who served in
those positions before
January 2020 reported
having completed all
required training.
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WEC's staff provided municipal clerks with training in coordination
with organizations such as the Wisconsin Towns Association and the
Wisconsin Municipal Clerks Association. WEC'’s staff provided us with
information indicating that training occurred at locations throughout
the state in the months before mid-March 2020, when they ceased to
provide in-person training as a result of the public health emergency
and instead provided training online. WEC's staff conducted:

= 20 sessions on electronic poll books in
December 2019 and January 2020;

» 12 sessions on election security from January 2020
through mid-March 2020; and

» 5tabletop exercises on election security in
December 2019 and January 2020.

To increase training opportunities for municipal clerks, WEC's staff
trained and certified county and municipal clerks to be clerk-trainers.
For the current two-year training period that began in January 2020,
WEC's staff certified nine individuals, including seven county clerks
and two municipal clerks, to provide the training that municipal clerks
need to obtain initial certification.

Compliance with Training Requirements

WEC'’s staff relied on municipal clerks to self-report the number of
training hours that the clerks completed. WEC's staff provided us with
information for the two-year period from January 2018 through
December 2019, which was the most recently completed training
period at the time of our audit. Clerks who completed all required
training during this period were certified for the two-year period that
began in January 2020. As of June 2021, the information indicated that
175 clerks had started in their positions in January 2020 or later and,
therefore, were not required to complete any training in the previous
period, and 1 clerk position was vacant. Of the remaining 1,636 clerks
who had served in those positions before January 2020:

* 1,349 municipal clerks (82.5 percent) reported
having completed all required training; and

* 287 municipal clerks (17.5 percent) did not report
having completed all required training.

We reviewed information on the training that municipal clerks reported
having completed from January 1, 2020, through November 3, 2020.
This information reflected training reported to WEC's staff as of

June 2021. We found that 874 clerks reported having completed some
training. These clerks reported having each completed an average of
6.7 hours of training.
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WEC's staff did not comply
with administrative rules
because they did not
contact governing bodies if
clerks did not report
having completed the
required training for the
two-year period that
ended in December 2019.

We attempted to determine the extent to which individuals who began
working as municipal clerks in 2020 had completed the initial training
before the November 2020 General Election. However, statutes do not
require individuals to inform WEC of the dates they began working as
clerks, and WEC's staff indicated that they are not consistently
informed of these dates.

WEC's staff provided us with training information reported by

120 municipal clerks who, to the knowledge of WEC'’s staff, began
working in those positions in 2020. This information reflected training
reported as of June 2021. We found that:

= 76 clerks (63.3 percent) reported having each
completed, on average, 6.0 hours of training from
January 1, 2020, through November 3, 2020,
including 71 clerks who reported having completed
the initial training; and

» 44 clerks (36.7 percent) did not report having
completed any training from January 1, 2020,
through November 3, 2020. Some of these clerks
may have completed training but did not report it,
and some may have begun working as clerks after
November 3, 2020.

Statutes require WEC to promulgate administrative rules that include a
method for notifying the governing body of a given municipality if a
municipal clerk does not complete the required training. WEC'’s
administrative rules state only that WEC will notify a governing body if
a clerk does not complete the training. WEC'’s staff indicated that they
did not contact any governing bodies if clerks did not report having
completed the required training for the two-year period that ended in
December 2019. Instead, WEC's staff indicated that they contacted
clerks and attempted to elicit their cooperation in completing and
reporting the training. In addition, WEC’s staff posted information on
WEC'’s website about the amount of training that clerks reported having
completed in the two-year period that ended in December 2019. This
information could be misleading because it included clerks who

began in their positions after that two-year period had ended and,
therefore, were not expected to have completed any training during
that two-year period.

WEC's staff should work with WEC to modify administrative rules to
specify how they will notify the governing bodies of municipalities
when clerks do not report having completed training required by
administrative rules. WEC's staff should then consistently comply

with administrative rules. Doing so may provide greater assurance that
the training is completed and reported.



The Legislature could consider
modifying statutes to require
clerks to complete the initial
training before administering
an election.

The Legislature could consider
modifying statutes to require a
municipal governing body to
notify WEC within 30 days
when there is turnover in the
clerk position.
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M Recommendation

We recommend staff of the Wisconsin Elections Commission:

» work with the Wisconsin Elections Commission to
modify ch. EL 12.02 (7), Wis. Adm. Code, to specify
how the governing bodies of municipalities will be
notified when municipal clerks do not report having
completed training required by administrative
rules;

= consistently comply with administrative rules; and

» report to the Joint Legislative Audit Committee by
March 31, 2022, on their efforts to implement
these recommendations.

Issues for Legislative Consideration

Currently, statutes require municipal clerks to attend training at least
once every two years, and WEC’s administrative rules require clerks to
complete three hours of training in order to receive initial certification
for the two-year period in which the training is received. However,
statutes and administrative rules do not specify when a new clerk must
complete the training for initial certification, and they do not require
clerks to be certified before administering an election for the first time.
As aresult, a clerk could administer an election before having
completed the initial training. The Legislature could consider
modifying statutes to require clerks to complete the initial training
before administering an election. Statutes could exempt from this
training requirement those individuals who became clerks only shortly
before an election.

Currently, statutes do not require individuals to inform WEC of the
dates they began working as municipal clerks, and WEC'’s staff
indicated that they are not consistently informed of these dates. The
Legislature could consider modifying statutes to require a municipal
governing body to notify WEC within 30 days when there is turnover in
the clerk position. If WEC were better informed, it could more
accurately track whether clerks completed all required training.

Satisfaction Levels of Clerks

Our April 2021 survey asked municipal and county clerks about the
training provided by WEC's staff. As shown in Figure 2, most clerks who
responded to our survey indicated that they were satisfied with the
training content, training location and times, availability of virtual
training, and the responsiveness of WEC to feedback on the training.
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Figure 2

Satisfaction of Clerks with Training Provided by WEC's Staff’

[l satisfied [ ] Dissatisfied | | Not Applicable

Municipal Clerks County Clerks
Training Content 4.5% %
88.9%
840 Respondents 58 Respondents
12.3% 12.1%

Training Location and Times

854 Respondents 58 Respondents
6.6% 10.3%
Availability of Virtual Training 4.6% \‘

88.8%

852 Respondents 58 Respondents

20.7%

Responsiveness of WEC to

Training Feedback 1.7%

857 Respondents 58 Respondents

T As indicated by municipal and county clerks who responded to our April 2021 survey.

As shown in Figure 3, 72.5 percent of the municipal clerks who
responded to our survey indicated they were very prepared to fulfill
their duties in the November 2020 General Election as a result of
training provided by WEC, and 20.4 percent indicated that they were
somewhat prepared.
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Figure 3

Clerk Preparedness for the November 2020 General Election,
as a Result of WEC's Training'

5.2%
1.9%

Very Prepared
Somewhat Prepared

Somewhat Unprepared

OO0 @ .

Not Applicable

' As indicated by 858 municipal clerks who responded to our April 2021 survey.

We contacted 16 municipal clerks and 4 county clerks to obtain their
perspectives on WEC's training. Similar to our survey, these clerks
indicated that they were generally satisfied with the training. For
example:

= one clerkindicated that there were adequate
training opportunities and that WEC's staff did a
good job using technology to deliver training
virtually;

* asecond clerk indicated that the training covered all
necessary topics; and

» athird clerk indicated that WEC's staff did a good
job providing training and other resources for clerks
to obtain needed information.

We also contacted clerks who had indicated in their survey responses
that they were dissatisfied with the training. For example:

= one clerkindicated that the training and guidance
were contradictory at times;

* asecond clerk indicated that the training was more
useful for clerks in larger municipalities; and

* athird clerk indicated that the training should cover
more topics and that WEC should improve WEC's
election administration manual.
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Other Local Election Officials

Other local election officials help municipal clerks to administer elections.
Chief election inspectors serve as the lead election official at polling
places, election inspectors perform various duties at polling places, and
special voting deputies visit residential care facilities and qualified
retirement homes in order to conduct absentee voting in person.

Chief Election Inspectors

Statutes require municipal clerks to appoint an individual to serve as
the chief election inspector at a given polling place. Statutes require
WEC to establish requirements for certifying individuals to serve as
chief election inspectors, including the requirement to attend at least
one training session before serving as a chief election inspector.
Individuals may not serve as chief election inspectors unless WEC
certifies them. To maintain certification, chief election inspectors must
attend at least one training session during every two-year period that
begins on January 1 of each even-numbered year and ends on
December 31 of the following year.

WEC's staff indicated that municipal clerks are responsible for ensuring
that individuals who serve as chief election inspectors meet the training
requirements and are certified. In the current two-year training period
that began in January 2020, WEC's staff certified 47 individuals,
including county clerks, municipal clerks, deputy clerks, and others, to
provide baseline training to chief election inspectors. In response to the
public health emergency, WEC's staff made this training publicly
available on WEC’s website.

We reviewed the chief election inspector training and found that it
included a variety of topics related to administering an election,
including conducting pre-election tests of electronic voting equipment,
opening and closing polls, registering voters, processing absentee
ballots, and completing election forms.

Chief election inspectors sign Election Day forms certifying that they
had previously completed the required training and are certified. After
Election Day, county clerks maintain these forms. We selected a
random sample of 319 municipalities throughout the state and
requested that the clerks of the 69 counties where these municipalities
are located provide us with the forms completed for the November 2020
General Election. We reviewed all 571 forms provided to us and found
that 567 forms (99.3 percent) contained signatures of chief election
inspectors.

Other Election Officials

Statutes require WEC to promulgate administrative rules prescribing
the contents of training that municipal clerks provide to other local
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election officials, including election inspectors and special voting
deputies. In report 14-14, we found that GAB had approved draft
administrative rules regarding the contents of training for election
inspectors and special voting deputies and in August 2009 had directed
its staff to complete the promulgation process. We also found that
GAB’s staff had not done so through September 2014 but had instead
relied on election manuals to indicate the training contents. We
recommended that GAB promulgate the statutorily required
administrative rules.

WEC did not comply with In our current audit, we found that WEC did not promulgate statutorily
statutes by promulgating ~ Tequired administrative rules prescribing the contents of training for

administrative rules special voting deputies or election inspectors. WEC'’s staff indicated
that they were unaware of any discussions WEC had regarding
promulgating the statutorily required administrative rules. Instead,
WEC's staff provided municipal clerks with written guidance on
training special voting deputies and election inspectors.

prescribing the contents of
training for special voting
deputies or election
inspectors.
WEC's staff should work with WEC to promulgate the statutorily
required administrative rules regarding the contents of training that
municipal clerks provide to special voting deputies and election
inspectors. Although the written guidance that WEC's staff provided
municipal clerks contained relevant information, provisions in
administrative rules carry the force of law.

M Recommendation

We recommend staff of the Wisconsin Elections Commission:

» work with the Wisconsin Elections Commission to
promulgate statutorily required administrative
rules prescribing the contents of training that
municipal clerks provide to special voting deputies
and election inspectors; and

» report to the Joint Legislative Audit Committee by
March 31, 2022, on their efforts to implement this
recommendation.






Voter Registration

Deceased Individuals

Individuals Serving Felony Sentences

Electronic Registration Information Center (ERIC)
Satisfaction Levels of Clerks

WEC and clerks share
responsibility for
maintaining the accuracy
of voter registration records.

WEC and clerks share responsibility for maintaining the accuracy of
voter registration records. Statutes require WEC to maintain WisVote
and municipal clerks to use WisVote to verify the accuracy of
information provided by registrants, who are individuals registering to
vote. Information provided by registrants is matched with personally
identifiable information from the Department of Transportation (DOT).
WEC obtains personally identifiable information from the departments
of Health Services (DHS) and Corrections (DOC) and provides it to
clerks. Clerks use this information to inactivate the voter registration
records of individuals ineligible to vote because they are deceased or
have ongoing felony sentences. We recommend WEC's staff work with
WEC to execute written data-sharing agreements with these three state
agencies, improve how they identify potentially duplicate voter
registration records in WisVote, and establish a schedule for regularly
obtaining data from the Electronic Registration Information Center
(ERIC), which is a nonprofit organization that helps member states to
improve the accuracy of their voter registration systems by providing
personally identifiable information on certain types of individuals. We
also include two issues for legislative consideration.

Voter Registration

Any U.S. citizen age 18 or older is eligible to vote in a Wisconsin
election district where he or she has resided for 28 consecutive days
before an election, if he or she has not been determined by a judge to
be incompetent to vote, has not bet on the election, and is not serving a
sentence for a felony, treason, or bribery.

19
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Almost one-half of the

957,977 individuals who
registered to vote in Wisconsin
from January 1, 2020, through
November 3, 2020, did so online.

Statutes allow individuals to register to vote at any time except for the
three days before Election Day. Individuals who register 20 days or
more before Election Day may typically do so online through the
MyVote Wisconsin website, at a clerk’s office, or by mail. Individuals
who register within 20 days before Election Day may typically do so
only at a municipal clerk’s office or on Election Day at the polls.

As shown in Table 1, almost one-half of the 957,977 individuals who
registered to vote in Wisconsin from January 1, 2020, through
November 3, 2020, did so online.

Table 1

Individuals Who Registered to Vote, by Method'

January 1, 2020, through November 3, 2020

Number of Percentage
Method Individuals of Total
Online 476,605 49.8%
In Person 423,282 44.2
Mail? 58,090 6.1
Total 957,977 100.0%

T According to information that clerks entered into WisVote.

2 Includes individuals who registered by email or fax.

Statutes require municipal clerks to enter information provided by
individuals registering to vote by mail or in person into WisVote.
Statutes allow any municipal clerk to designate another municipal
clerk or a county clerk to enter such information into WisVote on the
clerk’s behalf. As of March 2021, 1,155 municipalities (62.5 percent)
had arrangements with their counties or other municipalities

for assistance in entering information into WisVote, including

voter registration-related information.

Personally Identifiable Information

Registrants must provide their valid driver’s license numbers or
state identification card numbers, but they may provide the last
four digits of their Social Security numbers if they do not have valid
driver’s licenses or state identification cards. Registrants must also
provide their dates of birth and current addresses.



Statutes require WEC’s
administrator and DOT’s
secretary to enter into an
agreement to attempt to
verify the personally
identifiable information
provided by registrants
with DOT’s information.

The personally identifiable
information provided by
93.8 percent of individuals
who registered to vote
matched DOT’s
information.
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Statutes require WEC'’s administrator and DOT’s secretary to enter
into an agreement to attempt to verify the personally identifiable
information provided by registrants with DOT’s information on vehicle
registrations, driver’s licenses, and state identification cards. Each
night, the personally identifiable information of individuals who
registered to vote is electronically compared with DOT’s information,
including names, dates of birth, and driver’s license or state
identification card numbers. If registrants do not provide driver’s
license or state identification card numbers, DOT forwards the last four
digits of their Social Security numbers to the federal Social Security
Administration, which compares this information with its records.
DOT electronically informs WEC whether it confirmed the information
provided by registrants. If DOT did not confirm this information, it
electronically informs WEC about the particular piece of information it
could not confirm. However, DOT does not provide WEC with any
personally identifiable information, such as names or dates of birth.

If an individual registers to vote online, statutes require the personally
identifiable information provided by individuals to be instantly verified
with DOT’s information. If the information cannot be verified, statutes
require individuals to be redirected to DOT’s website in order to update
their information. Individuals cannot complete their online registrations
until the information they provide matches DOT’s information.

We used data provided by WEC's staff to determine the extent to which
the personally identifiable information provided by individuals who
registered to vote from January 1, 2020, through November 3, 2020,
matched DOT’s information. As shown in Table 2, the information
provided by 93.8 percent of these 957,977 individuals matched DOT’s
information, but the information provided by 4.8 percent of these
individuals did not. In report 14-14, we found that information
provided by 92.4 percent of individuals who registered to vote in

fiscal year (FY) 2012-13 matched DOT’s information, but that

7.4 percent did not.
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Table 2

Comparison of Personally Identifiable Information Provided by
Individuals Registering to Vote with DOT's Information’

January 1, 2020, through November 3, 2020

Number of Percentage
Individuals of Total
The Information:
Matched DOT's Information 898,421 93.8%
Did Not Match DOT’s Information 45,665 4.8
No Attempt Was Made to Match the Information 13,800 1.4
The Match Was Ongoing 91 <0.1
Total 957,977 100.0%

T As indicated by data provided by WEC's staff.

Non-matches occurred for 63.1 percent of the 45,665 individuals
because the names the individuals provided when registering to

vote did not match DOT’s information. WEC's staff indicated that a
non-match could have occurred if, for example, an individual
registered to vote as “Robert” but was known as “Bob” on a driver’s
license. However, the data do not indicate precisely why the non-match
occurred because DOT does not provide WEC with any personally
identifiable information. As a result, clerks are uncertain whether a
non-match occurred because of only a slight difference in a given
individual’s name, which may indicate little cause for concern, or a
significant difference, which may indicate that an individual is
attempting to register to vote by using another individual’s information.

WEC's staff indicated that no attempts were made to match the
personally identifiable information provided by 13,800 individuals for
several reasons. Individuals serving in the military are not statutorily
required to register to vote and, thus, do not provide driver’s license,
state identification card, or Social Security numbers, although WisVote
contains voter records for these individuals. Similarly, no matching
attempts were made if individuals updated registrations that had
previously been made before WisVote’s implementation and the
individuals were not changing their names, driver’s license or Social
Security numbers, or dates of birth.

If the personally identifiable information provided by registrants does
not match DOT’s information, the relevant clerks receive automatic
notifications in WisVote. WEC's staff instruct clerks to correct the voter
registration if they can determine that the non-match was the result of a
data entry error. Otherwise, clerks are instructed to inform the
individuals that they should resolve the mismatched information.



WEC did not have a
written data-sharing
agreement with DOT

at the time of our audit.

WEC did not comply with
statutes by obtaining from
DOT the signatures of
individuals who register
online to vote.
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Statutes do not require clerks to inactivate the voter registration records
of these individuals, who remain eligible to vote.

We contacted a total of 12 municipal and county clerks in order to
learn how they reviewed instances when information provided by
registrants did not match DOT’s information. The clerks indicated that
they typically reviewed the available information in order to determine
why a non-match may have occurred. For example, they may discover
a typo in the registration information that could have caused a
non-match. However, one county clerk was unaware of the need to
review non-matches, and one municipal clerk indicated not having
time to review non-matches.

Data Agreement

We found that WEC did not have a written data-sharing agreement with
DOT at the time of our audit. The most-recent agreement was effective
from January 5, 2017, until January 5, 2021. This agreement pertained
only to verifying information provided by individuals who registered
online to vote, and not to verifying information provided by individuals
who registered to vote by other methods. WEC'’s staff indicated that
they planned to update the agreement later in 2021.

We found that WEC'’s data-sharing agreement, which expired on
January 5, 2021, did not specify any procedures that DOT should use to
verify information provided by individuals who registered to vote by
methods other than online. Instead, WEC's staff indicated that
verification occurs based on procedures formally agreed upon with
DOT in 2005.

Statutes require individuals who register online to vote to authorize
WEC to obtain from DOT electronic copies of the signatures they
provided when they obtained driver’s licenses or state identification
cards. Statutes require WEC to obtain these signatures. However, we
found that WEC’s most-recent agreement with DOT explicitly did not
include the provision of these signatures. WEC's staff indicated that no
signatures were obtained from DOT, in part, because a significant
amount of electronic space would be needed to store them. DOT
indicated that an individual’s signature and photo are stored in

one file, which could make it challenging to provide WEC with only
the signatures.

Before January 1, 2022, WEC'’s staff should work with WEC to execute a
new written data-sharing agreement with DOT. This agreement should
include provisions for verifying the information provided by individuals
who register to vote by all methods, and it should specify the
procedures for verifying this information. WEC's staff should also
establish a system to regularly review and update the agreement with
DOT. Doing so will ensure that the data-sharing process reflects current
technological processes and available data, and that the agreement
does not expire in the future without a replacement agreement. In
addition, WEC's staff should comply with statutes by working with DOT
to obtain the electronic signatures of individuals who register online to
vote. If WEC believes that such signatures cannot help it to ensure the
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The Legislature could
consider modifying
statutes to require that
DOT provide additional
information to WEC when
DOT attempts to verify
certain information
provided by registrants.

accuracy of voter registration records, it should request that the
Legislature modify the statutory requirement that it obtain the
signatures.

¥ Recommendation

We recommend staff of the Wisconsin Elections Commission:

» before January 1, 2022, work with the Wisconsin
Elections Commission to execute with the
Department of Transportation a new written
data-sharing agreement that includes provisions
for verifying the information provided by
individuals who register to vote by all methods and
that specifies the procedures for verifying this
information;

= establish a system to regularly review and update
the data-sharing agreement;

= comply with statutes by working with the
Department of Transportation to obtain the
electronic signatures of individuals who register
online to vote, or request that the Legislature
modify the statutory requirement that the
Wisconsin Elections Commission obtain them; and

» report to the Joint Legislative Audit Committee by
March 31, 2022, on their efforts to implement
these recommendations.

Issue for Legislative Consideration

As noted, DOT currently provides information that does not indicate
precisely why a given non-match occurred because DOT does not
provide WEC with any personally identifiable information. The
Legislature could consider modifying statutes to require that DOT
provide additional information to WEC when DOT attempts to verify
the personally identifiable information provided by registrants. For
example, statutes could be modified to require DOT to provide

WEC with the names, dates of birth, and driver’s license or state
identification card numbers for individuals whose information did not
match. WEC's staff and clerks we contacted indicated that this
additional information would help them to identify and correct errors
in voter registration records, such as misspelled names and typos.



Each night, WisVote
automatically compares
personally identifiable
information in voter
registration records in order
to identify potentially
duplicate records.

We provided WEC's staff
with the names of four
individuals who may have
voted twice by absentee
ballot during the
November 2020 General
Election.
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Duplicate Voter Registration Records

Each night, WisVote automatically compares certain personally
identifiable information in voter registration records in order to identify
potentially duplicate records. The relevant clerks receive automatic
notifications in WisVote whenever the information in one record
matches the information in another record. When this occurs, WEC’s
staff instruct clerks to consider the available information and either
merge the two records or determine a potential match was erroneous
and allow the two records to remain separate. WisVote uses four sets of
criteria to identify potentially duplicate records.

Duplicate voter registration records can be identified with additional
sets of criteria not currently used by WisVote. We used only the driver’s
license and state identification card numbers to identify potentially
duplicate records for all individuals who voted absentee in the
November 2020 General Election. We identified 70 records in which
either driver’s license or state identification card numbers matched the
numbers in 70 separate records. We provided WEC's staff with a list of
these 140 total records for their review because the criteria WEC'’s staff
use to identify potentially duplicate records would not have discovered
these records.

We found that the names and dates of birth of the individuals
associated with 24 of the 70 voter registration records that we identified
by using our criteria matched similar information in 24 other records.
This suggests that the 24 individuals associated with these records had
two active voter registration records. We analyzed absentee ballot data
provided by WEC'’s staff and found that these data indicated 4 of the

24 individuals may have voted twice by absentee ballot during the
November 2020 General Election. We provided WEC's staff with the
names of these 24 individuals, including the 4 individuals who may
have voted twice.

WEC's staff should improve how they identify potentially duplicate
voter registration records in WisVote by comparing driver’s license and
state identification card numbers of all registered voters each night.
Because driver’s license and state identification card numbers should
be unique, clerks should merge duplicate records or correct any
information that resulted in the matches. For example, a mistyped
driver’s license number may have resulted in an erroneous match.
Taking these actions will improve the accuracy of voter registration
records.

M Recommendation

We recommend staff of the Wisconsin Elections Commission:

= jmprove how they identify potential duplicate voter
registration records in WisVote by comparing
driver’s license and state identification card
numbers of all registered voters each night; and
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Each month, DHS
electronically provides
WEC with personally
identifiable information
Jfor all Wisconsin residents
who died in the state.

Clerks did not consistently
act on potential matches
provided by DHS to
inactivate the voter
registration records of
individuals who may
have died.

» report to the Joint Legislative Audit Committee by
March 31, 2022, on their efforts to implement this
recommendation.

Deceased Individuals

Statutes require municipal clerks to use vital statistics reports to
inactivate the voter registration records of deceased individuals. On an
ongoing basis, DHS receives information about deceased individuals,
primarily from funeral homes. Each month, DHS electronically provides
WEC with personally identifiable information for all Wisconsin residents
who died in the state, including names, last four digits of Social Security
numbers, dates of birth and death, and the cities and counties where
these individuals last lived. By the time that WEC obtains this
information, varying amounts of time have elapsed.

WisVote automatically compares the information provided by DHS with
the personally identifiable information in voter registration records,

as well as with the personally identifiable information provided by
registrants. The relevant clerks receive automatic notifications in
WisVote whenever the information provided by DHS potentially matches
the personally identifiable information in voter registration records.
WEC's staff instruct clerks to consider the available information and
either inactivate a given record or determine the potential match was
erroneous and allow a given record to remain active. WisVote indicates
whether clerks used the potential matches to make such determinations.
In report 14-14, we found that clerks had acted on 93.6 percent of
potential matches provided by DHS in FY 2012-13, but that clerks had
not acted on 6.4 percent of potential matches.

We obtained data from WEC'’s staff on all 33,473 potential matches
between the information provided by DHS and the personally identifiable
information in voter registration records from January 1, 2020, through
November 3, 2020. These data indicated whether clerks had acted on

the potential matches as of mid-April 2021. If a clerk does not act on a
potential match for a given individual, WEC's staff are uncertain if a

clerk determined whether an individual is still alive and, therefore,
whether the voter registration record is accurate.

As shown in Table 3, the data indicated that clerks had acted on the
potential matches for 20,908 individuals (62.5 percent), but that clerks
in 1,199 municipalities had made no determinations on the potential
matches for 12,565 individuals (37.5 percent). Although the data
indicated that clerks had not acted on the potential matches, other data
provided by WEC's staff indicated that, in fact, clerks had inactivated
the records of 12,406 of the 12,565 individuals (98.7 percent) as of the
November 2020 General Election and had inactivated the records of all
but 8 of the 12,565 individuals as of June 2021. To inactive these
records, clerks used information sources other than the potential
matches. In response to our April 2021 survey, 188 municipal clerks
indicated that they had inactivated records before the General Election,
including 144 clerks who relied on obituaries, 72 clerks who relied on
personal knowledge about individuals, and 49 clerks who inactivated
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records after individuals did not respond to mailed notices about their
potential ineligibility to vote.

Table 3

Resolution of Information Indicating That Registered Voters Were Deceased’

January 1, 2020, through November 3, 2020

Number of Percentage

Individuals of Total
Clerks Determined Individuals Were:
Deceased 20,614 61.6%
Alive 294 0.9
Subtotal 20,908 62.5
Clerks Made No Determinations? 12,565 37.5
Total 33,473 100.0%

' As indicated by data that were provided by WEC's staff and that indicated the determinations
clerks had made as of mid-April 2021.

2 As of June 2021, clerks had inactivated the voter registration records of all but 8 of the
12,565 individuals.

Eleven individuals who died
before November 3, 2020, likely
voted in the General Election.

If an individual submits an absentee ballot but dies before Election
Day, statutes require that the absentee ballot not be counted if

local election officials are aware of the death. Identifying deceased
individuals in time to ensure that their absentee ballots are not counted
is sometimes challenging because of the amount of time required for
DHS to be notified of the deaths, for DHS to prepare the applicable
data, and for the monthly data exchange with WisVote to occur. We
found that it took clerks a median time of:

» 7 days from when they were informed about a
potential match to when they determined that an
individual was deceased or alive; and

* 56 days from when individuals died to when they
determined that an individual was deceased or
alive.

We reviewed the voting records of the 20,614 individuals who clerks
determined were deceased and the 12,565 individuals for whom clerks
made no determinations. The available information indicates that

11 individuals who died before November 3, 2020, likely voted in the
General Election. Clerks received potential data matches for all

11 individuals 10 days before the General Election. By that point in
time, clerks had mailed absentee ballots to all 11 individuals. We
notified WEC'’s staff about these 11 individuals.



28 ) MAINTENANCE OF VOTER REGISTRATION RECORDS

WEC did not have a
written data-sharing
agreement with DHS

at the time of our audit.

DOC is statutorily required on
a continuous basis to provide
WEC with information on
individuals who have been
convicted of felonies.

Data Agreement

We found that WEC did not have a written data-sharing agreement with
DHS at the time of our audit. The most-recent agreement was effective
from January 1, 2016, through December 31, 2016.

Before January 1, 2022, WEC's staff should work with WEC to execute
a new written data-sharing agreement with DHS, and they should
establish a system to regularly review and update the agreement.
Doing so will ensure that the data-sharing process reflects current
technological processes and available data, and that the agreement
does not expire in the future without a replacement agreement.

¥ Recommendation

We recommend staff of the Wisconsin Elections Commission:

= before January 1, 2022, work with the Wisconsin
Elections Commission to execute a new written
data-sharing agreement with the Department of
Health Services;

» establish a system to regularly review and update
the data-sharing agreement; and

» report to the Joint Legislative Audit Committee by
March 31, 2022, on their efforts to implement
these recommendations.

Individuals Serving Felony Sentences

Statutes prohibit individuals convicted of felonies from voting until
they have completed their sentences, including parole and extended
supervision, or completed probation. DOC is statutorily required on a
continuous basis to provide WEC with the names and addresses of
individuals who have been convicted of felonies and whose civil rights
have not been restored, as well as the dates DOC expects these civil
rights to be restored.

Each day, WisVote automatically compares the information provided
by DOC with the personally identifiable information in voter
registration records. The relevant clerks receive automatic notifications
in WisVote whenever the information provided by DOC potentially
matches information in voter registration records. WEC'’s staff instruct
clerks to consider the available information and either inactivate a
given record or determine the potential match was erroneous and allow
a given record to remain active. WEC's staff indicated that clerks need
to carefully consider potential matches because DOC’s information
changes frequently and can contain duplicate records. In report 14-14,
we found that clerks had acted on 91.8 percent of potential matches
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provided by DOC in FY 2012-13, but that clerks had not acted on
8.2 percent of potential matches.

We obtained data on all potential matches between DOC’s information
and the personally identifiable information in voter registration records
from January 1, 2020, through November 3, 2020. We determined the
extent to which clerks had acted on these potential matches as of
mid-April 2021. If a clerk does not act on a potential match for a given
individual, WEC's staff are uncertain whether a clerk determined
whether an individual has an ongoing felony sentence and, therefore,
whether the voter registration record is accurate.

Clerks did not consistently As shown in Table 4, the data indicated that clerks had acted on the
act on the potential match potential matches for 1,435 individuals (63.6 percent), and it took a
information provided by median time of five days to act on these matches. Clerks in
DOC to inactivate the 296 municipalities had made no determinations on the potential
matches for 821 individuals (36.4 percent). Although the data indicated
that clerks had not acted on the potential matches, other data provided
. by WEC's staff indicated that, in fact, clerks had inactivated the records
have been serving felony of 748 of the 821 individuals (91.1 percent) as of the November 2020
sentences. General Election and had inactivated the records of all but 1 of the
821 individuals as of September 2021.

voter registration records
of individuals who may

Table 4

Resolution of Information Indicating That Registered Voters Had Ongoing Felony Sentences’
January 1, 2020, through November 3, 2020

Number of Percentage

Individuals of Total
Clerks Determined Individuals:
Had Ongoing Felony Sentences 1,115 49.4%
Did Not Have Ongoing Felony Sentences 320 14.2
Subtotal 1,435 63.6
Clerks Made No Determinations? 821 36.4
Total 2,256 100.0%

T As indicated by data that were provided by WEC's staff and that indicated the determinations
clerks had made as of mid-April 2021.

2 As of September 2021, clerks had inactivated the voter registration records of all but 1 of the
821 individuals.

Eight individuals with We reviewed the voting records of the 1,115 individuals whom clerks
ongoing felony sentences determined had ongoing felony sentences and the 821 individuals for
may have voted in the whom clerks made no determinations. We found that the available

data indicate that eight individuals with ongoing felony sentences
may have voted in the November 2020 General Election. Clerks had

General Election.
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WEC’s data-sharing
agreement with DOC
contained outdated
information.

received information about the potential matches for four of these
eight individuals within 30 days before the General Election.
WEC's staff were aware of all eight individuals based on their own
post-election review conducted independently from our audit.

We selected a random sample of 75 of the 1,115 individuals whose voter
registration records clerks inactivated. We reviewed the Wisconsin
Court System’s Consolidated Court Automation Programs (CCAP) and
found that the available information indicated the felony sentences of

3 of the 75 individuals had ended before the November 2020 General
Election. We provided WEC's staff with the names of these individuals.

Data Agreement

To obtain information on individuals with ongoing felony sentences,
GAB executed a data-sharing agreement of indefinite duration with
DOC in October 2015. Although GAB executed this agreement, 2015
Wisconsin Act 118 stipulated that all ongoing contracts remained in
effect after GAB was abolished.

We found that WEC’s data-sharing agreement with DOC contained
outdated information. The agreement referenced SVRS, which has
been replaced by WisVote. In addition, WEC's staff indicated that the
technology for transferring data between the two agencies was updated
in recent years and that additional updates are anticipated. Although
the agreement specified it was to be reviewed at least annually, WEC’s
staff indicated that such reviews did not occur.

Before January 1, 2022, WEC'’s staff should work with WEC to update
the almost six-year-old data-sharing agreement with DOC, and they
should establish a system to regularly review and update the
agreement. Doing so will ensure that the data-sharing process reflects
current technological processes and available data.

M Recommendation

We recommend staff of the Wisconsin Elections Commission:

» before January 1, 2022, work with the Wisconsin
Elections Commission to execute a new
data-sharing agreement with the Department of
Corrections;

= establish a system to regularly review and update
the data-sharing agreement; and

» report to the Joint Legislative Audit Committee by
March 31, 2022, on their efforts to implement
these recommendations.



MAINTENANCE OF VOTER REGISTRATION RECORDS ( 31

Post-Election Review

After every election, statutes require WEC to compare the list of
individuals provided by DOC with the list of individuals who registered
to vote on Election Day or within 20 days before an election. If WEC
determines that an individual with an ongoing felony sentence may
have voted, statutes require it to notify the district attorney in the
county where the vote occurred. Statutes require WEC to complete
these reviews as soon as possible.

WEC'’s staff completed In report 14-14, we found that GAB's staff had not completed these
statutorily required statutorily required reviews for several years, and we recommended
post-election reviews for that they be completed. In our current audit, we found that WEC'’s staff
had completed these reviews for every election from WEC'’s inception

every election from . ;
June 2016 through in June 2016 through the November 2020 General Election, although
November 2050 some cases pertaining to the General Election were in the process of

being reviewed by clerks at the time of our audit.

Electronic Registration
Information Center (ERIC)

2015 Wisconsin Act 261, which was enacted in March 2016, requires
WEC to belong to ERIC. As of March 2020, 30 states and the District of
Columbia were members of ERIC. Member states such as Wisconsin
provide ERIC with personally identifiable information from their voter
registration and driver’s license systems. ERIC also collects personally
identifiable information from the Social Security Administration and
the U.S. Postal Service. Each member state decides how often to
request data from ERIC, but ERIC requires each state to request some
data at least annually.

WEC can request that Under the terms of its agreement with ERIC, WEC can request that
ERIC provide it with ERIC provide it with data containing personally identifiable

five types of data. information on:

= eligible Wisconsin residents who are not registered
to vote;

» registered Wisconsin voters who may have moved
within Wisconsin, who may have moved to and
registered to vote in other states, or who submitted
new address information to the U.S. Postal Service’s
National Change of Address program;

* registered Wisconsin voters who may have voted
multiple times in the same election;

» registered Wisconsin voters who may have died in
other states; and
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WEC did not regularly
obtain all types of data
Jrom ERIC in recent years.

» registered Wisconsin voters who may have multiple
voter registration records in Wisconsin.

Some types of ERIC data are available to WEC through other sources,
such as data on voters who may have moved within Wisconsin.
Nevertheless, WEC's staff indicated that ERIC’s data-matching software
is better than WEC's software at identifying individuals whose voter
registration records may need to be inactivated or who may have more
than one active voter registration record in Wisconsin. Other types of
ERIC data are not readily available to WEC through other sources, such
as data on registered Wisconsin voters who may have moved to and
registered to vote in other states, who may have died in other states,
and who may have voted multiple times in the same election.

As shown in Table 5, WEC did not regularly obtain all types of data from
ERIC in recent years. From September 2016 to May 2021, WEC obtained
some types of data every two years, but it obtained other types of data
once during this period of time.

Table 5

ERIC Data that WEC Obtained, by Type'
As of July 2021

Type of Data

Sept. | Sept. June Aug. Sept. May May
2016 | 2017 | 2018 | 2019 = 2019 | 2020 & 2021

Eligible residents who are not registered to vote v v v

Registered voters who may have moved within Wisconsin,
moved to and registered to vote in other states, or v v v
submitted new address information to the National

Change of Address program

Registered voters who may have voted multiple times in v

the same election

Registered voters who may have died in other states v
Registered voters who may have multiple voter v

registration records in Wisconsin

T According to information provided by WEC's staff.

In August 2019, WEC obtained ERIC data on registered Wisconsin
voters who may have moved within Wisconsin, who may have moved
to and registered to vote in other states, or who submitted new address
information to the National Change of Address program. It obtained
these data for the time period from September 2017 through July 2019.
These data included information on approximately 428,500 individuals,
but WEC'’s staff eliminated duplicate and erroneous records, which left
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information for 232,579 individuals in the data. In June 2019, WEC
approved a plan for its staff to inactivate the voter registration records
of all individuals whose voter registration status remained unresolved
after the April 2021 Spring Election. In October 2019, WEC's staff sent
letters to the 232,579 individuals, who were informed that they needed
to confirm their current addresses or update their voter registration
information.

As of August 2021, the voter registration records for:

* 153,156 of the 232,579 individuals (65.9 percent)
remained active because, for example, the
individuals had contacted their clerks, updated their
records through the MyVote Wisconsin website, or
had voted since October 2019;

* 69,196 individuals (29.8 percent) had been
inactivated by WEC's staff because the individuals
had not contacted their clerks and had not voted
since October 2019; and

» 10,227 individuals (4.4 percent) had been
inactivated for other reasons.

In May 2021, WEC obtained data on 743 registered Wisconsin voters
who may have died in other states and data on approximately

16,000 registered voters who may have had multiple voter registration
records in Wisconsin. It obtained these data for the time period from
April 2018 through April 2021 and was still processing them at the time
of our audit. Obtaining data on Wisconsin residents who may have
died in other states is particularly important because DHS does not
provide such information to WEC. Although DHS provides WEC with
information about Wisconsin residents who died in the state, it cannot
provide it with information about Wisconsin residents who died in
other states because it and the health departments in all other states
have agreed to share such information only with each other.

We contacted all five other midwestern states that are members of ERIC
in order to determine how often they obtained ERIC data. Ohio did not
respond, but:

» [llinois indicated that it regularly obtained all types
of the available data, as required by its statutes,
including some types as frequently as six times per
year and other types as infrequently as once every
two years;

» Jowa indicated that it annually obtained some types
of the available data and planned to obtain all types
of the available data each month beginning in 2022;
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* Michigan indicated that it obtained some types of
the available data every 18 months to 24 months;

and

* Minnesota indicated that it obtained all types of the

available data each month.

WEC’s staff should work ERIC data can help to ensure that Wisconsin’s voter registration
with WEC to establish a records are accurate and complete, as long as WEC obtains the data
schedule for regularly regularly and the data are acted upon before elections. WEC'’s staff

obtaining each type of
ERIC data.

should work with WEC to establish a schedule for regularly obtaining
each type of data available from ERIC and a plan for acting on these

data, including by deciding whether or not to inactivate relevant voter
registration records. The schedule should allow sufficient time for
WEC's staff and clerks to make such determinations before elections. In
March 2021, WEC approved a schedule for obtaining each quarter the
ERIC data on registered voters who may have moved within Wisconsin,
who may have moved to and registered to vote in other states, or who
submitted new address information to the National Change of Address
program. These represent only one of the five types of data available

from ERIC.

¥ Recommendation

We recommend staff of the Wisconsin Elections Commission:

» work with the Wisconsin Elections Commission to
establish a schedule for regularly obtaining each
type of data available from the Electronic
Registration Information Center and a plan for

acting on these data,; and

» report to the Joint Legislative Audit Committee by
March 31, 2022, on their efforts to implement this

recommendation.

Issue for Legislative Consideration

The Legislature could Currently, statutes do not require WEC to obtain and use ERIC data.
consider modifying The Legislature could consider modifying statutes to require WEC to
statutes to require WEC to regularly obtain ERIC data and use them to improve the accuracy and

regularly obtain ERIC
data and use them to
improve the accuracy and

completeness of WisVote. and who may have died in other states.

completeness of WisVote. For example, statutes could be modified to
require WEC to regularly obtain every three or six months ERIC data for
registered Wisconsin voters who may have moved to and registered to
vote in other states, who may have voted in Wisconsin and other states,
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Satisfaction Levels of Clerks

Our April 2021 survey asked all municipal and county clerks about their
satisfaction with WisVote. As shown in Figure 4, most of the municipal
and county clerks who responded to our survey indicated that they
were satisfied with the accuracy, completeness, and ease of use of
WisVote, as well as with the guidance and support provided by WEC for
using WisVote. County clerks indicated that they were more satisfied
than municipal clerks with each of these aspects.

Figure 4

Satisfaction of Clerks with Aspects of WisVote'

Il satisfied [ ] Dissatisfied | | Not Applicable

Municipal Clerks County Clerks

5.3%

Accuracy of WisVote

e

816 Respondents 57 Respondents

3.5% 5.3%

Completeness of WisVote

78.5%

e

822 Respondents 57 Respondents

1.8%
Ease of Use of WisVote 22.5%

8.4%

\

69.1%

810 Respondents 56 Respondents

5.3% 1-8%

Guidance and Support That 22.7%

WEC Provided for WisVote
3.0%

93.0%

<

827 Respondents 57 Respondents

As indicated by municipal and county clerks who responded to our April 2021 survey.
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Some clerks who responded to our survey commented on their
satisfaction with WisVote. For example:

» one clerkindicated that WisVote is an “effective way
to store and manage voter information;”

= asecond clerk indicated that WisVote is a
“wonderful, state of the art system;” and

» athird clerk indicated that WisVote is a “huge
improvement” over SVRS, and that WEC'’s staff resolved
problems “very quickly with thorough notice.”

Other clerks who responded to our survey indicated their
dissatisfaction with the accuracy of WisVote. For example:

» one clerk indicated that there have been data entry
errors for many years; and

= asecond clerk indicated that “a lot of the voter
information,” such as the birth dates of individuals
who had registered to vote before Wisconsin had an
electronic voter registration system, was inaccurate
when first entered into SVRS and remains
inaccurate in WisVote.



Voting by Absentee Ballot
November 2020 General Election
Absentee Ballot Certificates
Collection of Absentee Ballots
Indefinitely Confined Individuals
Special Voting Deputies

Statutes permit
individuals to vote by
absentee ballot.

Statutes permit individuals to vote by absentee ballot. An individual
must complete an absentee ballot in the presence of a witness and
typically must complete a certificate that includes the addresses

and signatures of the individual and a witness. In most instances,
certificates are the envelopes in which absentee ballots are returned.
To examine issues pertaining to absentee ballots cast in the

November 2020 General Election, we examined WEC's data, contacted
48 clerks, and physically examined 14,710 certificates returned by
individuals who voted in 29 municipalities. If WEC believes municipal
clerks should be permitted to take certain actions pertaining to
absentee ballots, we recommend WEC'’s staff work with WEC to
promulgate applicable administrative rules. We also include five issues
for legislative consideration.

Voting by Absentee Ballot

Figure 5 summarizes the typical process by which an individual votes
by absentee ballot. Statutes typically require an individual to request an
absentee ballot by mail or in person at either the office of a municipal
clerk or alternate sites approved by municipal governing bodies. After
receiving an absentee ballot and selecting candidates, statutes require
an individual to sign the certificate and a witness to print his or her
name, provide his or her address, and sign the certificate. Statutes
require a certificate to be mailed by the individual, or delivered in
person, to the municipal clerk who issued the absentee ballot. Absentee
ballots are counted on Election Day by poll workers at polling places or
central locations in certain municipalities.

37
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Figure 5

Typical Process for Voting by Absentee Ballot, as Statutorily Required

REQUESTING
A BALLOT

An individual typically
must request a ballot
by mail or in person
at a municipal clerk’s
office or an alternate
site approved by a
municipal governing
body

VOTING
A BALLOT

An individual must
sign the certificate
and a witness must
print his or her name,
provide his or her
address, and sign
the certificate

RETURNING
A BALLOT

A certificate must

be mailed by an
individual, or delivered
in person, to the
municipal clerk who
issued the ballot

COUNTING
} A BALLOT

Ballots are counted
on Election Day by
poll workers at
polling places or
central locations in
certain municipalities

Section 6.86 (1) (a), Section 6.87 (2), Section 6.87 (4) (a), Section 6.88,
Wis. Stats. Wis. Stats. Wis. Stats. Wis. Stats.
When requesting absentee ballots, statutes require that individuals
provide photo identification, unless individuals:
» are indefinitely confined because of age, physical
illness, or infirmity, or they are disabled for
indefinite periods of time;
» areresidents of a residential care facility or qualified
retirement home voting in the presence of special
voting deputies;
» are serving in the military or vote overseas; or
= previously voted absentee, provided photo
identification, and have not changed their names or
addresses since then.
November 2020 General Election
Considerably more Considerably more absentee ballots were cast in the November 2020

General Election than had been cast in the November 2016 General
Election. We found that:

absentee ballots were cast in
the November 2020 General
Election than had been cast
in the November 2016
General Election.

= in November 2016, 819,316 absentee ballots were
cast, which was 27.3 percent of all ballots cast; and

= in November 2020, 1,963,954 absentee ballots were
cast, which was 59.6 percent of all ballots cast.
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Figure 6 shows absentee ballots as a proportion of all ballots cast in
each county in the November 2020 General Election. Dane County had
the highest proportion of absentee ballots (74.4 percent), while Clark
County had the lowest proportion (26.3 percent).

Figure 6

Absentee Ballots as a Proportion of All Ballots Cast, by County’
November 2020 General Election
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1 According to information in WisVote as of September 2021.

In February 2021, WEC used WisVote information to report that
4,270 of all absentee ballots in the November 2020 General Election
(0.2 percent of all absentee ballots returned) were rejected. These
ballots were rejected for a variety of reasons, including because the
certificates were incomplete, the ballots were returned after Election
Day, the individuals who cast the ballots died before Election Day, or
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individuals voted in person at polling places on Election Day after
having returned absentee ballots.

Absentee Ballot Certificates

Before providing an absentee ballot, statutes typically require a
municipal clerk to verify that an individual provided valid
identification. Statutes typically require an individual to complete an
absentee ballot in the presence of an adult witness who is a U.S. citizen.

An absentee ballot certificate Section 6.87 (2), Wis. Stats., requires a certificate to include the address
must include the signature of ~ and signature of the individual who cast the ballot, and it requires a
the individual who cast the witness to write his or her printed name, address, and signature on the

certificate. Statutes do not specify which components, such as a street
name and number, an address must include. Statutes include
provisions pertaining to an improperly completed or incomplete
certificate that an individual returns to a municipal clerk, including:

ballot, and a witness must
write his or her printed name,
address, and signature.

" 5.6.87(9), Wis. Stats., which indicates that a clerk
may return a ballot and its certificate if an individual
is able to correct an improperly completed
certificate and return the ballot in time for it to be
counted on Election Day, but statutes do not
otherwise permit or prohibit clerks from correcting
errors in witness addresses or adding missing
witness address information; and

* 5.6.87(6d), Wis. Stats., which indicates that a ballot
shall not be counted if its accompanying certificate
does not have a witness address.

Section 5.01 (1), Wis. Stats., indicates that elections-related requirements
should be construed to give effect to the will of electors, even when

full compliance with some statutory provisions does not occur.

Section 6.84 (2), Wis. Stats., indicates that notwithstanding s. 5.01 (1),
Wis. Stats., the statutory provisions that require certificates to have
witness addresses are mandatory, and the ballots accompanying
certificates that are missing this information shall not be counted.
Section 6.84 (2), Wis. Stats., similarly indicates that ballots accompanying
certificates without voter or witness signatures shall not be counted
during a recount.

In October 2016, WEC In October 2016, WEC approved written guidance indicating that

approved written guidance municipal clerks must take action to correct errors in the witness
indicating that municipal addresses on certificates. This guidance indicated that clerks were not

required to contact the individuals who cast the ballots but were
required to include their initials next to any corrections they made to
witness addresses. This guidance also indicated that a complete
address must include at least a street name and number as well as a
municipality. In October 2020, WEC'’s staff updated this guidance to
indicate that clerks should attempt to resolve any missing witness

clerks must take action to
correct errors in the witness
addresses on certificates.
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address information before Election Day, and this can be done by using
reliable information, such as personal knowledge, voter registration
information, or a telephone call with a voter or witness. The guidance
indicates that a witness does not need to appear in person to add a
missing address. If certificates did not have signatures or contained
other errors, the updated guidance indicated that clerks must require
the individuals who cast the ballots or the witnesses to resolve these
issues.

Our April 2021 survey asked municipal clerks whether they had
received for the November 2020 General Election any certificates with
missing information. In response, 507 clerks (58.9 percent) indicated
that they had received certificates with missing information, 324 clerks
(37.6 percent) indicated that they had not received such certificates,
and 30 clerks (3.5 percent) indicated that they were uncertain whether
they had received such certificates.

Municipal clerks indicated We contacted 21 municipal clerks about actions they took when they

that they took various received certificates with missing information. All but one clerk
indicated that they contacted the individuals who cast the ballots in
order to allow them the opportunity to provide missing witness
addresses. These clerks indicated that they took various actions when
they received certificates that did not have some or all components of
witness addresses. For example:

actions when they received
certificates that did not have

some or all components of
witness addresses.

= 10 clerks indicated that they did not write any
components of witness addresses on the certificates;

= 8clerks indicated that they wrote components of
witness addresses on the certificates;

» 2 clerks indicated that they accepted ballots
returned in certificates that did not have any
components of witness addresses; and

= 1 clerkindicated having rejected a certificate that
did not have a witness address because the
certificate was received the day before the election,
which left too little time to obtain the missing
address.

Statutes do not require municipal clerks to verify the signatures of
individuals who cast absentee ballots. We reviewed information from
30 states where election officials verify signatures and found that ballot
signatures are compared to signatures on other documents, such as
absentee ballot applications, voter registration forms, and driver’s
licenses. Six of the 30 states specify criteria for verifying signatures,
such as the writing slant, letter spacing, and letter shapes. In 28 of the
30 states, election officials notify individuals if their signatures are not
verified, and 2 states require election officials to be trained to verify
signatures. As noted, we found that WEC did not comply with statutes
that require it to obtain from DOT the signatures of individuals who
register online to vote.
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We physically reviewed
14,710 certificates in
29 municipalities.

Our review found that
some certificates had
incomplete witness
addresses or did not have
some statutorily required
information.

Review of Certificates

To determine the extent to which the certificates of absentee ballots
cast for the November 2020 General Election contained statutorily
required information, we selected certificates in 29 municipalities,
including:

= 9 ofthe 10 municipalities where the most absentee
ballots were cast, other than the City of Madison,
which did not allow us to physically handle
certificates;

* the 10 municipalities where absentee ballots made
up the largest proportions of the total ballots cast;
and

* 10 municipalities we chose at random from
counties other than those in which the other
19 municipalities were located.

The certificates we reviewed included spaces for individuals to sign
their names, and for witnesses to write their addresses and signatures.
The certificate that WEC made available to municipalities statewide to
use in the November 2020 General Election did not include spaces for
witnesses to print their names, as required by statutes.

We physically reviewed 14,710 certificates in the 29 municipalities,
where a total of 470,028 absentee ballots were cast in the

November 2020 General Election. We reviewed a random sample of
certificates from 20 municipalities, all or almost all certificates from

8 municipalities, and a large number of certificates from 1 municipality.
Because of the size of our random sample of certificates that we
reviewed in the 20 municipalities, we can reasonably expect that the
results of our review for a given municipality are representative of all
certificates in that municipality during the November 2020 General
Election. However, because we did not examine certificates other than
in the 29 municipalities, we cannot reasonably expect that the results of
our review are representative of certificates in municipalities statewide.
Appendix 4 lists the 29 municipalities and selected results of our review
of certificates.

Our review of the 14,710 certificates found that:

» 1,022 certificates (6.9 percent) in 28 municipalities
had partial witness addresses because they did not
have one or more components of a witness address,
such as a street name, municipality, state, and zip
code, including 799 certificates (5.4 percent) that
did not have a zip code and 364 certificates
(2.5 percent) that did not have a state;
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» 15 certificates (0.1 percent) in 10 municipalities
did not have a witness address in its entirety;

= 8certificates (less than 0.1 percent) in
7 municipalities did not have a witness
signature; and

» 3 certificates (less than 0.1 percent) in
2 municipalities did not have a voter’s
signature.

Our review of the 14,710 certificates found evidence that municipal
clerks had corrected witness addresses on 66 certificates (0.4 percent).
This evidence included clerk initials or pen marks in the ink colors that
clerks had indicated were used to make corrections. As noted, WEC’s
written guidance in October 2016 indicated that clerks must include
their initials next to any corrections to witness addresses.

On Election Day, poll workers remove the returned ballots from
certificates, which are retained separately from the ballots. As a
result, almost all certificates we reviewed no longer contained ballots.
However, we found 17 certificates in 3 of the 29 municipalities
contained absentee ballots. Clerks in these three municipalities
indicated that the corresponding ballots were likely not counted on
Election Day because of oversights. Most of these 17 certificates were
not in the 14,710 certificates in our sample.

We question whether clerks Statutes require municipal clerks to write their initials on certificates in
in four municipalities certain situations, including when individuals request absentee ballots
consistently complied with in person at clerk offices. These initials indicate that clerks verified the

identification provided by these individuals when they requested
absentee ballots. Statutes indicate that a ballot must not be counted if
the accompanying certificate is not initialed by a clerk, when such
initials are required. In contrast, statutes do not require clerks to write
their initials on certificates accompanying absentee ballots requested
online by individuals. Such individuals are statutorily required to
provide clerks with a copy of their photo identification. During our
review of the 14,710 certificates, we found that less than 1.0 percent of
all certificates we reviewed in four municipalities contained clerk
initials. Clerks at these municipalities indicated that they did not initial
certificates for multiple reasons, including because the individuals
who requested the ballots were registered and eligible to receive them;
the clerks printed the names and addresses of the individuals on the
certificates to signify the individuals were eligible to receive the ballots;
and the clerks initialed the ballots rather than the certificates. We
question whether the clerks in these four municipalities consistently
complied with the statutory requirement for them to initial certificates
in certain situations.

the statutory requirement
Jfor them to initial
certificates in certain
situations.
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Statutes require poll
workers to complete a form
that contains certain
information.

In the 319 municipalities in our
review, the forms we reviewed
indicated that 2,187 ballots
(0.6 percent) were remade and
231 absentee ballots (less than
0.1 percent) were rejected.

Election Day Forms

Statutes require poll workers to complete a form that contains certain
information, including the number of individuals on the poll list and
the number of ballots returned. These forms also contain incident logs,
where poll workers can describe election-related occurrences at polling
places, such as ballots remade by workers and absentee ballots rejected
by poll workers. County clerks typically retain these forms after an
election.

We selected a random sample of 319 municipalities and requested that
the relevant county clerks provide us with all forms that poll workers in
these municipalities completed on Election Day in November 2020 at
polling places other than central count locations, which is where some
municipalities specify that all absentee ballots are counted on Election
Day. The 319 municipalities are located in 69 counties and listed in
Appendix 5. We received forms for all 319 municipalities.

Poll workers are required by statutes to remake ballots if, for example,
the electronic voting equipment cannot read ballots in poor condition,
individuals select more candidates than allowed in a given contest, or
individuals who are in the military or overseas return electronic ballots.
When a ballot is remade, poll workers are statutorily required to
complete a new ballot that reflects the choices made on the original
ballot. Poll workers may reject absentee ballots if, for example, the
accompanying certificates are incomplete or the voters who returned
them died before Election Day. The 571 forms we reviewed indicated
that a total of 392,177 ballots were cast in the 319 municipalities,
including:

» 2,187 ballots (0.6 percent) remade in
146 municipalities; and

= 231 absentee ballots (less than 0.1 percent) rejected
in 78 municipalities.

Improved Procedures

WEC's staff should work with WEC to ensure the certificates made
available to municipalities comply with statutes by requiring witnesses
to print their names, which will allow municipal clerks to more readily
identify the witnesses. WEC's staff should provide municipal clerks with
additional training on the statutory requirement to initial certificates in
certain situations. If WEC believes that clerks should be permitted to
correct or add missing witness addresses on certificates, WEC's staff
should work with WEC to promulgate administrative rules to permit
clerks to take such actions. Promulgating administrative rules allows
the Governor and the Legislature to participate in the process of
determining how clerks are to act when they receive certificates that do
not have statutorily required information, and administrative rules
carry the force of law.



The Legislature could
consider modifying
statutes to specify the
particular address
components that a witness
must provide on a
certificate.

The Legislature could
consider modifying
statutes to clarify

whether municipal clerks
themselves can correct
errors in witness addresses
or add missing witness
addpress information.
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M Recommendation

We recommend staff of the Wisconsin Elections Commission:

» ensure that the absentee ballot certificates made
available to municipalities comply with statutes by
requiring witnesses to print their names;

= provide municipal clerks with additional training on
the statutory requirement to initial absentee ballot
certificates in certain situations;

= promulgate administrative rules to allow municipal
clerks to correct or add missing witness address
information to absentee ballot certificates, if the
Wisconsin Elections Commission believes
municipal clerks should be permitted to take such
actions; and

= report to the Joint Legislative Audit Committee by
March 31, 2022, on their efforts to implement
these recommendations.

Issues for Legislative Consideration

As noted, statutes do not define the components of a witness address
that a certificate must contain, such as a street name and number,
municipality, state, and zip code. The Legislature could consider
modifying statutes to specify the particular address components that

a witness must provide on a certificate. For example, witnesses could
be required to provide, at a minimum, street names and numbers,

as well as their municipalities. Such a definition would allow an
absentee ballot to be counted if a witness address excluded a state and
a zip code.

The Legislature could consider modifying statutes to clarify the extent
to which municipal clerks are permitted themselves to correct errors in
witness addresses or add missing witness address information. As
noted, statutes allow a clerk to return a ballot and its certificate if an
individual is able to correct an improperly completed certificate and
return the ballot in time for it to be counted on Election Day, but
statutes do not otherwise permit or prohibit clerks from correcting
errors in witness addresses or adding missing witness address
information.
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The Legislature could
consider modifying
statutes to require
municipal clerks to verify
the signatures of
individuals who cast
absentee ballots.

Statutes require a
certificate to be mailed

by the individual, or
delivered in person, to the
municipal clerk who
issued the ballot.

In response to our survey,

245 municipal clerks indicated
that they used drop boxes

for the November 2020
General Election.

As noted, statutes require a certificate to include the signature of the
individual who cast the ballot. The Legislature could consider
modifying statutes to require municipal clerks to verify the signatures of
individuals who cast absentee ballots. In doing so, it could specify the
documents that clerks should use to verify these signatures, such as
voter registration forms and driver’s licenses, and the methods that
clerks should use to verify these signatures, such as examining the
writing slant, letter spacing, and letter shapes. In addition, it could
require clerks to be trained on how to verify signatures.

Collection of Absentee Ballots

As noted, statutes require a certificate to be mailed by the individual,

or delivered in person, to the municipal clerk who issued the ballot.
Statutes allow a municipal governing body to designate a site other
than a municipal clerk’s office as the location where individuals may
request, vote, and return absentee ballots for a given election. If such a
site is designated, no functions related to voting and returning absentee
ballots that are conducted at such a site may be conducted at a clerk’s
office. Statutes do not permit or prohibit ballot drop boxes.

In March 2020, WEC's staff issued written guidance indicating that
municipal clerks can allow individuals to return absentee ballots to
drop boxes that are secure, monitored, and emptied regularly, or return
the ballots through mail slots at municipal facilities and book return
slots at municipal libraries, as long as clerks collected such ballots
daily. In July 2020, WEC'’s staff issued written guidance indicating that
alternate sites for requesting, voting, and returning absentee ballots
could be established according to the statutory requirements.

Drop Boxes

Our survey asked municipal clerks to indicate whether they used drop
boxes, other than mail slots at municipal facilities, to collect absentee
ballots for the November 2020 General Election. In response to our
survey:

610 clerks (71.3 percent) indicated that they did not
use drop boxes; and

= 245 clerks (28.7 percent) indicated that they used
drop boxes, and the municipalities of these clerks
were located throughout the state, as shown in
Figure 7.
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Figure 7

Number of Municipalities That Used Ballot Drop Boxes, by Region'
November 2020 General Election
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Central

South
Central

54

1 As indicated by 245 municipal clerks who responded to our April 2021 survey.

A total of 26 of the 47 municipal clerks we contacted indicated that they
used drop boxes, municipal return slots, or similar receptacles for the
November 2020 General Election. We found that:

= 25 clerks indicated that absentee ballots were
collected from drop boxes at least daily, and 1 clerk
indicated that ballots were collected three times per
week from a drop box that was locked and under
surveillance;

» 25 clerks indicated that their drop boxes were
locked or had tamper-evident seals; and

» 14 clerks indicated that they used camera or local
law enforcement surveillance to monitor their
drop boxes.
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Information from the National Conference of State Legislatures (NCSL)
indicates that 11 states, which are listed in Appendix 9, allowed drop
boxes as of September 2020. In June 2021, a law firm asked the
Waukesha County Circuit Court for a declaratory judgement that
statutes do not allow drop boxes. As of September 2021, the court had
not issued its decision.

If WEC believes that municipal clerks should be permitted to establish
drop boxes where individuals can return absentee ballots, WEC's staff
should work with WEC to promulgate administrative rules to permit
clerks to establish them. Such rules could establish minimum
requirements for securing the drop boxes, as well as prescribe where
clerks could locate drop boxes and how frequently clerks would be
required to collect absentee ballots from drop boxes. Promulgating
administrative rules allows the Governor and the Legislature to
participate in the process of determining how individuals can return
absentee ballots, and administrative rules carry the force of law.

M Recommendation

We recommend staff of the Wisconsin Elections Commission:

» promulgate administrative rules to permit
municipal clerks to establish drop boxes where
individuals can return absentee ballots, if the
Wisconsin Elections Commission believes
municipal clerks should be permitted to establish
drop boxes; and

» report to the Joint Legislative Audit Committee by
March 31, 2022, on their efforts to implement this
recommendation.

Special Events

Media reports indicated that at least one clerk collected absentee
ballots at specified outdoor locations before the November 2020
General Election. Our survey asked municipal clerks to indicate
whether they had held events at sites other than their offices to
collect absentee ballots for the General Election. In response:

» 842 clerks (98.5 percent) indicated that they had not
held such events; and

» 13 clerks (1.5 percent) indicated that they had held
such events.

We contacted 11 municipal clerks about events at sites other than their
offices to collect absentee ballots. Some clerks, particularly in smaller
municipalities, indicated that they did not have offices in municipal
buildings and performed election-related duties in their homes. To
minimize the number of individuals in their homes during the public



The Legislature could
consider modifying
statutes to clarify whether
individuals are allowed to
return absentee ballots

to drop boxes.

Statutes allow individuals

to sign statements indicating
they are indefinitely confined
because of age, physical
illness, or infirmity.
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health emergency, some clerks indicated that they had conducted
in-person absentee voting at locations other than their homes. None
of the 11 clerks indicated that their municipal governing bodies had
designated alternate sites for in-person absentee voting. Among the
11 clerks:

» 7 clerks indicated that they had held special events
at sites other than their offices, and individuals
could return absentee ballots at these events;

» 4 clerks indicated that they had held special events
at sites other than their offices, and individuals
could both request and return absentee ballots at
these events;

= 1 clerkindicated having conducted in-person
absentee voting at the clerk’s home, which was not
the clerk’s office; and

» 1 clerkindicated having conducted in-person
absentee voting by visiting the homes of individuals
who requested ballots.

Issue for Legislative Consideration

The Legislature could consider modifying statutes to clarify whether
individuals are allowed to return absentee ballots to drop boxes. Some
individuals believe that statutes allow absentee ballots to be returned to
drop boxes or in person to clerk staff at locations other than a clerk’s
office, regardless of whether a municipal governing body established
such locations. They believe that these actions are statutorily allowable
because individuals requested ballots by statutorily allowable methods,
the drop boxes were established by clerks, and clerk staff collected the
ballots. Other individuals believe that statutes do not allow absentee
ballots to be returned through drop boxes or to clerk staff at locations
other than those designated by a municipal governing body.

Indefinitely Confined Individuals

Statutes allow individuals to sign statements indicating they are
indefinitely confined because of age, physical illness, or infirmity, or
because they are disabled for an indefinite period. Such individuals are
not required to provide proof of their identification in order to receive
absentee ballots. Instead, statutes allow them to submit signed
statements from witnesses who observed them voting their ballots.
These statements must contain the names and addresses of the
individuals and verify the accuracy of this information.
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The Wisconsin Supreme Court
ruled that individuals
must decide, based on

their age, physical illness, or
infirmity, whether they are
indefinitely confined.

In the November 2020 General
Election, 220,404 indefinitely
confined individuals voted,
including 169,901 individuals
who first indicated in 2020 that
they were indefinitely confined.

In March 2020, WEC provided guidance to municipal clerks indicating
that indefinitely confined designations are determined by individuals
and are based on their circumstances, do not require permanent or
total inability to travel outside of the home, and should not be

used in order to avoid providing photo identification for voting.

On December 14, 2020, the Wisconsin Supreme Court ruled that
individuals must decide, based on their age, physical illness, or
infirmity, whether they are indefinitely confined.

Statutes require municipal clerks to automatically send absentee
ballots to all indefinitely confined individuals unless:

* anindividual does not cast and return an absentee
ballot for a given election and does not respond
within 30 days to a letter or a postcard mailed by a
clerk;

» anindividual requests to no longer be considered to
be indefinitely confined; or

= aclerkreceives reliable information that an
individual is no longer indefinitely confined.

As shown in Table 6, 220,404 indefinitely confined individuals voted in
the November 2020 General Election, including 169,901 individuals
(77.1 percent) who first indicated in 2020 that they were indefinitely
confined. We found that 1,001 individuals first indicated for the
November 2020 General Election that they were indefinitely confined
but, in fact, voted at the polls on November 3, 2020. Because these
individuals were not indefinitely confined on Election Day, they are not
included in the table.

Table 6

Indefinitely Confined Individuals Who Voted in the November 2020 General Election,
by the Year When They First Indicated They Were Indefinitely Confined’

Number of Percentage

Year Individuals of Total
Before 2016 16,573 7.5%
2016 12,658 5.7
2017 2,928 1.3
2018 13,840 6.3
2019 4,504 2.0
2020 169,901 771
Total 220,404 100.0%

T According to WEC's data.




A total of 171,850 of the
220,404 indefinitely confined
individuals (78.0 percent)
had previously provided
photo identification.
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WEC’s data indicated that 171,850 of the 220,404 indefinitely confined
individuals (78.0 percent) had previously provided photo identification.
According to WEC'’s data, the remaining 48,554 individuals (22.0 percent)
had not previously voted by methods that required them to have provided
photo identification or did not have photo identifications on file with
clerks. These data indicated the locations from which 44,272 of the

48,554 individuals (91.2 percent) voted during the November 2020
General Election. We found that these individuals voted from each
county in the state, as shown in Appendix 10.

Our survey asked municipal clerks to indicate whether they had sent
absentee ballots to indefinitely confined individuals for the
November 2020 General Election. In response to our survey:

= 829 clerks (95.6 percent) indicated that they had
sent absentee ballots to indefinitely confined
individuals;

= 36 clerks (4.2 percent) indicated that they had not
sent ballots to such individuals; and

= 2clerks (0.2 percent) indicated that they were
uncertain whether they had sent ballots to such
individuals.

We contacted seven municipal clerks regarding their perspectives on
indefinite confinement and found that:

= four clerks indicated they had contacted individuals
to verify their indefinitely confined status;

= two clerks indicated certain individuals who
claimed indefinite confinement status did not meet
the requirement, but they did not contact these
individuals before sending them absentee ballo