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Please contact Hardware Support with any questions at 1-877-ESS-VOTE Option 4, Option 1, or email
Hardware@essvote.com

REFERENCE: This guide is used as a quick start method for using the DS200 Precinct Scanner.
e Additional details about the use of this machine can be found in the Standard Operation Guide via
your portal at http://www.essvote.com/portal.
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ﬁ Please contact Hardware Support with any questions at 1-877-ESS-VOTE Option 4, Option 1, or email
Hardware@essvote.com

REFERENCE: This guide is used as a quick start method for using the DS200 Precinct Scanner.

@ Additional details about the use of this machine can be found in the Standard Operation Guide via
your portal at http://www.essvote.com/portal.
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Please contact Hardware Support with any questions at 1-877-ESS-VOTE Option 4, Option 1, or email
Hardware@essvote.com

REFERENCE: This guide is used to help customers quickly acclimate to the ExpressVote Universal
Voting System. Additional details about the use of this machine can be found in the Standard

Operation Guide via the customer portal at http://www.essvote.com/portal.
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Please contact Hardware Support with any questions at 1-877-ESS-VOTE Option 4, Option 1, or email
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REFERENCE: This guide is used to help customers quickly acclimate to the ExpressVote Universal
Voting System. Additional details about the use of this machine can be found in the Standard

Operation Guide via the customer portal at http://www.essvote.com/portal.
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a Please contact Hardware Support with any questions at 1-877-ESS-VOTE Option 4, Option 1, or email
Hardware @essvote.com

REFERENCE: This guide is used to help customers quickly acclimate to the DS450 Central Tabulator.
Additional details about the use of this machine can be found in the Standard Operation Guide via

the customer portal at http://www.essvote.com/portal.
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Hardware@essvote.com

m REFERENCE: This guide is used to help customers quickly acclimate to the DS450 Central Tabulator.

“w= Additional details about the use of this machine can be found in the Standard Operation Guide via the
customer portal at http://www.essvote.com/portal

Page 431 of 595 Pages



DocuSign Envelope ID: 86E2FC67-9822-4534-9ABB-30C8A48A3E76

Page 432 of 595 Pages



DocuSign Envelope ID: 86E2FC67-9822-4534-9ABB-30C8A48A3E76

Election Reporting Manager

With Media Burning Only

Firmware 5.2.2.0
Electionware 4.7.1.1
ERM 8.12.1.1

Page 433 of 595 Pages



DocuSign Envelope ID: 86E2FC67-9822-4534-9ABB-30C8A48A3E76

Page 434 of 595 Pages



DocuSign Envelope ID: 86E2FC67-9822-4534-9ABB-30C8A48A3E76

Contents
Overview of the Election Reporting Manager (ERIM) ........cecciieeiieeiiieecieeesiee et esiee st e e siaee e saaeessaaeesaeeeesnneeenanes 5
R 1L oYL a¥ =g D= ol 1o} Lo o U 5
TrAINTNE ODJECTIVES wvveveiiiiiieieeiee et e e et e et e e e e e eese bbb e reeeeeeeeaabtaareaeeeessaeeeseasssstbaseeeeessenstraneeeeens 5
SYMDBOIS USEd iN this IMANUAL.......uuvieiiiiiiiecciteeee e e e e e e e e e e e sesabbareeeee areeeeessessnstsaeeeeeesenanns 5
Ty o T a T o I = [=Tot d {o] s TP U USSR 6
(@0 T LT =g 1Y/ =T [ TSP PR PRSPPI 7
QUANTICATION IMEATA ... ettt s e et b e et e e b e e s ae e e s bt e smnesane e neeenneeneennneeane 7
(DY 10 [0 =T d[o T Y =T |- ISP USRS PSR 8
(D35 O =T o Y =T [ - I PRSPPSO 8
EXPressVOte EIECHION IMEAIA .. ..uuiiiiiiiiiiieiee ettt eeee b e e e e e ees bt areereeeeeeseas eeesssrssereeeeessansnsrens 8
AULOMARK EIECTION MBI .....eeiieeieeee e sttt et e s et esaeesar e e beesnneeneens 9
T Lo Y T aY=dl NN Y (=T [ U 9
Election Reporting Manager 8.12. 1.1 ...uuvieiieeieeieireeeee e ettt e e e e e setbb e e e e e e eeeeaabbaeeeeeeesseastbessssaereeeeessenssnrens 10
Create ERM from Reporting KEY IMEAIG......cccuurreiiiiie ittt eecctreee e e eeseaaree e e e e e e s esaabaeeeeeeesseess s esenstnraeeeeesenns 11
[agY o Lo Y a = 1aTe I e g Yol Ty N 13
Enter/Update Voter REGISTIAtiON . ........iiiiiieieieeiiieeeereee ettt ettt eettee e e e et e e e et e e e eebaeeeeeestaeeseeeeassaeeeeabaeeesenees 13
=N Lo T=T e IR RSOOSR 13
IMPOIT FIlE = PEIMIAIY weeiiiiiiieiiiieeie ettt ettt e e e e e st a e e e e e ees bbb aeeeeeeee s sbaaareaeeeeaeseeeessasstaraereeeeeesnsnrrens 14
TaaYoTo] a fl S Lo €11 o 1=] =1 IO OO SURPTRRRRRPP 15
Updating Voter Registration via Update Election Results Manually Option ........cccccevvveeeiiiiiiiiineeeeeee e, 15
REPOIT SELUP AN PriNtiNG . uuuiiiiiiiiiiiiiiiiiiiiiiiiirereeereeererereeeeeeeeeeeeeeereeeeseerereteseteeeseseaesteeaeseeeeeees tassssassssssssssnsnsnsssnsnnes 15
=T Lot =T o Yo o U 15
Precinct SUMMATY (EL30) .. cec et eeeeee ettt ete e e et e e e et e e e e e ttaeeeeeasseeeeensaeeeseasseeesensssasseeeeennsaeeeennnnas 15
Precinct Summary Report-Group Detail (EL30A): .....oociiiiiiiecciee ettt e e ste e seee e vae e stae e s b e e enae e e ennes 15
[ T oi A oY g T 2{=T o Lo ] o £ P UPPRPPR 16
Election SUMMArY REPOIT (ELAS) ....uiiiiieeiiiie ettt ettt et s e st e et e e ssbae e ste e e snbeeesnbeeseesnseeesnseeenees 16
Election SUMMAry-GroUp (ELASA) .....cuee ittt et e st esae e st e e sae e e ssaeeessaeeeaaeessaeesns saneeesnseeenees 16
(0 01 T 2U=Y oo TP PP PP PPT PP 16
NUMDEr KEY HEAING (EL52)..cceviiieiieiiiie ettt ettt ettt e st e e st e et e e et e e sabeeesaaeeeaaee seeesnseeesnseesnnees 16
Number Key — Statistics ONIY (EL52S).....ciiiiieiiiie e cieeesteeestee ettt s et e st e e siae e e aae e stee e snnea e e ssneeesnseeenees 16

Page 435 of 595 Pages



DocuSign Envelope ID: 86E2FC67-9822-4534-9ABB-30C8A48A3E76

Page 436 of 595 Pages



DocuSign Envelope ID: 86E2FC67-9822-4534-9ABB-30C8A48A3E76

[0 = =T o Yo o SR 16
SYSTEM LOZ (ELBBA) ...t iiiiteeiiie ettt ettt e e e e ee e e e e e e e e e e abb b e e e e eeesesabbasaeeseseesasts seeesssareseeeeeesasrsrens 16
RESUIES COrr@CtioNS LOZ (ELB8) vuvvviiiiieiiiiireiieeieeceiireetee e e e eeesttte e e e e eesettbaeeeeeeeseeastaareeeeeseeaaneesensnstraseneeesenns 16

L LI (=T A To T T - PO PPP SRR 17

THE HEAAINGS TaD wureiiiiiiiiiiitieieee et e e e e et r e e e e et e abbareeeeeeesesastbasareeeseeieseeeeesassssbrereeeeeesasnrrens 17

THE OPTIONS TAD it e e e e e e et e e e e e e e s e bbb aereeeeeesasssbbaseeeeesseeeeeeeaasbaraeeeeeeessasnrrens 18

The REPOITING GrOUP Tab .cocciiiiiiiii ettt e et e e e e e e e tbb e e e e e e e eeeasbraaeeeeeeeeeasssarrareeesessensnsrens 20

The Print WHICh GroUPS Tab vuueeeiiiiiiiiiieiiee ettt e e e e ebbre e e e e e e e e e bbb aeeeeeeeesesssse sensarrareeeeessensnsrens 20

NAVIZATING WItNIN REPOITS ...uvviiiiiiiieiiiitieeiee ettt ettt e e e e eebb e e e e e e e e e bbb aereeeeeeesattaes seesnsrsreaneeeeessensnsrens 21

DISPIAY IVIENU ..ottt eee e e et et e e e e e eeesesabbbaseeeeeeeesa s bbb b areaeeeeeaasssssasbbasaaeeessesassssaaeeeeeeenannssrenns 21
SCIOIINE DY CONTEST ... uuiitiieiiei ettt ee e e e e e e e bbaereeeeessesatbaaeeeeeseesaasbes seensssbaeneeesessennsreneeeeens 21
RUN the SCrolling CoNTEST DISPIAY ..ccoeieerrireeiiie ettt eeeeeree e e e e eeesb et eeeeesesabbaeeeeeeseesssbaes sessrrsereeeseesnnsnens 23

Process DS200 ReSUIES IMANUAIIY ....cooeeuiiiiiiiiie ettt e e e e e e et r e e e e e e eesnnsbas sesbrbaereeeeessensnrens 24

Process Central Count RESUIES MANUAIIY ...ceeiiiieiiciiiieiiee ettt e e e e et aa e e e e e e sreeeeeseennnnraeneeas 26

CONTITN/ ROVIEW FRSUIES oo eeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e e e e s e s esesaaesasasasaaaaaaeseeeeeaeeaeeeeeeeeereeeeeeeeeaes 27

FAN o oY= Ve [ A U 28
Create custom reports that can be reused from election to election:........ccoccvvvevieiiiiiiiiiiieeeee e 28

FAY oY 1= o o 1) = J PR PP 29
Add USErs iNElE@CTIONWAIE ..ottt ettt e s e e sab e sbe e e st bt e sabeesbeeesaneeeennees 29

A oY 1= o Vo 1 PP UP 29
Restoring Elections With SQVEA IMAZES .......ciiiiiiiiiiiiiie et e e e s arae e e s s s saaaeeesnanaeeeeas 29

Please contact Software Support with any questions at 1-877-ESS-VOTE Option 4, Option 2, or
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REFERENCE: This guide is used to help customers quickly acclimate to the Election Reporting
=" Manager. Additional details about the use of this software can be found in the Standard Operation
Procedures via the portal at http://www.essvote.com/portal.
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VOTER REGISTRATION VOTER REGISTRATION
CYNTHIA WELCH, SUPERVISOR OF ELECTIONS

ALDREN SADLER, SR., Chair
KAREN JAMES, 15t Vice Chair (770) 278-7333
GERALD BARGER, 27 Vice Chair FAX: (770)785-6932

November 9, 2017

Mr. Tom Burt, President/CEO
Election Systems & Software, LLC
11208 John Galt Blvd.

Omaha, NE 68137

RE: Rockdale County Georgia Pilot — ExpressVote Universal Voting System

Dear Mr. Burt:

This letter is to provide a synopsis of the recent Pilot that was conducted in Rockdale County, Georgia for
the City of Conyers General and Special Election held on Tuesday, November 7, 2017. While it is my
intention to provide a full assessment of the Pilot, I wanted to write you to express how overwhelmingly
satisfied the Voters, Election Workers, Staff and I are with the ExpressVote Universal Voting System
(ExpressVote).

Rockdale County was the only County to be selected by the Georgia Secretary of State, under the
administration of Secretary Brian Kemp, to conduct a Pilot in a Municipal Election. We gladly accepted,
rolled up our sleeves and began to make history in the Great State of Georgia. We began working with
ExpressVote in September with the logic and accuracy testing of all equipment. I must say, compared to
the DRE testing, this was a much simpler task. Next came the big challenge of how voters would feel
about the system. Early Voting began on October 16 and concluded on November 3. Our Early Voting
Election Workers opened and closed the precinct each day in record time (took less than 5 minutes to
close each day). Iam happy to say that we received an overwhelming positive response from our voters;
in fact, voters required very little assistance with using ExpressVote, including inserting their ballot in the
DS200 tabulator. On October 21, another big challenge was “how will the Precinct Election Day Workers
react to the System”? Training was a breeze, workers adapted quickly to the use of the system from open
to close. The overall response from our Election Workers was that the setup, opening and closing is
much easier than what’s required with the DREs’. During training, the Election Workers smiled the
entire time and was excited about working on Election Day. We concluded the Pilot on November 7
which was Election Day. Our Precinct Election Day Workers had no problem setting up for the opening
of Election Day Voting; in fact, although ES&S Support was there, they were not needed due to the ease
of setting up the ExpressVote System.

The final hurdle was the tabulation and production of Election Results. The Rockdale Elections staff
closed out the Early Voting DS200 Tabulators and fed the Mail-In Ballots through the DS200 tabulator
with ease. At 7pm, we uploaded our first results and reports were produced by ES&S Staff using
Election Ware. Needless to say, we didn’t miss a beat; results were produced and provided to the public
(we had a room full) in record time. By 8:10pm, all tasks were complete with NO PROBLEMS.

We would like to take this opportunity to commend the team under you, especially, Kathy Rogers, Jeb
Cameron, Guy Riner, DuWayne McCormick, Cam Wilson, Derek Simmons and Brooke Lurvey. These
individuals were well knowledgeable of the ExpressVote System and provided excellent support to us
every step of the way. Hats off to you for having such a great team.
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Overall, the voters were quite happy to see a system that would give them a verifiable paper ballot in
which they could verify before casting their ballot. Based on the exit polling of our voters; 97% loved
the system and preferred it over our current DRE System. In addition, I personally demonstrated the
system to several counties, elected officials and the general public and their response also was an
overwhelming satisfaction of the ExpressVote System. Many of the elected officials are hoping that
Georgia will be on a new voting system in the very near future.

In closing, we all in Rockdale County loved working with the ExpressVote System and really hate to go
back to our current DRE System. We have enjoyed conducting this Pilot and hope that our feedback will

help in creating a greater experience for jurisdictions and voters across the states. In the coming weeks, I
will provide a formal report of our experience with the ExpressVote Universal Voting System.

Thank you and best wishes to you and staff.

Sincerely,
. /, (
Cynthia Welch

Supervisor of Elections

/ew

1400 Parker Road, Lobby C * Conyers, Georgia 30094
www.rockdalecounty.org
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Lori Clyde

From: Moody, Chris <cdmoody@essvote.com>

Sent: Friday, February 2, 2018 3:56 PM

To: Lori Clyde

Subject: {EXTERNAL} ES&S Responses to Questions during demonstration
Attachments: 01_ESS Post Demo Questions Responses.pdf; 02_Attachment A_ExpressLink

Documentation.pdf; 03_Attachment B_ESSSYS_DOC_SOP_RegionalResults.pdf; 04
_Attachment C_PTRAC_IMR.pdf

Lori,

Thank you again for having us in this week to show Travis County our products. We really enjoyed our time there
interacting with the staff. Attached are the answers to questions that | took notes to go back and collect information
on. If there was anything else anyone or Neil needed answers to and | didn’t take note of, please send me additional
questions and we’ll response quickly.

Could you confirm you received this as well?
Thank you and have a good weekend.

Chris D. Moody

Director of Sales, Texas

972.533.5559

cdmoody@essvote.com
http://lwww.essvote.com/Texas/texas-team/
http://lwww.essvote.com
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POST-DEMO QUESTIONS RESPONSES

JANUARY 31, 2018 - DEMONSTRATION

Below, ES&S has addressed the follow-up questions from our January 31, 2018 demonstration. If additional
information or clarification is needed, please do not hesitate to ask.

i |. ExpressLink Card Activation Printer: Can ExpressLink Software randomize the serial number?

ES&S RESPONSE

Yes, the ExpressLink software could be updated to randomize the serial number. ES&S would look forward
to working with Travis County to obtain more detailed requirements in order to meet the County’s needs.

i 2. Hash Checking:

ES&S RESPONSE

ES&S does have experience with hash checking. ES&S currently has hash checking ports that allow our New
York City customers to check that the hardware/firmware match the certified configuration. If Travis
County would like to expand that functionality to include the election definition contained on the USB drives,
ES&S would be glad to accommodate Travis County’s request.

: 3. Ability to audit all check points in vote cycle. ExpressLink software Logs, ExpressVote BMD and DS200.

ES&S RESPONSE

ES&S will work with Travis County to take audit data from ExpressLink, the ExpressVote, and the DS200,
and design a utility to pull that data into a format that will provide meaningful insight into an election.

i 4. Life testing:

ES&S RESPONSE

Some ES&S products are subjected to HALT (Highly Accelerated Life Test) testing. HALT testing is
designed to reveal design and/or process weaknesses. The products are subjected to progressively higher
stress levels brought on by thermal dwells, vibration, rapid temperature transitions and combined
environments. These stimuli are designed to be well beyond expected field environments to determine the
operating and destruct limits of the product.
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: 5. Coordinates for each Candidate to compare with the ExpressVote Card bar code:

ES&S RESPONSE

The Electionware Ballot Detail Listing report includes the row and column for each candidate for each ballot
style. This would provide the coordinates for each candidate to compare with the ExpressVote Card bar
code.

i 6. Estimated life span of the ExpressLink printer? Number of prints? Do we have any information on this?

ES&S RESPONSE

ES&S has requested information from the manufacturer. We will provide it to Travis County as soon as it is
available. Until that information is received, we estimate the number of activation card that can be printed to
be around 650,000. This is based upon the amount of paper that runs across the printer (about 6”) and the
total abrasion life of a typical thermal printer (100km).

: 7. What is the Motorola Scanner model that we use to scan the QR code on the ExpressVote?

ES&S RESPONSE
Motorola DS9208

: 8. How many ExpressVote’s could be connected to one wall outlet?

ES&S RESPONSE

Six (6) ExpressVotes can be connected to a single wall outlet.

: 9. Why are ES&S patents under ES&S Innovations, LLC.

ES&S RESPONSE

ES&S Innovations, LLC (“Innovations”) is an affiliate of Election Systems & Software, LLC (“ES&S”).
ES&S Innovations was created to secure and own intellectual property rights of the company, principally
patent rights. Over time, however, we have moved all of ES&S’ current patents back to ES&S. The
assignment records for 14 of our patents included Innovations in the chain of ownership. However, for all
but one of those 14, the patents were transferred back to ES&S. The one exception is an abandoned
application. Three additional patents were held at one time by ES&S AutoMARK. However, ES&S now
holds those patents as well.
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I 0. Travis County is also looking for product information for the following:

- ExpressLink Software
- Regional Results

- PTRAC/IMR Documentation

ES&S RESPONSE

Please see Attachment A for documentation on ExpressLink software. Please see Attachment B for
documentation on Regional Results. Please see Attachment C for documentation on PTRAC/IMR, which
also known as Auto-Adjudication.
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ExpressLink

SOFTWARE

ExpressLink is an on-demand application that prints activation cards for use with the ExpressVote

Universal Voting System through the ExpressVote Activation Card Printer (or the ExpressVote printer).

ExpressLink is a Windows PC application that can run in either a standalone mode, or in a monitor mode
where the application monitors requests from a voter registration (VR) system over a shared network
folder. The application imports an election definition from Electionware, accepts requests to print a
voter's activation card, determines the voter’s ballot style and then prints the activation card on the

ExpressVote Activation Card Printer.

3 ExpressLink LollE-
Blection Information
Secton Name Election Date Number Printed
Jefferson test November 09, 2015 0
| Morstor Mode "| Manual Mode ] PrntLog Setup [ Eventlog | how Absentee Pracnct Ballot Styles for each Elect
Preanct / Spit pacty Ealot Style Printing Status
[ I Number to Print
001 - 100t Al 1) el
002
003 2002 3
004 36-bal set 2002 B Status
o0s 2 3003
006 1 370l 6t 2003
007 4004
008 38Dl 521 2004
009 5005
010 39-0al set 2005
011 16-005
012 90-bal st 2006
013 7007
014 41bal 56t 2007
018 (8003
016 42-bal 5612 008
017 i 9009 U
#ind iatatamatooo 7|
1.3.0.0 [ Heo. | About | Cose
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Expressiink
Operator's Guide

*
OQ Firmware Version 1.3

Election Systems & Software, LLC
Manual Version 1.0. Released: July 15, 2016
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ExpressLink Operator’s Guide. All rights reserved. Printed in the USA.
© 2016 by Election Systems & Software, LLC
11208 John Galt Blvd., Omaha, NE 68137 2364

This document, as well as the product described in it, is furnished under license and may be used or copied
only in accordance with the terms of such license. The content of this document is furnished for informational
use only, is subject to change without notice, and should not be construed as a commitment by Election
Systems & Software, LLC ("ES&S"). ES&S assumes no responsibility or liability for any errors or inaccuracies
that may appear in this document. Except as permitted by such license, no part of this publication may be
reproduced, stored in a retrieval system, or transmitted, in any form or by any means, electronic, mechanical,
recording, or otherwise, without the prior written permission of ES&S.

Disclaimer

Election Systems & Software, LLC (“ES&S") does not extend any warranties by this document. All\product
information and material disclosure contained in this document is furnished subject to the termsand
conditions of a purchase, lease or other agreement. The only warranties made by ES&S are contained in such
agreements. Users should ensure that the use of the product complies with all legal or'other obligations of
their governmental jurisdictions.

All ES&S products and services described in this document are registered trademarks of Election Systems &
Software, LLC. All other products mentioned are the sole property of their respective manufacturers.

United States Election Assistance Commission Neotification for Approved Voting
Systems

In accordance with the United States Election Assistance Commission (EAC) Testing and Certification Program
Manual, Version 2.0, ES&S hereby notifies the purchaser that any changes or modifications to an EAC
approved voting system which have not been tested and-certified by the EAC will void the EAC certification
for such EAC approved voting system.

Document Distribution

This document may contain product information and/or procedures that are confidential or sensitive to ES&S
and is intended only for the use of the individual or entity named below. The information may not be used,
disclosed or reproduced beyord the indicated entity without the prior written authorization of ES&S and those
so authorized may only usethe information for the purpose of evaluation consistent with such authorization.

Document Security Level | Customer Confidential — Contains product information or procedures that derive
independent economic value. Approved for customer use only.
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Chapter 1: Introduction

The ExpressLink is an on-demand application that prints activation cards for use
with the ExpressVote Universal Voting System.

ExpressLink is a Windows PC application that can run either in monitor mode or
manual mode. In monitor mode, the application monitors requests from a voter
registration (VR) system over a shared network folder. The application imports
an election definition from Electionware, accepts requests to print a voter's
ExpressVote activation card, determines the voter’s ballot style, and then prints
the activation card on the ExpressVote Activation Card Printer.

Note
Refer to Chapter 4: ExpressLink Polling Place Procedures for more
information about monitor mode and manual ' mode.

1.1 Required Materials

* VRAB.VAL (validation) file from a supported voter registration system

Note Party IDs, precinct names, and split names included in the Electionware

export file must match the contents of the VRAB.VAL file generated by
the voter registration system. You have the option of verifying this
information before proceeding.

e Compatible'pollbook system

* In monitorymode, a VRAB.BOD (Ballot on Demand) output file from the
pollbook system

¢ BODManifest.xml file from Electionware

Note  Thisfileisincluded in the Ballot on Demand export file
(<election_name>_BallotOnDemand_Export.ezip) from

Electionware. Refer to the Electionware Volume IV: Deliver User’s
Guide for more information.

EVS5220_DOC_SOP_ExpressLink Customer Confidential
Firmware Version 1.3
Manual Version 1.0. Released: July 15, 2016 4
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* ExpressLink PC

Note
l% Refer to section 1.2 Minimum PC System Specifications for more

information.

® ExpressVote Activation Card Printer (supplied by ES&S)
e Blank ExpressVote Activation Cards
® ES&S ExpressVote configured with the same election used to generate the

Ballot on Demand export package from Electionware
(<election_name>_BallotOnDemand_Export.ezip).

1.2 Minimum PC System Specifications

The ExpressLink application must be installed on a PC or laptop to be used at
each designated poll.

In monitor mode, system specificationswwill vary based on whether you use the
Ethernet LAN (RJ-45) or Wi-Fi wireless (802.11) network option. However, each
PC or laptop must meet the following minimum system specifications.

Table 1-1: ExpressLink PC Requirements

Element Minimum Configuration
Processor Dual Core

RAM 4 GB

Hard'Disk 150 GB

Keyboard N/A

Mouse N/A

Monitor 1280x800 min. resolution

CD/DVD reader 16x

USB Ports x2 USB 2.0

Report Printer Standard Network Printer

Ethernet Port Local network port
EVS5220_DOC_SOP_ExpressLink Customer Confidential
Firmware Version 1.3
Manual Version 1.0. Released: July 15, 2016 5
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Chapter 2: Setting Up the ExpressLink PC

Use the instructions in this chapter to install the ExpressLink software and to set
up the ExpressLink PC.

2.1 Software Installation

To install ExpressLink, complete the following steps:

1. On the PC you will use to install ExpressLink, locate and double-click the file
named ExpressLinkinstaller.exe.

2. Onthe InstallShield window,
click Next.

p |
ES&(S ExpressLink 1.3.0.0 - InstallShield Wizard =5

Welcome to the InstallShield Wizard for ES&S
ExpressLink 1.3.0.0

Welcome to the ES&S ExpressLink 1.3.0.0 Setup Program.
This program will guide you through the installation of
ExpressLink 1.3.0.0 on your computer

< Back [ Next > ] [ Cancel ]
3. On the license agreement  (castoemtnk1200- imisneid wans =)
screen, click to.select the | T S—
accept the termS of the Please read the following license agreement carefully. .

license agreement option.

The use of this software is subject to the terms and conditions of a
Software License, Maintenance and Support Agreement between

4. CI iCk N ext to continue. Election Systems & Software, LLC ("ES&S") and the licensee. Such
terms and conditions contain certain restrictions on its use which the
licensee must adhere to. In addition, the software contains valiable
trade secrets and proprietary information of ES&S. The software
may not be copied or distributed in any form. disclosed to third parties

or used in any manner not provided for in said License Agreement
Py . " R LTy N Ry ., v XX h & g R |

@ | accept the terms of the license agreement {

() | do not accept the terms of the license agreement

InstallShield

[ < Back ][ Next > ] [ Cancel ]
EVS5220_DOC_SOP_ExpressLink Customer Confidential
Firmware Version 1.3
Manual Version 1.0. Released: July 15, 2016 6
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5 N Wh en p rom pted 1 Cl I Ck f ES&S Expresslink 1.3.0.0 - InstallShield Wizard - @‘
InSta I I . Ready to Install the Program
The wizard is ready to begin installation.
A Stat us b ar d i S p | ays th e Click Install to begin the installation.
p ro g ress Of t h e | n Sta | |at| on. If you want to review or change any of your installation settings, click Back. Click Cancel to exit

the wizard.

When installation is
complete, the system
displays the InstallShield
Wizard Complete window.

InstallShield

< Back r Install ][ Cancel ]
J

6. Click Finish to complete the
installation.

ES&S Expresslink 1.3.0.0 - InstallShield Wizard

InstaliShield Wizard Complete

The InstallShield Wizard has successfully installed ES&S
EspressLink 1.3.0.0. Click Finish to exit the wizard.

<Back Cancl

2.2 Hardware Setup and Theory of Operation

To set up the system, complete the following steps:
1. Cannectithe ExpressVote Activation Card printer to the ExpressLink PC.
2. If you use ExpressLink in Monitor mode, map a network drive to the shared

folder used by the pollbook system as the output destination for VRAB
files.

Note Refer to 3.2 Mapping A Shared Network Drive for more information.

Contact ES&S Technical Support at 877-377-8683 (USA & Canada) or
402-593-0101 (International) for additional assistance.

EVS5220_DOC_SOP_ExpressLink Customer Confidential
Firmware Version 1.3
Manual Version 1.0. Released: July 15, 2016 7
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The following diagram depicts the relationship between the installed
ExpressLink system, proprietary and third-party pollbook systems, the
ExpressVote Universal Voting System, poll workers, and voters.

E=pre=="/at= Acitwatian Card Primer

P -0 -08

Blank Activatian Card Atvstian Card Viate Summary Card
Pall Warker with Ballat Styl=

l.lnn‘emlwmg
Sy=tem

q’ B —g .
Sharad Fald=r
ES&S ExpressPall ExpressLink VRAEEOD ard-Party
Pallboak System ‘Warkststian QuipntTarg=t Pallbaak
Sy=stem
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Chapter 3: Preparing System Files

Use the instructions in the following sections of this chapter to prepare
ExpressLink system files for use.

* 3.3 File Specifications

e 3.1 Validating Election and VR File Compatibility

e 3.2 Mapping A Shared Network Drive

3.1 Validating Election and VR File Compatibility

Note

This procedure is optional.

ES&S recommends that before an electionfyou confirm that all party IDs,
precinct names, and split names are configured identically in both Electionware
and the supported voter registration (VR) System. For a live election, this
procedure should be performed at election headquarters.

Complete the following steps.to validate file configurations.

1.

2.

Open the ExpressLink-application.

Click Setup to‘open
the configuration
panel.

Click the'Browse
button next to the
Ballot Manifest
field.

In the navigation
window, locate and
select the
<election_name>_B
allotOnDemand_Ex
port.ezip file from
Electionware.

EVS5220_DOC_SOP_ExpressLink
Firmware Version 1.3
Manual Version 1.0. Released: July 15, 2016 9

Election Information

Election Name Election Date Number Printed

Pasco General May 29, 2013 0

Monitor M

Monitor Mode [ Manual Mode H Print Log ] [ Setup ]|l Event Log ]
18

Ballot Manifest... Load
Validation File Validate
Monitor File
Printer
Printer Offline
Event Log
No archives have been created for the System Event Log

1.0.0.01

Help. l[ About ] [ Close

Customer Confidential
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5. Click Open.

ExpressLink Operator’'s Guide
Chapter 3: Preparing System Files

ExpressLink displays the file path in the Ballot Manifest field.

6. Click Load to read
the ballot manifest
file.

7. Click the Browse
button next to the
Validation File field.

8. In the navigation
window, locate and sele

9. Click Open.
ExpressLink displays the

10. Click Validate to
open a table view of
the contents of both
files.

Election Information
Election Name Election Date Number Printed

Pasco General May 29, 2013 0

Monitor Mode Manual Mode l [ Print Log ] [ Setup ] [ Event Log l

Ballot Manifest... |C:\ElectionWare\AnyCounty Primary\Pasco General_BallotOnDemand_Export.ezip

Monitor Mode | [ Manual Mode | [ Printtog | [ Setup ] [ Eventiogl |

Ballot Manifest.. |C:\ElectionWare\AnyCounty Primary\Pasco General_BallotonDemand_Exgort.ezlp |

Validation File Validate
Monitor File 77 | V 4 :

ct the VRAB.VAL file from the pollbook system.

file path in"the Validation File field.

Ballot Manifest... ‘C:\Eemnnwarev&nycaunty Primary\Pasco General_BallotOnDemand_Export.ezip
Validation File  CAElection\Ware\AnyCounty PrimanATEST_VRAB.VAL Validate

Monitor Mede Manual Mode ] [ Print Log ] [ Setup ] [ Event Log ]

11. In the table view, compare the party IDs, precinct names, and split names

from both files:.

Note

If any names do not match, you can click Export to generate a listing of

incompatibilities.

12. Correct the exceptions i

n either the VR system (VRAB.VAL) or in

Electionware (<election_name>_BallotOnDemand_Export.ezip) so that all

file names match.

13. Regenerate the file you

updated in step 8.

14. Repeat these steps to validate that the VR system data matches the

information in the Electi

EVS5220_DOC_SOP_ExpressLink
Firmware Version 1.3
Manual Version 1.0. Released: July 15, 2016
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3.2 Mapping A Shared Network Drive

To operate ExpressLink in monitor mode, you must map a shared network drive
on the ExpressLink PC to the output folder containing the VRAB.BOD file
established via the pollbook system.

Note
Refer to your Windows documentation for information about mapping

a network drive.

After you map a shared network drive to the pollbook outputfolder, complete
the following steps to configure ExpressLink to monitor the VRAB.BOD file.

1. Open the ExpressLink application.

2. Click Setup to open —
. . Election Information
Co n fl g u ratl O n pa n e | . Election Name Election Date Number Printed

Pasco General May 29, 2013 0

3. C“Ck the BrOWSG Monitor Mode Mariual Mode ] [ Print Log ] [ Setup ] [ Event Log ]
button next to the
Monitor File field.

Ballot Manifest... | C:\Election\Ware\AnyCounty Primary\Pasco General_BallotOnDemand_Export.ezip

Validation File Validate
Monitor File

4. In the browsing
window, locate and select the VRAB.BOD output folder established via the
pollbook system.

5. Click Open.

3.3 File Specifications

The follewing sections contain the technical specifications for the ExpressLink
BOD (VRAB.BOD) and VAL (VRAB.VAL) file formats.

3.3:1 BOD File

e Electionware Party Abbreviation: begins at position 12, and is 80
characters long

e Electionware Precinct ID: begins at position 92, and is 80 characters long

e Electionware Split ID: begins at position 172, and is 80 characters long

EVS5220_DOC_SOP_ExpressLink Customer Confidential
Firmware Version 1.3
Manual Version 1.0. Released: July 15, 2016 "
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3.3.2 VAL File
e Language: begins at position 1, and is 1 character long

¢ Electionware Party Abbreviation: begins at position 12, and is 80
characters long

e Electionware Precinct ID: begins at position 92, and is 80 characters long

e Electionware Split ID: begins at position 172, and is 80 characters long

EVS5220_DOC_SOP_ExpressLink Customer Confidential
Firmware Version 1.3
Manual Version 1.0. Released: July 15, 2016 12
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Chapter 4: ExpressLink Polling Place
Procedures

You can use the ExpressLink application in monitor mode or manual mode.

Monitor Mode

When you use ExpressLink in monitor mode, the software automatically
monitors the shared output folder you specified when completing theisteps in
section 3.2 Mapping A Shared Network Drive. This folder contairis the
VRAB.BOD file from the pollbook system.

In monitor mode, ExpressLink performs the following.functions.

e Automatically extracts the voter’s precinct and«card configuration
information

® Prints the voter's ExpressVote activatioreard on demand

e Automatically deletes the VRAB.BOD file after printing the activation card

Note ExpressLink also deletes'the VRAB.BOD file when the voter's
activation card cannot be printed, such as when the .BOD file is

invalid.

For example, when ExpressLink is unable to process a VRAB.BOD file,
the software automatically renames the file InvalidBOD-(date)-(time)
and moves the'renamed file to the designated Trash folder on the
shared‘network drive.

Manual Mode

You canwuse ExpressLink in manual mode when circumstances dictate. The
following example situations may require manual mode operation.

e Printing test activation cards
e Using ExpressLink with a pollbook system that does not create VRAB files

In manual mode, you manually select the voter’s ballot from a list of available
ballot styles. The ExpressLink application generates the following audit logs.

EVS5220_DOC_SOP_ExpressLink Customer Confidential
Firmware Version 1.3
Manual Version 1.0. Released: July 15, 2016 13
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* Print log

The Print log is a dynamic audit log that contains a record of the activation
cards printed during a single session for a single Ballot Manifest file.

e Event log
The Event log is a cumulative record of system and print events for all

application sessions. ExpressLink loads the Event log when you start the
application.

Note
lé You can export both the Print log and the Event log as Microsoft Excel

documents for review and archiving.

4.1 Printing in Monitor Mode

Use the instructions in this section to print and issue ExpressVote activation
cards when operating ExpressLink in monitor mode.

1. Open the ExpressLink appli¢ation.

2. TO begln ¥ ExpressPass =83 X |
automatically SN .
lection Information
mon ito ri n g th e Election Name Election Date Number Printed
. 4 Pasco General May 29, 2013 0
VRAB.BOD file(s) in
the shared OUtpUt [MomlorMode ”[ Manual Mode ] [ Print Log H Setup ][ Event Log J
fMOIdde r’ CI ICk Monltor Ballot Manifest... |C:\ElectionWare\AnyCounty Primary\Pasco General_BallotOnDemand_Export.ezip
ode. Validation File Validate
. Monitor File
3. Checka voter into -
the polling place prtr offine
using the voter e Log
1 H No archives have been created for the System Event Log
registration system.
Completing the
registration process
. 1.0.0.01 Help | [ About | [ Close
automatically

exports the
VRAB.BOD file for this voter to the shared network folder.

4. When ExpressLink finds the appropriate VRAB.BOD file, the system
prompts you to insert a blank activation card into the ExpressVote
Activation Card Printer.

EVS5220_DOC_SOP_ExpressLink Customer Confidential
Firmware Version 1.3
Manual Version 1.0. Released: July 15, 2016 14
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5. Print the activation card.

6. Manually inspect the printed activation card to ensure that the information
printed on the card header matches the precinct and ballot style for this
voter.

If your election uses the Initial box(es) and/or Review box option(s), confirm
that the appropriate boxes are printed on the card header. Ensure that the
boxes are marked as necessary.

Activation barcode

111 TR >~

Verification digits wrw e
(numerical value THISSSSIJéZ?_l‘i?‘IE 1 OF TITLE Review box
of barcode) THIS IS LINE 2 OF TITLE

THIS IS LINE 3 OF TITLE Initials boxes

THIS IS LINE 4 OF TITLE
Ballot header
text

Note Refer to the Ballot Frames section.in the Paper Ballot Module chapter
g of the Electionware Vol. {il; Design User Guide for more information
| =) about using the Initial and Review boxes in your election.

7. Give the activation card to the voter.

4.2 Printing in Manual Mode

Use the instructions in this section to print and issue ExpressVote activation
cards when operating ExpressLink in manual mode.

EVS5220_DOC_SOP_ExpressLink Customer Confidential
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1. Open the ExpressLink application.

2. To open a list of available ballot styles, click Manual Mode.

'E ExpressPass . e - E‘m‘

Election Information
Election Name Election Date Number Printed
Fairfax Demonstration Election | February 20, 2014/ 0
Monitor Mode E Manual Mode ’i Print Log ] [ Setup ] [ EventLog ] [] Show Absentee Precinct Ballot Styles for each Election Day Precinct
Precinct / Split Party Ballot Style Printing Status
Number to Print
| &
RCC INONPARTISAN 3-Ballot Style 3 1 Print el §
Greenspring Village 12-Ballot Style 1 <
Mt. Vernon 13-Ballot Style 2
St. Anthony's 14-Ballot Style 3 Status
[Tyson's Corner Mall 1-Ballot Style 1
Failsafe Precinct 2-Ballot Style 2
| Precinct 4-Ballot Style 3
IAbsentee Precinct 5-Ballot Style 3
6-Ballot Style 1
7-Ballot Style 2
8-Ballot Style 3
9-Ballot Style 1
10-Ballot Style 2
11-Ballot Style 3
L1000 Hep | [ About | [ Cose |
e - = —

3. Determine the correct ballot.style number for the voter.

4. In the Precinct/Split column, click to 7 ==
select the voter’s precinct and split, if ===
applicable.
(e [ oo ][ seww ][ Bemios | lshewa
Precinct [ Spit party Balot Style L]
|
fec INONPARTISAN [38abotstyes |
eensprng Vilage 12 8allot Style 1
R, Vernon 130akot Style 2
St Anthony's 148akot Sty 3
"yson's Corner Mall 1-8alot Style 1
“asafe Precnct 2-8alot Style 2
F\v.w@ Preonct L4 Ballot Styde 3
ntee Precrct | S-8alot Style 3
|6-Balot Style 1
7 8allot Stye 2
[5-Salot Style 3
19-Balot Style 1
10 8allot Style 2
110kt Style 3
1.1.0.0n
EVS5220_DOC_SOP_ExpressLink Customer Confidential
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5. In the Party column, click to select P —
the voter's party, if applicable. e
) (e ) (CBmia] Fioees
Precrxt / Spit Party pallot style L]
jcc INONPARTISAN 3-8alot Style 3
i oot o2
t. Anthory's 14801 Style 3
Tyson's Comer Mall 18allot Style 1
"alsale Predrct 208kt Style 2
sonal Preanct [4-8alot Style 3
tee Precnct < Ballot Style 3
|6-Ballot Style 1
7 8ot Style 2
[6-Galot Sty
|9-Ballot Style |
10 8allot Style 2
11 8allot Style 3
1.1.0.0n __7_ 7_
he Ballot Style col lick o mme e =
6. In the Ballot Style column, click to —
1
select the voter's ballot ID. il @0
ror gy ¥ o] J® prnttzn ] (_setp ] [ Eventiog Show A
Hm!l‘adli—_ __»7;w ot Style ”
?zcc_ “Q | [MorearTISAN 3800t Style 3
i odotsol
19 :m.,', 1484t Style 3
yegh's Cormer Mal :Mm:mw:
o e skt st
Iy tee Precnct s Ballot Style 3
|6-Ballot Style 1
7 8ot Style 2
jo-alot Style 3
|9-Baliot Style 1
10 8allot Style 2
118a0t Style 3
1.1.0.0n
7. To print the activation card, click (oo
Print.
Election Date Number Printed
February 20, 2014 0
8. Confirm that/the information printed
on the Card header matches 'the [ Show Absentee Precinct Ballot Styles for each Election Day Precinct
t d . d b || | Ballot Style Printing Status
expected precinct and ballot style Nonber P
information. Cradoroui ' e
13-Ballot Style 2
s
2-Ballot Style 2
Not . oL et s 5
ote Refer to section 4.1 Printing in oot
Monitor Mode for mor o
\ o o O e O O e 10-Ballot Style 2
information 11-E:II5tS(::3
[ nep ] [ mbout | [ cose |
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4.2.1 Printing the Correct Activation Card for Non-geographic

Absentee/Early Vote Precincts

When you load a Ballot Manifest file into ExpressLink, the application identifies
whether the election includes any non-geographic precincts, such as precincts
used as absentee or early vote precincts. The application also detects whether
non-geographic precincts have multiple ballot styles.

Note In most cases, elections coded in Electionware do not contain non-

geographic precincts.

If a non-geographic precinct is present and contains multiple ballot
styles, the system displays a message prompting you to,use

ExpressLink in manual mode.

To print the correct activation card when an election includes non-geographic
absentee or early vote precincts, complete the following steps.

1. Open the ExpressLink application.

2. Click Manual Mode.
rE’ ExpressPass ; - -

i) e

Election Information
Election Name

Fairfax Demonstration Election

Election Date Number Printed
February 20, 2014 0

tor Mode [ Manual Mode 1” Print Log I [ Setup ] [ EventLog

] [V] Show Absentee Precinct Ballot Styles for each Election Day Precinct

Precinct / Split Farty Fallot Style

EVS5220_DOC_SOP_ExpressLink
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3. Click to select the Show Absentee Precinct Ballot Styles for each Election
Day Precinct checkbox.

2 — - &
F bpresshass 0 W E=Rfc ™
Election Information
Election Name: Election Date Number Printed
Fairfax Demonstration Election February 20, 2014 0
Monitor Mode [ _ Manual Mode ] [ Print Log J [ Setup J [ Eventlog } ’ Show Absentee Precinct Ballot Styles for each Election Day Precinct
| Precinct / Split Party Ballot Style Printing Status
! Number to Print
NONPARTISAN 12-Ballot Style 1 (Absentee Precinct) 1 Cangal
Greenspring Village 6-Ballot Style 1 (Failsafe Precinct)
Mt. Vernon 9-Ballot Style 1 (Provisional Precinct)
St. Anthony's

Status
[Tyson's Corner Mall

The System displays a list of all available precincts, including the associated
absentee or early vote poll name for each ballot style.

Note If this election does not include non-geographic precincts, the Show

E Absentee Precinct Ballot Styles for each Election Day Precinct
' checkbox will be visible but unavailable for use.

4. Click to select the voter's appropriate precinct and ballot style.

5. To print the'activation card, click

(= ©
Print.
Election Date Number Printed
6. Canfirm that the information printed Febrery 20, 2012 °

on the card header matches the
expected precinct and ba”ot Style vent Log [7] Show Absentee Precinct Ballot Styles for each Election Day Precinct

information. printing Status
Number to Print
Isafe Precinct)
N ote wisional Precinct)

Refer to section 4.1 Printing in

E Monitor Mode for more
information.

Status
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Chapter 5: System Messages

Table 5-1: Error and Informational Messages

Message ID | Message Message Type | Solution
10020001 Failed to open the database: | Error Message Click OK to continue.
[database name] Retry the action. Ifithe
error continues, Contact
ES&S.
10020002 Error exporting table: [table | Error Message Click‘OK te continue.
name] Retry'the action. If the
error.continues, Contact
ES&S.
10020003 Error Cannot getValue Error Message Click OK to continue.
[value] for [item name] Retry the action. If the
error continues, Contact
ES&S.
10020004 Error determining the Error Message Click OK to continue.
application directory Retry the action. If the
error continues, Contact
ES&S.
10040001 User responded with Informational Click OK to continue.
[response] Message
10040002 Yes Informational Click OK to continue.
Message
10040003 No Informational Click OK to continue.
Message
10040004 Cancel Informational Click OK to continue.
Message

10040010 Export table [table name]to | Informational Click OK to continue.

file [file name] completed. Message

10120001 Error closing the service Error Message Click OK to continue.

manager. Retry the action. If the
error continues, Contact
ES&S.

10120002 Error creating the database. | Error Message Click OK to continue.
Retry the action. If the
error continues, Contact
ES&S.

EVS5220_DOC_SOP_ExpressLink Customer Confidential
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Table 5-1: Error and Informational Messages (Continued)

Message ID | Message Message Type | Solution

10120001 Missing the [file name] file. Error Message Click OK to continue.
Check the location of the
specified file and then
retry the action.

10120002 Error loading BOD Manifest | Error Message Click OK to continue.
file [file name]: [item name] Retry the action If the

error continues; Contact
ES&S.

10120003 Error deleting BOD File Error Message Click OK to.continue.
Check thelocation of the
specified file and then
retry.the action.

10120004 Error printing activation card: | Error Message Click OK to continue.
[card name] Retry the action.

10120005 Error occurred during Error Message Retry the action.

System Event Log backup.
Please archive System Event
Log again.

10120006 The [Application Name] Error Message Ensure that the program
application is already is not already running,
running, please close it and then retry the action.
before starting a néw
instance.

10120010 Error loading.the.disclaimer | Error Message Click OK to continue.
text from the file [file name]. Retry the action. If the

error continues, Contact
ES&S.

10120011 Error loading the copyright Error Message Click OK to continue.

text from the file [file name]. Retry the action. If the
error continues, Contact
ES&S.

10120012 Error loading help file [file Error Message Click OK to continue.

name]. Retry the action. If the
error continues, Contact
ES&S.

10120013 Error occurred during Error Message Click OK to continue.
loading BOD file. Invalid file Retry the action. If the
format. error continues, Contact
Time of request - [time/date] ES&S.
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Table 5-1: Error and Informational Messages (Continued)

Message ID | Message Message Type | Solution

10120014 Error starting monitor mode. | Error Message Click OK to continue.
Retry the action. If the
error continues, Contact
ES&S.

10120015 Error occurred during Error Message Verify that the BOD file is
loading BOD file. The file is not being used'by
currently being locked by another process and
another process. then retry the action.
Time of request - [time/date]

10120020 Unable to locate voter card | Error Message Retry'the action. If the
for [Party] - [party name] erfor continues, contact
[Precinct] - [precinct name] ES&S:

[Split] - [split name].
Time of request - [time/date]

10140001 The [Application] has Informational No action required.
started. Message

10140002 The [Application] is closing. Informational No action required.

Message

10140003 Loaded the BOD Manifest Informational No action required.
file [file namel]. Message

10140004 Selected validation.file [file Informational No action required.
name]. Message

10140005 Validation completed. Informational No action required.
Number of-discrepancies - Message
[integer], VR records missing
- [integer], Electionware
records missing - [integer]

10140006 Printed Activation Card Party | Informational No action required.

- [party name], [Precinct] - Message
[precinct name], [Split] - [split

name], [BallotStyle] - [ballot

style name], Bar Code value -

[bar code integer].

10140007 User canceled printing of Informational Click OK to continue.
Activation Card. Message

10140008 Starting BOD monitor Informational No action required.

Message
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Table 5-1: Error and Informational Messages (Continued)

Message ID | Message Message Type | Solution
10140009 Stopping BOD monitor Informational Verify that the code
Message contains at least one
letter and one number
and then retry the action.
10140010 Printed activation card Party | Informational No action required.
- [party name], [Precinct] - Message
[precinct name], [Split] - [split
name], [Ballotstyle] - [ballot
style name].
Time of request - [time/date]
10140011 Archived [integer] records to | Informational No6 action required.
[folder location]. Message
10140012 Printer online on [item Informational No action required.
name]. Message
10140013 Printer offline. Informational Check printer power. If
Message the printer is powered
down, reapply power
and retry the action.
10140014 Start monitor mode. Informational No action required.
Message
1040015 Stop monitor mode: Informational No action required.
Message
10520047 [ltem Nameldis too long. Error Message Reduce the number of
Please enter awalue that characters in the
does ‘hot exceed [Number] specified item and then
characters. retry the action.
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Appendix A: Revision History

Chapter(s) Description . m
y N

All New book based on from EVS 5210.
Clarified verbiage and organization throughout.

Updated the product name for Electionwareithroughout.

Chapter 1: Clarified the list of required materialsiin section 1.1 Required
Introduction Materials.

Clarified minimum specifieations in section 1.2 Minimum PC
Specifications.

Chapter 2: Setting Up | Added explanatory screen'shots to section 2.1 Software Installation.

the ExpressLink PC
Clarified procedural steps in section 2.2 Hardware Setup and Theory
of Operation.

Chapter 3: Preparing | Deleted section 3.3 Correcting Naming Incompatibilities, combined
System Files inforndation into section 3.1 Validating Election and VR File
Compatibility. Clarified procedural steps in same section.

Claritied procedural steps in section 3.2 Mapping A Network Drive.

Relocated file specification information from previous Chapter 5 to
this chapter.

The following field names and/or descriptions have been updated.

e Electionware Party Abbreviation (80 characters long)
e FElectionware Precinct ID

e Electionware Split ID

Chapter 4: ExpressLink | Reorganized and clarified chapter.
Polling Place

Procedures
EVS5220_DOC_SOP_ExpressLink Customer Confidential
Firmware Version 1.3
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Chapter(s)

Description

Chapter 5: ExpressLink
File Specifications

Deleted chapter, relocated information to Chapter 3: Preparing

System Files.
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©January 2017 by Election Systems & Software, LLC
11208 John Galt Blvd., Omaha, NE 68137 2364

This document, as well as the product described in it, is furnished under license and may be used or copied
only in accordance with the terms of such license. The content of this document is furnished for informational
use only, is subject to change without notice, and should not be construed as a commitment by Election
Systems & Software, LLC ("ES&S"). ES&S assumes no responsibility or liability for any errors or inaccuracies
that may appear in this document. Except as permitted by such license, no part of this publication may be
reproduced, stored in a retrieval system, or transmitted, in any form or by any means, electronic, mechanical,
recording, or otherwise, without the prior written permission of ES&S.

Disclaimer

Election Systems & Software, LLC (“ES&S") does not extend any warranties by this document. All'product
information and material disclosure contained in this document is furnished subject to the terms and
conditions of a purchase, lease or other agreement. The only warranties made by ES&S are contained in such
agreements. Users should ensure that the use of the product complies with all legal or'other obligations of
their governmental jurisdictions.

All ES&S products and services described in this document are registered trademarks of Election Systems &
Software, LLC. All other products mentioned are the sole property of their respective manufacturers.

United States Election Assistance Commission Notification for Approved Voting
Systems

In accordance with the United States Election Assistance Commission (EAC) Testing and Certification Program
Manual, Version 2.0, ES&S hereby notifies the purchaser that any changes or modifications to an EAC
approved voting system which have not been tested andcertified by the EAC will void the EAC certification
for such EAC approved voting system.

Document Distribution

This document may contain product information and/or procedures that are confidential or sensitive to ES&S
and is intended only for the use of the individual or entity named below. The information may not be used,
disclosed or reproduced beyond the indicated entity without the prior written authorization of ES&S and those
so authorized may only usethe information for the purpose of evaluation consistent with such authorization.

Document Security Level | Customer Confidential — Contains product information or procedures that derive
independent economic value. Approved for customer use only.
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Chapter 1: Installation and Setup

The Regional Results Transfer application allows results files accumulated on
DS200 flash drives at remote polling locations to be sent to Election Central
from Regional Results Transfer sites.

After the election, rather than return the media devices to Election Central for
processing, poll workers return the devices to a designated regional
transmission site. Data from the flash drives is uploaded and sent to the
jurisdiction’s Secure File Transfer Protocol (SFTP) server. Election Reporting
Manager (ERM) then retrieves these files for processing.

1.1 Electionware Setup

Regional Sending Sites, the polling locations associated with these sites, and
SFTP server users are defined in Electionware. Each .regional site is defined with
one or more polling locations and a Regional Results SFTP user account. When
configuration is complete, regional site configuration information is exported
out of Electionware and uploaded on the jurisdiction's SFTP server.

Reference For instructions on configuring Regional Sending Sites and SFTP
m users in an election defined using Electionware, refer to
| Electionware Vol. IV: Deliver User Guide, Chapter 2: Configure.

1.2 Regional Results. Transfer Computer Setup

The Regional Results Transfer application must be installed on a computer to
be used at-each designated Regional Sending Site. Each computer must meet
the minimum system specifications. In addition, each computer must be
“hardened” to provide the highest level of security to the system.

1.2:1 System Requirements

System specifications vary according to the network option used to connect to
the SFTP server. Network options include:

¢ Ethernet LAN (RJ-45)
* Wi-Fi (wireless, 802.11)

® 56Kbps V.92/V.90 internal or external modem (RJ-11)

Software Version 1.1 Customer Confidential
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For more information, refer to Chapter 2: Network Configuration Options.

For complete system requirements, refer to the System Overview.

1.2.2 Configure Regional Results Transfer Computer

To prepare the Regional Results Transfer computer for operation, follow the
procedures in the document Hardening Procedures for the Election System,
Securing a Regional Results Workstation.

Configure the Regional Results Transfer PC as required for the communication
method you will use to connect to the SFTP server. Refer to <Blue
Emphasis>Chapter 2: Network Configuration Options.

1.2.3 Regional Results Transfer Software Installation

Regional Results Transfer can be installed by a Windows user with
administrative rights.

1.

2.

Copy the RegionalResultsTransfer.exe file from the CD to your hard drive.
Run the RRSetup.exe file.
Click Next.

Select the | accept the terms of the license agreement radio button, then
click Next.

Click Install.
The application.isiinstalled.

Click Finish.

Software Version 1.1 Customer Confidential
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Chapter 2: Network Configuration Options

Regional Results Transfer supports the following network configurations:

& Ethernet LAN (Local Area Network)

¢ Wireless — (e.g. Sprint AT&T and Verizon)

¢ USB - Broadband (e.g. Sprint AT&T and Verizon)
¢ Dial-up — RAS (Remote Access Service)

ES&S recommends the use of general security measures to ensure.secure
connections when using third party wireless devices. Examples of these steps
include, but are not limited to:

* Change the Admin password

e Change the SSID

e Turn off broadcasting

® Turning off ICMP response

e Use WPA2 with AES

e Strong passwords

* Change passwords often

* Use an access control list
Configure the third party wireless device to require the user to enter the SSID
to access.a secure connection for the preferred network. This will ensure that
the.Connection is made to the correct network rather than the strongest signal.
ES&S does not recommend broadcasting the SSID of the hotspot.
When setting up the network connection for Regional Results Transfer, if
prompted, select the Public option. This will ensure that Windows will use built-

in security measures for the connection. ES&S does not recommend the use of
Bluetooth access on any certified system.
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2.1 VPN Support (Optional)

An Anyconnect VPN server can be configured within the ASA 5505 firewall. The
VPN connection is based on SSL. When configuration is complete, the Regional
Results Transfer user will be assigned a User ID and Password. After a valid
login to the VPN server, the ASA 5505 will send a Cisco VPN Client to the
Regional Results Transfer computer.

Note A VPN is required if the customer wants to restrict access to Regional

Results Transfer computers and these computers are not beifg
assigned static IP addresses. The base license only allowsfor/two

concurrent VPN users.

2.2 Ethernet LAN

The Ethernet LAN requires the Regional Results Transfer computer to be
equipped with a Network GB Ethernet LAN adapter. The LAN port may be
built into the motherboard, and may not be.a physical card.

Configdration
files'downloaded
onlog in

E/ Optional VPN- Allow SSH only .i
[ == R S == ] ) —

SFTP Server

« oY Y =1
Qe o S = /S N Outside Inside -
E —C o= i
. : SR ' I — =
Regional Results Workstation LAN Connection Internet Customer Firewall
with GB LAN port Interface ASA 5505 Security Device
with optional VPN
Switch
LAN Connection
B P /]
[ —I —’
==, A=y,

Reporting EMS
Workstation

The Ethernet LAN requires the Regional Results Transfer computer be
equipped with a Network GB Ethernet LAN adapter. The LAN port may be
built into the motherboard and may not be a physical card.
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Requirements:

* Regional Results Transfer Computer with a GB LAN card/port
(based on 802.3)

* Category 6 (CAT6) Patch Cable
e LAN connection (wall jack, switch, router, etc.)
e ASA 5505 firewall at central connected to the Internet

Network:
* Regional Results Transfer Computer
* Network connection configured using Network and Sharing Center
® Routable Source IP and Gateway IP (DHCP)

* Routable Static Destination IP. Regional Results uses this IP address
to access the SFTP Server if VPN is not used. This address is the
same as the firewall Interface IP address.

¢ Firewall Ports

¢ Routable Static Destination IP is used as the Firewall Interface IP
address

e TCP/IP and SSL
¢ SSH (port.22)

Note
Port 22 is'specific to the protocol used to send results. This port may
not be open by default.

¢ VPN connection (optional)

e Election Central
* VPN Server setup
¢ VPN User and Password setup in VPN Server

* Routable Static Destination IP, i.e. VPN Server IP

Software Version 1.1 Customer Confidential
Revision 1.1. January 18, 2017
8

Page 496 of 595 Pages



DocuSign Envelope ID: 86E2FC67-9822-4534-9ABB-30C8A48A3E76

Regional Results Transfer User Guide
Chapter 2: Network Configuration Options

® Remote Site
* VPN Client

* Regional Results Transfer uses the internal Data Communications
Server IP address to access the SFTP Server

* SFTP

e SFTP Server set up at central
e User name and password

e User XML and manifest XML created in Electionware

2.3 Wireless Broadband

Supported wireless carriers include: Sprint, Verizon, and AT&T.

/ Conﬁgurauon ;
files d ded
l i on login /

Optional VPN- Allow SSH only
P — *1 T
9 SFIP Server
)

Res Its ===
Ul
@—m‘ m Outside .--."
[—— \,_,
u Imemel

Reglonal Results Workstation | Customer Firewall
with vireless card. Wireléss Wireless Carrier Interface ASA 5505 Security Device
Madem with optional VPN

Switch
LAN Connection

e—a

W
L

|

l

Reporting. EMS
Workstation

Requirements:

¢ Regional Results Transfer computer with wireless LAN card
(based on 802.11)

* Wireless network access point with Internet connection, e.g. hotspot
e ASA 5505 firewall at central connected to the Internet
e SFTP

e SFTP Server set up at central
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