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NOTICE OF CONFIDENTIALITY
AND NONDISCLOSURE

This document contains information that is protected as an unpublished work by Dominion Voting Systems (Dominion)
under applicable copyright laws. The Recipient is to retain this document in confidence and is not permitted to copy,
reproduce, or to incorporate the contents hereof into any other media other than as permitted in a written agreement with
Dominion. The below statutory copyright notice shall not imply or be deemed publication of this product.

PROPRIETARY NOTICE

The statements in this work, including, without limitation, directions, commentary, notes, and other elements contained
herein, and their selection, expression, format, ordering and other attributes, constitute proprietary and confidential technical
information and are protected under Canadian, United States and International copyright and other intellectual property
laws. Title and all rights thereto, including, but not limited to all copyrights, trademarks and any trade secrets belong solely
to Dominion. No distribution of any contained statements by a licensee or use by a distributee, whether as a product or a
service, including without limitation, the right to copy, duplicate, reproduce, adapt, publish, quote, translate or incorporate
into other formats, media, or derivative works of any kind, is permitted.

This proposal is submitted in confidence and contains some or all of the following types of information: trade secrets,
scientific information, financial information, technical information, commercial information and labour relations
information. Disclosure of any of the information contained in any of the documents herein would result in undue loss to
Dominion Voting Systems.

Please direct inquiries to:

Manager, Administration
Dominion Voting Systems
215 Spadina Ave., Suite 200
Toronto, Ontario, Canada
Telephone: 416-762-8683
Facsimile: 416-762-8663
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Introduction

The aim of this document is to establish the coding standard and set of tools to be used to verify and enforce the usage.

Coding standard proposal

Proposed document standard can be found here:
https://google-stylequide.googlecode.com/svn/trunk/javaguide.html
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https://google-styleguide.googlecode.com/svn/trunk/javaguide.html

Development Tools

There are two IntelliJ (Android Studio) plugins:
e JavaDoc

e  CheckStyle-IDEA

[ setings e U —— o Y @ - ==

@ ) Plugins
Project Settings [DRE] (Q' ) Show: |AII plugins ~
[ CheckStyle
Code Style Sort by: name ¥
Compiler (Gradle-based Android Projects) Android Support E
Copyright
File Colors hedkStyle-IDEA
File Encodings i Commander [
prade i Copyright cd
Inspections = .
Language Injections % Cvs Integration ]
Schemas and DTDs i Git Integration %}
Scopes # Github 4
Spelling . ~
Tasks #% Google Cloud Tools For Android Studio [
Template Data Languages i Google Login [}
Terminal i Gradle E
Version Control =
IDE Settings A Groovy ™
Appearance Ji¥ hgdidea [
Console Felding J#% 118n for Java [
Debugger i IntelliLang [
Editor
Emmet Zen Cocing
External Diff Tools i Junit [}
External Tools -
#* Maven Integration
File and Code Templates b . 2 ™
File Types i Properties Support ™
General #% Subversion Integration ~
HTTP Proxy i Task Management [}
Images .
Intentions i Terminal ™
JavaDoc % TestNG-J 4l
Keymap
Live Templates
Menus and Toolbars
Notifications
Passwords
Path Variables
Plugins
(| Quick Lists
(| Server Certificates
TODO Check or uncheck a plugin to enable or disable it.
| Updates — - .
| Usage Statistics l Install JetBrains plugin... ] l Browse repositories... J l Install plugin from disk... I
Weh Rrowsers
[
I (T | cancel | | spply | | Help |
e Ca———— ——————
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JavaDoc - IntelliJ (Android Studio) plugin

This tool is used to generate JavaDoc comments for public methods.

http://setial.github.io/intellij-javadocs/

Installation
It can be installed using “Browse Repositories...” button found in Settings->Plugins of Android Studio.
r R
# Browse Repositories F o —— u
@'JavaDocs ) ;5 Categary: All VJ
Sort by: name ¥ CODE TOOLS
4o Gosu 10144 JavaDoc
7 CUSTOM LANGUAGES 2 weeks zgo
., DEA Doc 12795 el drdririnkr 46111 downloads
. CODE EDITING 5 months ago Updated 04/03/2015  ver1.0.11
. Jar Juggler 5004 Wil Plugin that generates java docs on java class elements, like

TOOLS INTEGRATION g

JarDoc
JavaDac
10426 W
& JavaDoc Browser
CODE TOOLS 8 years ago
6,489
& Javadoc Helper ik
CODE EDITING 6 years ago
I 3135 r
r% JavaDoc Sync Plugin 10 313 il
BUILD frz=peET
s JavaDoc Sync Plugin 8 5873 ik
CODE TOOLS
ih 3926 -
& Javadoc Utility 3526 WAl
CODE EDITING 3 years ago

& Jindent - Source Code Formatter 0z
FORMATTTNG T neoioare S

I HTTP Proxy Settings... H Manage repositories...

field, method, etc.

Change Notes

Changes in intelli-EJEREE-1.0.11

@ Add actions to Remove [EfERR= on selected
element ar on the java file

@ Add actions to Create/Remove [EJEREES on a
project/package/selected files

Changes in intelliEYEREE-1.0.10

& Fix critical issue on generate [EYERRES in interfaces

Changes in intellij EXERRE-1.0.9

& Change key mappings, since previous are resened
by intellij idea 13.
Details about new mapping please find on wiki page
@ Fix bug to show menu only in generate menu of java
sources

Chanaes in intellii-ETERRE-1.0.5

%

Usage

Right click on file, there is the menu option “JavaDocs ->Create JavaDocs for all elements”
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http://setial.github.io/intellij-javadocs/

1 middleTier
» [ proxy
(€5 AVSSelection b st

© % Ballotactivil < '
(€5 BaseDrehcti }é Cut Ctrl+X
@ ‘s BaseTheme Iji Copy Cirl+C
(€)% BaseTheme  Copy Path Ctrl+Shift+C
(G ContestFrac Copy Reference Ctrl+Alt+5Shift+C
(E 5 DreScrollVie [ Paste Ctrl+V
(€% DreSettings Jump to Source F4
@ & InfoActivity T p o Ucages Alt+Shift+F7
E%"b Languagese Analyze N
€6 LoginVoter
© B ReviewActi,  Beractor i’
@ ReviewFragi Add to Favorites 3
(€5 ServerSettin Browse Type Hierarchy Alt+H
(€ SplashActiv Reformat Code... Alt+F8
€% WritdnActh  gptimize Imports... Ctrl-Alt+0
v [hres Delete... Delete
» [ anim
v [E] drawable

) Make Module ‘app’ Cirl+Shift+Fa Remove JavaDocs for all elements
m audio_off.png

E audio_on.png |

[8 audio_ont png Run 'AVSSelectionActivity...' Ctrl+F9
[i] checkoff 1.pnc #¥ Debug 'AVSSelectionActivity...

m checkoff 123 _¢ Local History ]
[i] checkoff 2.pnc  Git 4

il checkoff_3.pnc (3 Synchronize 'AVSSelectionActivity java'
[ checkon_1.pnc

fil checkon_2.png File Path Ctrl+ Alt+F12
E checkon_3.prc
& Create Gist...

» [Edic_launcherpn ™

Show in Explorer

[il icnarrowleftoffl.ona (xhdoil

JavaDoc comments will be generated based on file name.

€ AVSselectionhctivityjava X | 'c BallotActivity.java X |

©) AVSSelectionActivityjava x | (€) BallotActivityjava X

import com.dominionvoting.dre.DT0Q.Ballot;

import com.dominionvoting.dre.enums.EAVSMode;

import com.dominionvoting.dre.gestures.AnimationManager:
Bimport com.dominionvoting.dre.middlelier.SessionSettingsManager;

Qimport com.dominionvoting.dre.middleTier.SessionSettingsManager:

'

=

public class AVSSelectionBetivity extends BaseDrelctivit

Er
|: * The type AVS sele
1
o

18

public class AVSSelectionlctiwvity extends BaseDreRctivity
implements AnimationManager.AnimationInterface [

T

|: Qrivate EnimationManager al;

private EnimationManager al;
private boolean buttonClicked = false;

private boolean buttonClicked = false;

Boverride

&l £} protected void onCreate (Bundle savedInstanceState) [
_hasDreActionBar = false;

super.onCreate (savedInstanceState) ;

getContentView (R.layout.activity avs selectiom);

IV goverride
[l protected void onCreate (Bundle savedInstanceState) |
3 _hasDreActionBar = false;

super.onCreate (savedInstanceState) ;

L getContentView (R.layout.activity avs selectiom);
overridePendingTransition(R.anim.enter from right, R.anim.exit to le: C overridePendingTransition (R.anim.enter from right, R.anim.ewit to left);
if (Session.GetIakvVSMode({] = false) { [

Intent intent = new Intent(this, BallotActivity.class);
starthctivity(intent):

if (Session.GetIskVSMode (] = false) {
Intent intent = new Intent(this, BallotActivity.class);
starthctivity(intent):
return;

i

return;

i

al = new AnimationManager();
AnimateHeaderFooter();

al = new AnimationManager();
AnimateleaderFooter();

& fl a1
: :
[ public void onPaddlesClicked (View view) [ o] SEF
if ({ buttonClicked) { * On paddles clicked.
return; -
} else [ * Pparam view the view
_buttonClicked = true: IS
_ 1 \-) public void onPaddlesClicked (View view) [

CheckStyle-IDEA — IntelliJ (Android Studio) plugin

This plugin provides both real-time and on-demand scanning of Java files with CheckStyle from within the IDEA IDE.
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Installation
It can be installed using “Browse Repositories...” button found in Settings->Plugins of Android Studio.

[ ¥ Browse Repositories § — , u1
(OJ checkstyle- ) ;5 Category: AHVJ

Sort by: name ¥ INSPECTION
fle-IDEA REE CheckStyle-IDEA

INSPECTION one month ago

drdrirdr(r 495055 downloads
Updated 22/01/2015 ver 412.0

This plugin provides both real-time and on-demand scanning
of Java files with CheckStyle 6.1.1 from within IDEA.

Change Notes
You can now use rules files directly from JAR files.
Vendor

James Shiell
httpfinfernus. org/
james@infernus.org

Plugin homepage

https:/fqithub.com/jshie| e dea

Size

41M

I HTTP Proxy Settings... H Manage repositories...

%
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Configuration

In Settings window, there is new menu-item called “CheckStyle” were configuration file is set.
There is configuration file called google_checks.xml that is configures checker according to Google Java Style guide. That
file is copied in out folder"\DRE\app\config\checkstyle\checkstyle.xmlI” in order to be used for Android Studio plugin, as

well in the build script.
® Settings I — (3 |
- — 3
@ ) Cheddtyle Reset
Project Settings [DRE]
CheckStyle
Code Style
Compiler (Gradle-based Android Projects)
Copyright
File Colors
File Encodings M google_check CAGIT\DRE\app\confighcheckstyle\checkstyle.xml
Gradle
Inspections
Language Injections
Schemas and DTDs
Scopes

[ Scan test classes [_] Scan non-Javafiles [_| Treat CheckStyle errors as warnings

Configuration File

Active | Description | File +
[ Thedefault CheckStyle rules fsun_checksxml

Spelling
Tasks
Template Data Languages

& The active rules file may be overridden, or deactivated, by module settings.

Terminal
Version Control
IDE Settings

Third-Party Checks

Appearance

Console Folding
Debugger

Editor

Emmet (Zen Coding)
External Diff Tools
External Tools

File and Code Templates

Mothing to show

File Types
General
HTTP Proxy
il Images
Intentions

[T -

[conct ] [ avot | [ |

Usage

There is the panel to see all errors:

» Epeowy Intent
T b AVSSelectionfietnaty
T b Ballotactity
£ b BaseDredctivity
£ s BaseThemedActrty
6 BaseTnemedFragms Boverside
B 5 (pemettranans a1 gublic void AnisatoBesderFootes () |

oTithis, LengusgeSelectiomAct. .class};

¥™e "hack®):

Cnecitie stan @
% A Rules | <nctive configueations B
T T @ CheskStyle found 124 itemds) = 1 fie(s)
v [{] AviSelectumnbctnoty g : 1M temnic)
) Abbrevistion in name st contain no mone than

ed hevel should be 4. (144)
O ‘member def modifier’ ¢ incomect indentation level 4, expected level should be 2. (160)
& ‘membeer def modifier’ have incomect indentation level 4, expected level should be 2. A7)
@ Member name *_buttonClicked’ must match pattem *Aa-2lla-=0-9)la-24-20-8°%", (17:20)
3 ‘mnethed def mod#ie’ have ncomect indentation level &, expected level should be 2. (190)
3 ‘enethed def” ehad have meorseet indentstion bevel 8, expreted level should be 4. (214)
& ‘method def” chitd have meorrect indentation level 8, epected level should be 4. (2240)
o @ “rvethed def” child have mconect indentation level §, expected level shoubd be 4. {23:0)
 ‘method def child have incorrect indentation level 8, expected level should be 4. (2540
& i have incomect indentation bevel B, expected level should be 4. (Z70)
0 Whitespacedround: ‘[ is not preceded with whitespace. (27:45)
@ i child have incomect indentation level 12, exprcted level should be 8. 284)
3 “enrnbts def bype' have mearseet indentation beeel 12, expected leeel should be &, (70
© W child have meoreet indentation level 17, expectad el should be 6. (53]
@ 'if" child have incorrect indentation level 12, expected level should be 6, (30
B ' rewrly’ hine incomect indentation level B, exptcted level should be 4. (310}
method def’ child have incorrect indentation level 8, expected level should be d. (330)
. priect indentation level 8, expected level should be 4. (M4
prect indentation level 4, eepected level should be 2. 350)
Ll qersion Control & g Androla T Termanal O pentiog) [ Gradie Consol WA Memory Mor
i CRLF @ UTF-B @ Git: macter 2 %

1000 W g chang

|

Yo

ght-click menu, under “Check Current File” option.

u can also check current file using ri
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overridePendingTransition(R.anim.enter from right, R.anim.exdt to let

if (Sesszion.GetIsEVSMode () == false) |
Intent intent = new S - T N -
o . Copy Reference Ctrl+ Alt+Shift+C
starthctivity{inten _
return: [l Paste Ctrl+V
1 Paste from History... Ctrl+5Shift+V
Paste Simple Ctrl+Alt+Shift+V
al . = nev Animaticnianag Column Selection Mode Alt+Shift+Insert
AnimateHeaderFooter();
} Find Usages Alt+Shift+F7
Analyze »
public woid onPaddlesClicke Refactor »
if { buttonClicked) |
return; Folding ]
lelsel GoTo »
buttonClicked = tr
- Generate... Ctrl+N

=+ Add to Watches
i Create 'AVSSelectionActivity..'.

' Run 'AVSSelectionActivity...' Ctrl+F9
13:0) §£ Debug 'AVSSelectionActivity...
1 bed. (14:0) Local History »
el should be 2. (16:0) Git »
wel should be 2. (17:0) =
1-zA-70-9]*S', (17:21) Compare with Clipboard
€l should be 2 ) File Encoding

should bed. (21:0)

should bed. (22:0) | A Check Current File

should bed, (23:0) & Create Gist...
thanld ke d (284M
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Configure Code Style Scheme for Android Studio

There is the Code Style Scheme xml file (“Google Java Style Dominion.xml”) that has all configurations for Java Code
Style.

Copy xml configuration to Android Studio configuration folder (for
windows:”C:\Users\ivan.curkovic\.AndroidStudio\config\codestyles”).

For Mac: /Users/<USERNAME>/Library/Preferences/AndroidStudio/codestyles

I ————. - - e
o _—
@UUJ . <« Local Disk (C:) » Users » wan.curkovic » AndroidStudio » config » codestyles - | +y | | Search codestyles p el |
Organize + Q{ Open = Share with = Burn Mew folder ==~ [ @
-

MName Date modified Type Size
| Google Java Style Dominien.xml 09/03/201511:29...  XMLFile 6 KB

h =

Choose Scheme for Java to be “Google Java Style Dominion” from drop-down list.
(@ setings e T T T —— T ¥ =)
@ ) CodeStyle b Java

Project Settings [DRE]

| Checsyle Scheme: | Google Java Style Dominion 1 | menage... |

Code Style Google Java Style Dominion Set from..
General
Groovy Tabsand]ndel\lsl Spacesl Wrapping and Bracesl Blank Lmes‘ JavaDo:l Imports‘ Arrangementl Code Generation
HTML

public int[] X = new int[]1{1, 3, 57, 3, 11};

XML M s 3
[_] Smart tabs
Cempiler (Gradle-based Android Projects) . . .
Copyright Tab size: public veid foc(boolean a, int x, int y, int z) {
o F'g ‘9 labell:
File Encodings try [
Gradle Continuation indent: im0 o
Inspections i - P
P e D int someVarisble = & 7 x : ¥
Language Injections int anotherVariable = a ? x @ ¥;
Schemas and DTDs [[] Absolute label indent b else if (x < 0) {
Scopes i int someVariable = (y + z):
Spelling [] Do not indent top level class members someVarisble = x = % + ¥
Tasks [ Use indents relative to expression start }.else |
Template Data Languages label2:
Terminal for (int 1 = 0; 1 < 5; i++) doSomething(i);
Version Control }
IDE Settings switch (a) {
case 0:

Appearance doCazed():
Console Folding —
Debugger default:
Editor doDefault();
Emmet (Zen Coding) '
External Diff Tools } catch (Exception e) |
External Tools processException(e.getMessage{), x + v, z, a);
File and Code Templates } finally |
File Types proceasFinally();
General }
HTTP Proxy ¥
Images while (true):
Intenticns
JavaDoc Hend

return;
Keymap
Live Templates }r s
Menus and Toolbars it =

return;
Motifications )
Passwords do |
Path Variables 2t
Plugins

n [ cancel | [ apply | [ Help |

Now you can reformat code using “Code > Reformat Code...” command in Android Studio.
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