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Chapter 1 - StyleCop Overview

CHAPTER 1: STYLECOP OVERVIEW

The Dominion Voting Systems’ (DVS) Software Development group has selected
StyleCop (current version 4.7) as the code standard for C# development.

This document provides the installation and configuration procedures for
StyleCop and other necessary tools in a manner consistent with DVS. Also covered
in this document is running StyleCop on included source code, with sample screen
shots of what correct and incorrect code results look like.

NOTE: See Appendix A StyleCop Violation Test Code for running the StyleCop
Violation test code through the process.
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CHAPTER 2: CONFIGURE A NEW REVIEW
ENVIRONMENT

The StyleCop automated review base system requirements are the same as
required for building DVS C#.NET products. Therefore, the same machine or the
same baseline VM may be used to configure the automated review environment.

This document first gives a brief overview of the build process, followed by details
of the steps involved.

2.1 Overview

1.

© ® N o p®N

-
e

Procure virtual machine or physical computer.
The minimum system requirements are:

« a 64bit machine

 atleast 2GB RAM

« 100 GB free disk space (after system setup).
Install Windows 10 or Windows Server 2016.

Install Visual Studio 2015 Professional or .NET Framework v4.

Create the directory structure for the source code and third party downloads.

Copy the source code delivery into the build directory.

Download the third party tools and DLLs.

Install the third party tools and DLLs.

Copy the third party DLLs where they are needed for the build.
Run StyleCop on the designated source files to perform the review.

View the reports containing the results of the review process output.
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Chapter 3 - Create Directory Structures

CHAPTER 3: CREATE DIRECTORY STRUCTURES

Use the procedure below to create the following directory structures:
» Source code
» Logs
« Tools

« Downloads

NOTE: Replace @ProjectName with the project you are reviewing.

1. Create the directory Builds at the root of the C:\ drive.

2. Create the directory @ProjectName in C: \Builds.

3. Within the C:\Builds\ @ProjectName directory, create the following folders:
e Logs
e Downloads

* ReviewReports

When completed you will have the following folders:
» C:\Builds\@ProjectName)\Logs
« C:\Builds\@ProjectName\ Downloads
+ C:\Builds\ @ProjectName\ReviewReports
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CHAPTER 4: COPY SOURCE CODE DELIVERY TO
THE BUILD DIRECTORY

Determine if there is an existing Source directory under

C:\Builds\ @ProjectName. If so, rename or remove it. When replacing source
code to be evaluated, rerun the procedure in Chapter 7 Copy Third Party DLLs for
Review.

Unzip the source code delivery into the C:\Builds\@ProjectName directory,
without creating an additional folder for the contents. After doing this, the build
batch files should be in C:\Builds\ @ProjectName, and the source code should be
in C:\Builds\@ProjectName\Source.
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Chapter 5 - Download Third Party Tools and DLLs

CHAPTER 5: DOWNLOAD THIRD PARTY TOOLS
AND DLLS

5.1 Microsoft Build Extension Pack

1. Go to http://msbuildextensionpack.codeplex.com/.

2. Click the Downloads tab on the page toolbar. (Navigate to the Downloads
section of the web site.)

3. Download the file MSBuild Extension Pack October 2013.zip. Save the file to
C:\Builds\ @ProjectName\ Downloads.

NOTE: Some web browsers, such as Internet Explorer 7 and 8, may change
spaces in the names of downloaded files to underscores. If this occurs,
rename the downloaded file to match the name given here.

4. Extract the zip file MSBuild Extension Pack October 2013.zip by right-
clicking Extract All to the current folder. When asked, choose the default
paths for extraction.

5. Move into the extracted folder and extract the file MSBuild Extension Pack
4.0.8.0.zip. Move into the extracted folder and extract the last file, MSBuild
Extension Pack 4.0.8.0 Binaries.zip. The full extracted path should look like
the following;:

C:\Builds\ @ProjectName\ Downloads\MSBuild Extension Pack October
2013\MSBuild Extension Pack 4.0.8.0\MSBuild Extension Pack 4.0.8.0 Binaries

5.2 StyleCop

1. Go to https://stylecop.codeplex.com/.

2. Click the Downloads tab on the page toolbar. (Navigate to the Downloads
section of the web site.)

3. Look in the current downloads section or in the Other Downloads box to
find the latest 4.7.x.y version. At the time of this writing it is StyleCop-

4.7.49.0.msi.
4. Save this file to C:\Builds\@ProjectName\Downloads.
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CHAPTER 6: INSTALL THIRD PARTY TOOLS

AND DLLS
6.1 StyleCorp

1. Start the installer: C:\Builds\@ProjectName \Downloads\StyleCop-

4.7.X.Y.msl.
2. Click Next.
jiF StybeCop 4.7.47.0 Setup ‘jﬂﬂl

Wizard

{ } Welcome to the StyleCop 4.7 .47.0 Sebp

The Setup Wizard wil irstzl EvdeCog 4.7.47.0 on your
computer, Cick Next bo contirue or Cancel ba et the Sebup
Weizard

ek [hgt ] cancnl |

Figure 6-1: Setup Wizard screen

3. Agree to the license and click Next.

jiF StybeCop 4.7.47.0 Setup

=lci x|
End-User License Agreement { }

Flzase read the folowing icense agreement carefuly

Microsoft Public License (Ms-PL) j
This Bcense gorerns use of the accompanying sottvare. | you uwse the

sl Dievar e, yoour acoepl Lhis loemse. N you do ool scoepl the Beense, do nol use
the software,

1. Definitions

The terms “reproduce,” "reproduction,” “derivative works,” and
“distribution” have the same mesning here 38 under LS. copyright | &

-
A "rnate hitbne® e the arinimzl cafhosara o oo sdditinse nre rhanmar o tha —I

[+ T zocent the beems in the License Agresment;

et | sk [ et | canm |

Figure 6-2: End-User License Agreement screen
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Chapter 6 - Install Third Party Tools and DLLs

4. Leave the efaults as-is and click Next.

StybeCop 4,7.47,0 Sctup

Custom Setup
Sedect the way vou wark features to be installed.

Figure 6-3: Custom Setup screen

5. Click Insa]l to start the the installation.

StybeCop 4. 7.4 7.0 Setup

Ready toinstall StyleCop 4.7.47.0 j t

Figure 6-4: Install screen

5/30/2019 7 Version: 5.11-CO::2



Democracy Suite® C# Automated Code Review Process

6. When the installation is complete, click Finish.

it vicLop 4,7,47.0 Sctup

Completed the StyleCop 4.7 47 .0 Sehp
Wizard

Click the Finish button to et the Setup Wizard,

Figure 6-5: Completed Setup Wizard screen

Version: 5.11-CO::2 8 5/30/2019



Chapter 7 - Copy Third Party DLLs for Review

CHAPTER 7: COPY THIRD PARTY DLLS FOR
REVIEW

Run the Windows Command file from the Project root. Right-click the following
file and click Run as administrator:
C:\Builds\ @ProjectName\ Copy3rdPartyDllsForReview.bat.

This copies all of the MSBuild Extension Pack files to the correct location for
running the review. Run as administrator since the command file copies one of
the required MSBuild Extension Pack integration files to the Program Files folder
where StyleCop was installed.

7.1 Third Party Packages after Installation
Steps

~.1.1 MSBuild Extension Pack

« C:\Builds\@ProjectName\Source\BuildTools\ ExtensionPack\4.0\*.*
« C:\Program Files (x86)\StyleCop 4.7\MSBuild.ExtensionPack.StyleCop.dll

7.1.2 StyleCop 4.7
« C:\Program Files (x86)\StyleCop 4.7\*.*

7.2 Final BuildTools Folder/File Tree

NOTE: Folder names are italicized.

 BuildTools
« StyleCop.build.proj
 StyleCop.xsl
» ExtensionPack
« *4.0
» Interop.COMAdmin.dll
 Interop.IWshRuntimeLibrary.dll
 Ionic.Zip.dll
« MSBuild.ExtensionPack.BizTalk.dll
« MSBuild.ExtensionPack.BizTalk.pdb
» MSBuild.ExtensionPack.dll
« MSBuild.ExtensionPack.dll.config
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MSBuild.ExtensionPack.Git.dll
MSBuild.ExtensionPack.Git.pdb
MSBuild.ExtensionPack.Iis7.dll
MSBuild.ExtensionPack.Iis7.pdb
MSBuild.ExtensionPack.Loggers.dll
MSBuild.ExtensionPack.Loggers.pdb
MSBuild.ExtensionPack.pdb
MSBuild.ExtensionPack.Sql2005.d1l
MSBuild.ExtensionPack.Sql2005.pdb
MSBuild.ExtensionPack.Sql2008.dll
MSBuild.ExtensionPack.Sql2008.pdb
MSBuild.ExtensionPack.Sql2012.d11
MSBuild.ExtensionPack.Sql2012.pdb
MSBuild.ExtensionPack.Sql2014.d1l
MSBuild.ExtensionPack.Sql2014.pdb
MSBuild.ExtensionPack.StyleCop.dll
MSBuild.ExtensionPack.StyleCop.pdb
MSBuild.ExtensionPack.Sync.dll
MSBuild.ExtensionPack.Sync.pdb
MSBuild.ExtensionPack.TaskFactory.Dlr.dll
MSBuild.ExtensionPack.TaskFactory.Dlr.pdb
MSBuild.ExtensionPack.TaskFactory.PowerShell.dll
MSBuild.ExtensionPack.TaskFactory.PowerShell.pdb
MSBuild.ExtensionPack.tasks
MSBuild.ExtensionPack.Tfs.dll
MSBuild.ExtensionPack.Tfs.pdb
MSBuild.ExtensionPack.Tfs2010.dll
MSBuild.ExtensionPack.Tfs2010.pdb
MSBuild.ExtensionPack.Tfs2012.dll
MSBuild.ExtensionPack.Tfs2012.pdb
MSBuild.ExtensionPack.Tfs2013.dll
MSBuild.ExtensionPack.Tfs2013.pdb
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Chapter 7 - Copy Third Party DLLs for Review

MSBuild.ExtensionPack.Tfs2013.xml

MSBuild.ExtensionPack.VersionNumber.targets
MSBuild.ExtensionPack.WindowsVirtual PC.dll
MSBuild.ExtensionPack.WindowsVirtual PC.pdb
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CHAPTER 8: PERFORM SOURCE CODE REVIEW
WITH STYLECOP

Review Appendix A StyleCop Violation Test Code to verify that the changes to the
Settings.StyleCop file are as described there.

Run the Windows Command file from the Project root:
C:\Builds\ @ProjectName\ RunSourceReview.bat.

The review has now been performed, and the violations files, as well as the reports
are in the ReviewReports folder for analysis. In addition, if violations were found,
the command window tells you if the review has failed and how many violations
are present.

An example of a failed review is found below:

o Windows' system 32 omndlese

HriteRepopt:

Donme Buildimyg Feoject "0 T typleCoplielationlest e~ Bource~Bul ldlovo lewStyle
Cop.-huild.proj” {default tapgets) FATLED.

Build FALLED.

H Harningis»

Time Elapzed BA:AL:Z2A.48

Piaas any l-.rl_.l tir @xit

Figure 8-1: Failed review example.
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Appendix A - StyleCop Violation Test Code

APPENDIX A: STYLECOP VIOLATION TEST CODE

A.1 Source Changes

DVS uses slightly modified, but publicly available test code created to provide a set
of negative test cases to show that StyleCop is indeed catching violations of the
coding standard. The test code is provided based on an MIT license and is
available for download at the following;:

https://code.google.com/p/dxcorecommunityplugins/

It was created for the same purpose, but to prove that StyleCop was performing as
expected from a Visual Studio plug-in called CodeRush. DVS had fixed minor
issues in the source where the code did not fail as expected, due to expected use
from the plug-in vs. a command line runner using StyleCop via MSBuild. A full
listing of the changes follows:

» Copied Source\CR StyleCop.TestCode\Properties\CR
StyleCop.TestCode. XML Source\CR
StyleCop.TestCode\DocumentationRules

« Source\CR StyleCop.TestCode\Documentation\SA1642TestCode.cs -
Changed constructor summary description to successfully trigger error.

« Source\CR StyleCop.TestCode\Documentation\SA1646TestCode.cs -
Changed path of include file to find it locally for XPath search since project
context is not available.

« Removed the SA1124 suppression attribute from the
Readability\SA1123TestCode.cs file. This is because SA1123 is a rule that
states to not use regions inside of blocks of code. SA1124 is a rule that says to
not use regions at all regardless of location in the source file. When the
suppression is removed, the 1123 test code file is identified under the SA1124
rule violations section of the violations report.

NOTE: In order to trigger only the 1123 rule, 1124 cannot be enabled. So we can
test one or the other, but not both at the same time as 1124 encompasses 1123, and
we will always have 1124 enabled.

A.2 StyleCop Default Setting Changes

In addition to the previous updates to the violation test source code, the default
installation of StyleCop has a few rules turned off by default, and DVS enables
them. Also, since DVS verifies that the Company name is in the header of all
source files and that the copyright information is correct, these need to be added
to the Settings.StyleCop file. DVS provides the updated file, but the following are
the necessary changes using the StyleCop Settings Editor on a new installation:

1. Enable the following rules under the Documentation section of the Rules
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tab:
« Element Documentation\SA1609: PropertyDocumentationMustHaveValue

« Element Documentation\SA1610:
PropertyDocumentationMustHaveValueText

» Element Documentation\SA1628:
DocumentationTextMustBeginWithACapitalLetter

« Element Documentation\SA1629:
DocumentationTextMustEndWithAPeriod

« Element Documentation\SA1632:
DocumentationTextMustMeetMinimumCharacterLength

 File Headers\SA1639: FileHeader-MustHaveSummary

StyleCop 4.0 [4. .4 L0} Progect Seikings - C2)Builds’ S e Cop Vi lelon Tests) =18] x|
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T Ul 7 s e et ) —
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Ea SoE0? Suiek e doooresymntustH e Syl sd
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Eia S Prapsily L] i
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BLE S8 ElaverdP vt s sl elios et
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B S81E14 SleneniF savelnd o=ttt o Tad

E{a 5665 Clavanth s sk f alisouresias
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BALs 581622 FermicT yoof mened sl cumen s sthaee T

EAE ST Propded urvalicunesamontius s Ao s

AL Sa1620 PropetpS Do curse aionvis DrdS psoss s owihR e
F{E RS levantl ocrsnbalonk us -6 sl opes e P sdwd

FAL 2016 SrgielineCormmens vt ol el oo urentelon | de=lases
F{a ST DoeurenisbonT sl us flzfisk mph

Bl SA1E: DociumentationT sdM uslBegrwilhAL apdalle i
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Figure A-1: Enabling documentation rules

o EiE

I [ I Cancul | Ay ,lf

2. Enable the following rule under the Readability section of the Rules tab:
» Regions\SA1124: Do Not Use
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« Regions

StyleLop 4.0 (4.0.4 7.0) Project Settings - U5 Suilds' StylelCopYiolation lests® - ml
Fikes | Semngs Files | Oosor: | Speling | Compl=tiecop 4.7 [47.47.0) Froject Settings - Ci{@uids StyleCopols
Checancia: evhach s B0 nan om this progect Fired | G
[Erusbiied nades Dielaier rell

] C = [ O Analyze
# [ {) Documentation Aules [ &nalyze
AL Loyt Aues
A A4 Wantanabily Rk
2-B 1) Hamirg Rubs:
- 11 Ordeing Fubss
=71 Aeadsbility Aules

# - Commsrts

& 0 Menber Ao

- _J Meteed Pasmste Placanerd

+-B _J Duey Expresiors

- B _. Regions

HLia 54112% DobotFlaceflegionswithinE lementy b
Hid 541124 DoNotlsefegion:
H E_ a Stalerrants
i BN G [~ | lJ_I* L'
I'mmp rufes lex CH code. |

[ ] oo | o |

Figure A-2: Enabling readability rules
3. Disable the following rule under the Detailed Settings section of the

Rules tab:
« Analyze designer files
style=Log 4. 0 (48, L4 ) Project Settmgs - ) Builds'StyleCopWiolstionTests D _.jn,[j]|
Pddes | Sotings Files | Dpiicns | Spefing | Company Inlmation | B2 y%Cop 1.7 14.7.47.0) Progact Sattirgs - 241
Cheerae sebich nubes b o on s project, | ﬂl
Enabled s Dratudind slbnge
B cs

[ ] Anatrze derme: et

EE L Dacumantabine Hubss [ Anaipes par sbed Hec:

BT Lawnd Rules
B0 Hainksinabity Aulss
I+ EI"I Harang Fuls:
[ [ {} Didetirg Flules
F F(} Aeadabiity FRules
[ F{} Spacing Fuks:

[EnaeCop pdes Tor CH cone =

|
ITIWIMJEI

Figure A-3: Disabling rules

NoOTE: This setting should be enabled only to verify StyleCop’s violation operation
against the test code.

4. Disable this feature before running it against production source code since it
generates errors related to the copyright date if you do not.
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5. Go to the Company Information tab:
+ Select the checkbox to enable this feature
+ Set Company Name as ACME
« Set Copyright as Copyright (c¢) 2011. All rights reserved.

StyleLop 4.0 (4.7.470) Project Settings - C Builds' StyleCopWioksbion Tests = nl :l:l
s | Setings Fies | Optiors | Speling [Tomainy bmaion | Hungaisn | [Srecop 4.7 (4.7.47 o) Project =

1= Spacify te compary rame and copght test which must sppes in dre Al hesdar for asch G nthe progect

Compary Mame: [ACME
Cirmnghit Coppighl [¢) AT, Al ikl isseivid

ITI Cancsd | By k

Figure A-4: Setting company information

NOTE: All non-default settings are bolded in the Settings Editor interface.
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